Publ 1 ¢ Comment s
on
FI nanci al Privacy
and Bankr uptcy

http://ww. usdoj . gov/ ust/ privacy/ privacy. htm



Fi nanci al
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Public Comment Matri x

Dat e From Sunmary # of
Recei ved Pages
9- 25- 00 Joan Z. Bernstein The disclosure or sale of sensitive 11

Di rector of debtor information facilitates

Consuner Protection |[identity theft, wviolates trustee's

Federal Trade fiduciary duties, and contravenes

Commi si on applicable | aw.

9- 24-00 Janes |. Shepard Electronic filing and internet 1
access to debtor data are absolute
necessities.

9-22-00 Ronal d L. Pl esser The openness of the public record is 6

Pi per Marbury consistent with historical privacy
Rudnick & Wl fe LLP |interests. Conputerization has
denocrati zed access to court record
i nformati on.
9-22-00 Noah J. Hanft Debt ors shoul d receive notice that 6
Seni or Vice judicial records nmust be avail able
Pr esi dent to the public. Trade secrets,
Mast er Car d defamatory, or sensitive information
I nt er nati onal coul d be protected on a case-by-case
basi s.
9-22-00 Robert F. MKew | ncreased bankruptcy record access 17
Vi ce President and i ncreases the systems efficiency.
General Counsel I nformation restrictions would be
Ameri can Fi nanci al costly and unconstitutional. Debtors
Servi ces must sacrifice sonme privacy to enjoy
Associ ation bankruptcy's extraordi nary renedies.
9-22-00 Ai nee Canpi n Establish information restrictions 3
Di rector of for general public but not for
Regul atory Affairs creditors who need the information
lowa Credit Union to make solid business deci sions.
League
9-22-00 Dei rdre Mulligan | mproved technol ogy shoul d i ncrease 7

Staff Counsel
Center for
Denocracy and
Technol ogy

public review and oversi ght.
Thought ful information policy should
prevent inappropriate disclosures.
Use 1973 Code of Information
Practices (HEW as a gui de.
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Fi nanci al
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Public Comment Matri x

# |Date From Sunmmary # of
Recei ved Pages
8 19-22-00 John F. Kozl owski Al'l bankruptcy case information 5
CGeneral Counsel shoul d not be publicly accessible
Ohio Credit Union and trustees should not market
League bankruptcy information.
9 19-22-00 Jeffrey Bl och Creditor's need for information 4
Assi st ant Gener al clearly outwei ghs debtor's potentia
Counsel | oss of privacy. |ID thieves are
Credit Union generally not interested in debtors.
Nat i onal
Associ ation
10 [ 9-22-00 J. Mchael de Janes | Continued access to public records 7
General Counsel i ncl udi ng bankruptcy filings is
Choi cepoint, Inc. i nportant for the greater good.
11 [ 9-22-00 Ri chard Bl unent hal I nternet access to bankruptcy 2
At t orney Ceneral records saves tine and noney, but
Connecti cut debtors' privacy nust be protected.
12 [ 9-22-00 S. E. Kurl ansky There shoul d be a separate personal 1
sekurl @otmail.com |ID nunber made public w thout
vi ol ating individual privacy.
13 | 9-22-00 Mary Jeffrey, Protect the confidentiality of the 1
Esquire victinms of donestic abuse. Create a
nej effrey. esg@uno. |lock box system for receiving mail.
com
14 1 9-22-00 Marcia Z. Sullivan Shoul d continue to nmake bankruptcy 5
Di rector, i nformation publicly avail able
Gover nnent because of common |law tradition,
Rel ati ons constitutional guarantees, and
Consuner Bankers practical realities.
Associ ati on
15 [ 9-20-00 Patrick M Fraw ey Technol ogy i ncreases public access 3

D rector,
Regul at ory

Rel ati ons

Bank of Anmerica

to bankruptcy information and
i nproves bankruptcy case
adm ni strati on.
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Presi dent
NJ League Community
& Savi ngs Bankers

a party to a bankruptcy needs ful
access to pursue its claim

# |Date From Summary # of
Recei ved Pages
16 | 9-18-00 Beth G vens Starting point is Fair Information 10
Di rector Principles (FIP): collection
Privacy Rights l[imtation, data quality, purpose
Cl earing House specification, use limtation,
security, openness (notice),
i ndi vi dual participation, and
accountability.
17 19-18-00 El i zabeth Costello Put bankruptcy information on the 1
UAW Legal Services web. Protect privacy with passwords
and access tracking.
18 [ 9-18-00 Russell R dark | nt ernet changes anal ysis - nakes 2
Pr esi dent | ocal bankruptcy information
New Jersey Credit avai | abl e worl dwi de. Vul nerabl e
Uni on League debtors need protection.
19 [ 9-15-00 Sharman A. McCarvel |[Like storage cubicles inprove a 1
shar mannccarvel @Qun |child' s sense of security in
0. com daycare, privacy protection in this
i nternet age support our
constitutional right to be secure in
our private property.
20 1 9-15-00 Mary Jo Qoee Chi ef Do we strip bankruptcy data of 9
Deputy C erk personal identifiers and provide
USBC-WD. &l a. broad public access or limt access
to parties in interest?
21 |19-13-00 John Bi nns Abuse of court records openness is 1
one small price of freedom
22 19-12-00 W A. Earner, Jr. | mprove access to financi al 2
Navy Federal Credit [information in bankruptcy cases. The
Uni on public's right to know outwei ghs the
debtor's expectations for
traditional views of the right to
privacy.
23 19-8-00 Janmes R Sil kensen General Policy - protect non-public, 1
Executive Vice personal information, but a bank as
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# |Date From Sunmmary # of
Recei ved Pages
24 19-8-00 Stuart K Pratt The credit reporting industry 2
Vi ce President gat hers essential data from
Gover nnent bankruptcy records and nust have
Rel ati ons access to ensure its accuracy.
Associ ated Credit Credit Bureaus are governed by the
Bur eaus, |Inc. Fair Credit Reporting Act (915
U S.C. 1681) which protects the
confidentiality of case information.
25 [ 9-8-00 Pr of essor Karen Revisit Section 107 and define 7
G oss "public", reassess what data we
New York Law School |should collect, assess how non-
bankruptcy | aw privacy protections
are inpaired by wide access to
bankruptcy files. Wy hold the
system hostage to data access costs?
26 | 9-8-00 Beth L. dino New i nformati on technol ogy maki ng 9
Managi ng Di rector bankruptcy data nore accessibl e
Ameri can Bankers substantially inproves the
Associ ati on bankrupt cy process. The
extraordinary |legal relief includes
an i nherent privacy loss in the
public judicial process - give
debtors clear notice of privacy
| oss.
27 1 9-8-00 Charlotte M Bahin Communi ty bankers need full access 5
Di rector of to all of the information in the
Regul atory Affairs public and non-public file.
Seni or Regul atory
Counsel
28 19-7-00 Bri an K. Long Currently bankruptcy | aws adequately 5
Nat i onal G oup bal ance private and public
Presi dent i nterests. Law changes woul d

Dol an Medi a Conpany

i ncrease creditor costs, raise
interest rates, and reduce debt or
prot ecti on.
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security nunbers by conputer is a
national security issue and could
cause a serious disaster.
"Let's clothe the naked here.
only expose that which is
essentially necessary - not
everyt hi ng. OK?"

And

# |Date From Summary # of
Recei ved Pages
29 |9-7-00 Russel | W Schrader |[Electronic collection and 4
Seni or Vice di ssem nati on benefits both
Presi dent and creditors and debtors - potentia
Assi st ant Gener al adverse effect is inherently LESS in
Counsel t he bankruptcy context than when
Visa U S. A Inc. i ndi vi dual is solvent.
30 19-7-00 Richard Harris Qppose any restrictions on the 1
Manager public's access to bankruptcy
Speci al i zed i nformation.
I nvesti gati ons

31 19-4-00 Jay D. Lagree Only parties in interest should have 1
access to bankruptcy records and
that information should not be
di scl osed wi thout the debtor's
per m ssi on.

32 19-2-00 Steve & Liz Ziegler [No public access, but Iimted access 1
to those who need to know, and apply
definite security neasures.

33 18-29-00 Paula M Sum not o Consuner privacy is a concern but 2

Trai ni ng and t he bankruptcy system needs public
Conpl i ance i nformation for accuracy and
Coor di nat or accountability.
Uni versity of
Hawai
Federal Credit
Uni on
34 | 8-21-00 Shar man McCarvel Massi ve col |l ection of social 2
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Nat i onal

Associ ati on of
Consuner Bankr uptcy
Attorneys

on those who di ssem nate sensitive
bankruptcy information to anyone
except a party in interest.

# |Date From Sunmmary # of
Recei ved Pages
35 18-21-00 WIlliamE. Fason Qppose any restrictions on the 1
Owner / Manager public's access to bankruptcy
O fice of Judgenent |[information.
Enf or cenent
36 | 8-4-00 Mary Jo Qbee Chi ef Article - "Privacy in the Federal 73
Deputy O erk Bankruptcy Courts" - concerned about
USBC-WD. &l a. di scl osi ng soci al security nunbers
and ot her personally identifiable
private information. Notre Dane
Journal of Law, Summer 2000.
37 | 7-28-00 M chael W/ son Make data avail abl e but renove 1
mM | son@bserv. org identifiers.
Recei ved
After
t he
Deadl i ne
38 |1 9-28-00 Karen Cordry bject to debtor's (toysnmart.con 82
Nat i onal proposed sal e of personal custoner
Associ ation of i nformati on.
At t or neys Gener al
39 19-28-00 Bev WIlians Bankruptcy is a privel ege not a 1
right. Creditors nust have access to
bankruptcy information to prevent
debtor fraud and abuse.
40 | 9- 29- 00 Nor ma Hammes Serious penalties should be inposed 7
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Fi nanci al Privacy Study
Publ ic Conmment Matri X

# |Date From Summary # of
Recei ved Pages
41 | 10-2-00 Kevi n Ander son Only distribute appropriate 10

Nat i onal Dat a
Cent er

bankruptcy information to parties in
interest, and provi de adequate

saf eguards to prevent viol ations of
a debtor's "reasonabl e privacy
interests.”
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DEPARTMENT OF JUSTICE
DEPARTMENT OF THE TREASURY

OFFICE OF MANAGEMENT AND BUDGET

Public Comment on Financial Privacy and Bankruptcy

AGENCIES: Department Justice, Department of the Treasury, and Office of Management and

Budget

SUMMARY: The Department of Justice, Department of Treasury and Office of Management
and Budget, in consultation with the Administrative Office of the U.S. Courts, are conducting a
study (the "Study") of how the filing of a bankruptcy affects the privacy of individual consumer
information that becomes part of a bankruptcy case. The Study will consider how the privacy
interests of debtorsin persona bankruptcy cases are affected by the public availability of
information about them in those cases. It will also consider the need for access to this
information and accountability in the bankruptcy system. Finally, it will consider how changesin
business practices and technology may affect all of these interests. To assist in the Study, these

agencies are regquesting public comment on a series of questions.

DATES: To ensure their consideration in the Study, comments and responses to the
guestions listed below, along with any other comments, should be submitted by September 8,

2000.



ADDRESSES: All submissions must be in writing or in electronic form. Written
submissions should be sent to Leander Barnhill, Office of General Counsel, Executive Office for
United States Trustees, 901 E Street, NW, Suite 780, Washington DC 20530. Electronic
submissions should be sent by email to USTPrivacyStudy @usdoj.gov The submissions should
include the submitter's name, address, telephone number, and if available, FAX number and
e-mail address. All submissions should be captioned “ Comments on Study of Privacy Issuesin

Bankruptcy Data.”

SUPPLEMENTARY INFORMATION:
|. Background

On April 30, 2000, the President announced the “ Clinton-Gore Plan to Enhance
Consumers Financia Privacy: Protecting Core Valuesin The Information Age.” As part of the
Plan, the President directed three federal agencies to conduct a study on Ahow best to handle
privacy issues for sensitive financial information in bankruptcy records,i including Athe privacy
impact of electronic availability of detailed bankruptcy records, containing financial information
of vulnerable debtors.” The Study, to be jointly conducted by the Department of Justice, the
Department of Treasury, and the Office of Management and Budget (the "Study Agencies'), will
be prepared in consultation with the Administrative Office of the U.S. Courts, and will be
completed by December 31, 2000. The Study Agencies are requesting public comment on a
series of questions regarding privacy issues related to records that are established in the course of
bankruptcy proceedings conducted in federal courts, including questions raised by electronic
access to such bankruptcy records. The Study Agencies solicit responsesto any or all of the

guestions listed below and welcome any other comments on these topics.



2

The Study Agencies also are aware of public attention in recent weeks focused on the
troubling practice of organizations in bankruptcy seeking to sell personal dataregarding their
former customers, in violation of such organizations' privacy policies. Although thisissueis
outside the main scope of the Study — the privacy needs of debtors — the Study Agencies believe
that thistopic also involves the intersection of privacy and bankruptcy, and merits further
attention. In part because of pending regulatory enforcement actions and/or pending legislation,
the Study Agencies are not making this subject part of the formal Study. Nevertheless, the Study
Agencies invite comments about the effect that a business bankruptcy filing has on
consumer/customer information that the business has collected. Comments should not address
pending legislative proposals or regulatory activities. After reviewing the comments and any
other developments, the Study Agencies will determine whether it is appropriate to examine this
issue in greater depth.

Currently, there are two different types of data maintained and used in a bankruptcy
proceeding. Thefirstisinformation in acourt record that is made available to any member of the
public. The second isinformation held by trustees administering bankruptcy cases that is not
generdly available to the public. These two categories of data are referred to here as Apublic
record data and Anon-public data,i respectively, and they are described more fully below. Each
is currently governed by adifferent set of rules and procedures, and the privacy and access

interests in each may vary.



A. Public Record Data

A consumer or individual who files a case under either chapter 7 or chapter 13 of the
Bankruptcy Code, 11 U.S.C. * 101 et seg., must provide detailed financial information as part of
the schedules filed with the bankruptcy court. Thisincludesalist of bank accounts and
identifying numbers, credit card account numbers, social security numbers, balances in bank
accounts, balances owed to creditors, income, a detailed listing of assets, and a budget showing
the individual=s regular expenses. By statute, 11 U.S.C. § 107(a), all documents filed with the
court are “public records and open to examination by an entity at reasonable times without
charge.” Bankruptcy trustees (private entities appointed by U.S. Trustees) obtain this
information in the course of administering cases assigned to them.

Much of the information provided in connection with a bankruptcy caseis similar to
financia information that, in other contexts, such as banking and credit reporting, may be
covered by a system of regulation designed to ensure the confidentiality of such information. For
example, in other contexts, an individual would be given notice of what uses might be made of
the individual=s bank account information or social security number, and would have some
degree of choice asto how such information will be used. Security safeguards may aso attach to
the information.

In the past, access to public court record data has as a practical matter been quite limited.
The individuals who obtained individual case files from the courts were those willing to spend
considerable time, effort, and sometimes money. The development of electronic databases and
other technologies allows for more widespread dissemination of information in bankruptcy

records, along with far more convenient access, including access viathe Internet. In some



instances, courts are adopting technologies to convert their paper filesto electronic form. This
could result in a high volume of court records, including records containing sensitive personal
information, appearing on the Internet.

B. Non-Public Data

While substantial amounts of personal data are filed by debtors in the bankruptcy courts,
additional data are gathered by bankruptcy trustees in the course of administering the cases
assigned to them. The trustee often will collect information about claims filed by creditorsin a
given case. Thetrustee also may find it necessary to supplement information that a debtor has
provided in the bankruptcy schedules, and may request tax returns, as well as supporting
information about the value of the debtor's assets, amounts of liabilities, and routine living
expenses. Thetrustee's files also may contain information gathered from investigations about
alleged wrongdoing in the case. In chapter 13 cases, the trustee tracks a debtor's payments to
creditors under a payment plan. In general, only the partiesin interest in a bankruptcy case (as
defined by the court) receive both public and non-public data. By statute, the trustee “shall,
unless the court orders otherwise, furnish such information concerning the estate and the estate’s
administration asis requested by a party ininterest.” 11 U.S.C. 88 704(7), §1302(b)(1).
However, there are no well-defined limits on the trustee’ s authority to provide this information to
others, nor on the authority of such third parties to use, sell, or transfer thisinformation. In

addition, some trustees and creditors are considering compiling information contained in



bankruptcy records electronically for easier administration of bankruptcy cases in which they

have aclaim. They may also envision some possible commercia use.

Elements of the Study
The Study will examine:
$ The types and amounts of information that are collected from and about individual

debtors, as well as analyzed and disseminated, in personal bankruptcy cases.

C Current practices, and practices envisioned for the future, for the collection,

analysis, and dissemination of information in personal bankruptcy proceedings.

$ The needs of various parties for access to financial information in personal
bankruptcy cases, including specifically which individuals or entities require
access to which particular types of information, for what purposes, and under

what circumstances.

$ The privacy issues raised by the collection and use of financial and other

information in personal bankruptcy cases.

$ The effect of technology on accessto, and the privacy of, a debtor’ s persond

information.



$ Business or governmental models that can provide access to, and protect debtors

privacy interests in, bankruptcy records.

$ Principles for the responsible handling of information in bankruptcy records, and

recommendations for any policy, regulatory, or statutory changes.

Questionsto be Addressed

The Study Agencies seek comment and supporting information from all sources,

including bankruptcy professionals, consumer representatives, privacy advocates, creditors,

information brokers, the academic community, and the general public. The Study Agencies will

summarize the comments in the Study. Views are welcome on any aspect of this subject, but the

following questions are offered to stimulate thought in specific areas of interest.

1.01

(1.1)
(1.2)
(1.3)
(1.4)

(1.5)

What types and amounts of infor mation ar e collected from and about individual
debtors, analyzed, and disseminated in personal bankruptcy cases?

What types of information are collected, maintained, and disseminated in bankruptcy?
Which of these data elements are public record data?

Which are non-public record data held by bankruptcy trustees?

How much datais at issue?

Are certain types of data more sensitive than others; that is, are there types of datain

which debtors would have a stronger privacy interest? If so, which ones?



(1.6)

2.0

(2.1)

(2.2)

3.0

(3.1)
(3.2)
(3.3)

(3.4)

How valuable is the information in the marketplace?

What arethe current practices, and practices envisioned for the future, for the
collection, analysis, and dissemination of information in personal bankruptcy
proceedings?

What methods of data collection and aggregation are now used by the courts, creditors,
trustees, and other private actorsto collect, analyze, and disseminate public record data
and non-public data?

What methods are being contemplated for the future?

What access do various parties need to financial information in personal
bankruptcy cases? Which individuals or entitiesrequire accessto which particular
types of information, for what purposes, and under what circumstances?

What entities currently access public record data?

What entities currently access non-public data from trustees?

What specific data elements do they need, and for what purposes?

Are the purposes for which the information is sought consistent with the public interest?



A. Public Record Data

(3.5 What data elementsin public record data should remain public for purposes of
accountability in the bankruptcy system? For other purposes?

(3.6) Isthere certain information that need not be made available to the general public, but
could be made available to alimited class of persons?

(3.7) If so, what are these data elements, to whom should they be made available, and for what
purpose?

(3.8) Isthere aneed to make the following data elements publicly available: () socia security
numbers, (b) bank account numbers, (c) other account numbers?

B. Non-Public Data

(39) What issues, if any, are raised by existing limitations on trustees' handling of personal
information?

(3.10) Areadl of the data elements held by bankruptcy trustees necessary for case administration
purposes? If not, which data elements are not?

(3.11) What interests would be served by private or commercial enterprises collecting,

compiling electronically, and redistributing information from bankruptcy cases?

40 What aretheprivacy issuesraised by the collection and use of personal financial

and other information in personal bankruptcy proceedings?



A. Public Record Data

(4.1) Do debtors have privacy interests in information contained in public record data made
available through the bankruptcy courts? If so, what are those interests? Do they vary by
data element? If so, how?

(4.2) What are the benefits of apublic record system for court records in bankruptcy cases?

(4.3) What are the costs of collecting and retaining data in bankruptcy cases?

(4.4) Towhat extent do individuals who file for bankruptcy understand that all of the
information contained in the public bankruptcy file is available to the public?

(4.5) Should debtorsin bankruptcy be required to forego some expectation of privacy that other
consumers have under other circumstances?

(4.6) Arethere characteristics about debtors in bankruptcy that raise special concerns about
wide public dissemination of their personal financial information?

B. Non-Public Data

(4.7) What are debtors expectations about what uses and disclosures of information will be
made by bankruptcy trustees?

(4.8) What, if any, privacy interests lie in non-public bankruptcy data held by bankruptcy
trustees?

(4.9) If non-public data were made widely available to the public or to creditors for other non-
bankruptcy purposes, what might be the consequences?

(4.10) Areprivacy interests affected if the distribution of non-public data bankruptcy

information is for profit?

10



5.0

(5.1)

(5.2)

(5.3)

6.0

(6.1)

(6.2)

(6.3)

7.0

What isthe effect of technology on accessto and privacy of personal information?
Do privacy issues related to public record data in bankruptcy cases change when such
data are made available electronically? On the Internet? If so, how?

Do privacy interests in non-public data change when such data are compiled
electronically for ease of administration of bankruptcy cases? For commercial use? For
other use?

Are new technologies being used to improve access to court records? Non-public

bankruptcy data? Should they be? Why or why not?

What are current business or gover nmental modelsfor protecting privacy and
ensuring appropriate accessin bankruptcy records?

What statutes, rules, or policies can serve as models for maintaining appropriate levels or
access and privacy protection for public bankruptcy records? For non-public bankruptcy
information held by trustees?

What statutes, rules, or policies are ineffective in providing appropriate access and
privacy interests?

What statutes, rules, or policies, are otherwise relevant to this Study?

What principles should govern the responsible handling of bankruptcy data? What

are some recommendationsfor policy, regulatory or statutory changes?

11



A. Public Record Data

(7.1)

(7.2)

(7.3)

(7.4)

(7.5)

B.

To what extent are privacy safeguards appropriate for public record data? If safeguards
are appropriate, what should they be? How should they be crafted to ensure that they do
not interfere with legitimate public needs to access certain bankruptcy data?

Should notice about the public nature of bankruptcy filings be provided to individuals
who file for bankruptcy? What form should such notice take?

Should there be any restrictions on the degree of accessibility of such information, such
asrulesthat vary if information is made available electronically? viathe Internet? If so,
what should they be? Should policies on the handling of information in bankruptcy cases
be technology neutral, so that the rules for dealing with information are the same
regardless of what medium is used to disclose such information? Why or why not?
Arethere any data elements in public record data that should be removed from the public
record and held instead as non-public data by bankruptcy trustees or courts?

|s there some experience with other public records that is relevant to the privacy and
access issues in bankruptcy cases? Do any records or filing systems, for examplein the

courts, provide instruction in this regard?

Non-Public Data

(7.6)

To what extent are privacy safeguards appropriate for non-public data held by bankruptcy
trustees in bankruptcy cases? If some safeguards are appropriate, how should they be
structured? How should they be crafted to ensure that they not interfere with the needs

of bankruptcy trustees to administer their cases?

12



(7.7) Should debtors receive notice of what uses and disclosures will be made of their
information in the hands of bankruptcy trustees? What would be the effects of such
disclosures?

(7.8) Should restrictions be imposed on the use and disclosure of information held by
bankruptcy trustees? If so, what types of restrictions? What would be the effects of such
restrictions?

(7.9) Should debtors be permitted to access the information held about them by bankruptcy
trustees? If so, under what circumstances? What would be the effects of such access?

(7.10) If bankruptcy data are compiled and made easily and widely available to users outside of
the bankruptcy system, should these users be charged for the collection and distribution

process? How would the amount of the charge be set?

Date: 7/21/2000 (Origina Signed)
Kevyn Orr
Director, Executive Office For United States Trustees
Department of Justice

Date: 7/24/2000 (Original Signed)
Gregory A. Baer
Assistant Secretary for Financia Institutions
Department of the Treasury

Date: 7/21/2000 (Origina Signed)
John T. Spotila
Administrator, Office of Information and Regulatory Affairs
Office of Management and Budget
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

= September 25, 2000

BY E-MAIL

& HAND-DELIVERY

Leander D. Barnhill, Esg.

U. §. Department of Justice

Executive Office for United States Trustees
Office of the Genera Counsel

901 E Street, NW,, Suite 780

Washington, D.C. 20530

Comments on Study of Privacy Issues in Bankruptcy Data
Dear Mr. Barnhill:

The staff of the Federa Trade Commission’s Bureau of Consumer Protection is pleased to
offer comments in response to the request for public comment by the Department of Justice, the
Department of Treasury, and the Office of Management and Budget (the Study Agencies).¥ The
Study Agencies are conducting a study (the Study) of how the filing for bankruptcy relief affects
the privacy of individua consumer information that becomes part of a bankruptcy case.2

This comment focuses on the privacy and identity theft issues raised by the collection and
use of persond financial and other information in personal bankruptcy cases. As a threshold
matter, the Study Agencies may wish to congder to what extent highly sensitive information, such
as a consumer’s social  security number, must be included in public record data in light of the

increased risk of identity theft and other illegal conduct. The comment aso suggests that the

YThese comments are the views of the staff of the Bureau of Consumer Protection of the Federal
Trade Commission. They do not necessarily represent the views of the Commission or any
individua  Commissioner.

#See Federal Register Notice Requesting Public Comment on Financid Privacy and Bankruptcy,
65 Fed. Reg. 46735 (July 3 1, 2000) (the Federd Register Notice).




Study Agencies consider prohibiting the commercial use by trustees of debtors non-public data
for purposes other than for which the information was collected (i.e., to administer the bankruptcy
case). Finally, the comment suggests evaluating the interplay between consumers privacy
interests and the Bankruptcy Code, focusing for example, on issues where private customer
information is protected by a company’s privacy statement,
A. Interes and Expertise of the Federal Trade Commisson

The Federal Trade Commission (Commission or FTC) is an independent law enforcement
agency whose mission is to promote the efficient functioning of the marketplace by protecting
consumers from unfair or deceptive acts or practices and to increase consumer choice by
promoting vigorous competition. The Commission’s primary legislative mandate is to enforce the
Federal Trade Commission Act (FTCA), which prohibits unfair methods of competition and unfair
or deceptive acts or practices in or affecting commerce.3 With the exception of certain industries,
the FTCA provides the Commission with broad law enforcement authority over entities engaged
in or whose business affects commerce.# Pursuant to these responsibilities, the Commission has
acquired considerable experience in addressing privacy issues in both the online and offline

worlds,-S’ and has long had particular interest in, and gained extensive experience dealing with,

¥15 U.S.C. $45(a).

¥The Commission does not have criminal law enforcement authority. Further, certain entities,
such as banks, savings and loan associations, and common carriers, as well as the business of
insurance, are wholly or partialy-exempt from Commission jurisdiction. See Section 5(a)(2) of
the FTC Act, 15 U SC. § 45(a)(2), and the McCarran-Ferguson Act, 15 USC. § 1012(b).

“The FTC Act and most other statutes enforced by the Commission apply equaly in the offline
and online worlds. Thus, the agency has brought law enforcement actions to protect privacy
online pursuant to its general mandate to fight unfair and deceptive practices, see, e.g., FTC v.
ReverseAuction.com, Inc., No. 00-0032 (D.D.C. Jan. 6, 2000) (settling charges that an online

2



privacy and consumer protection issues.3

Beginning in April 1995, the Commission held a series of public workshops on online
privacy and related issues. It aso has examined: Web site practices in the collection, use, and
transfer of consumers persond information; saf-regulatory efforts and technological
developments to enhance consumer privacy; consumer and business education efforts; the role of
government in protecting online information privacy; and specid issuesraised by the online
collection and use of information from and about children.” The Commission also hasissued a
series of reports to Congress regarding privacy online: Privacy Online: Fair Information
Practices in the Electronic Marketplace (May 2000) (2000 Report); Self-Regulation and Privacy

Online: A Report to Congress (July 1999); Privacy Online: A Report to Congress (June 1998)

auction site obtained consumers persona identifying information from a competitor site and then
sent deceptive, unsolicited e-mail messages to those consumers seeking their business); and it also
has pursued law enforcement, where appropriate, to address offline privacy concerns. See, eg.,
In re Trans Union, Docket No. 9255 (Feb. 10, 2000), appeal docketed, No. 00 141 (D.C. Cir.
Apr. 4, 2000)(alleging that defendants sde of individua credit information to target marketers
was a violation of the Fair Credit Reporting Act).

%In particular, the Commission has law enforcement responsibilities under the Fair Credit
Reporting Act, which, among other things, limits disclosure of “consumer reports’ by consumer
reporting agencies, 15 U.SC. §§ 168 1 et seg., and under the Gramm-Leach-Bliley Act which
rediricts the disclosure of consumers  persond financid information by certain financia
inditutions, 15 U.S.C. §§ 6801-6809 (Subtitle A).

¥The Commission and its staff have issued reports describing various privacy concerns in the
electronic marketplace. See, e.g., Online Profiling: A Report to Congress (June 2000); Online
Profiling: A Report to Congress, Part 2 (July 2000); Individual Reference Services. A Federal
Trade Commission Report to Congress (Dec. 1997); FTC Saff Report; Public Workshop on
Consumer Privacy on the Global Information Infrastructure (Dec. 1996); FTC Saff Report:
Anticipating the 27st Century: Consumer Protection Policy in the New High-Tech, Global
Marketplace (May 1996). The Commission has also recently issued a rule implementing the

privacy provisions of the Gramm-Leach-Bliley Act, 15 USC. §§ 6301 et seq. See 16 C.F.R. Pat
3 13, available a] <http://www fic.gov/0s/2000/05/g1b0005 12.pdf>
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http://www.Rc.gov/os/2000/05/glbOOO5
http://www.ftc.gov/os/2000/05/glb000512.pdf

(1998 Report). In its 2000 Report, a mgority of the Commission recommended to Congress that
consumer-oriented commercial Web sites that collect persona identifying information from or
about consumers online be required to comply with fair information practices.¥

Concurrent with its online privacy activities, the Commission has implemented the Identity
Theft and Assumption Deterrence Act of 1998.2 That Act directed the FTC to establish the
federd government’s centrdized repository for identity theft complaints and victim assistance.
Indeed, the Commission’s toll free hotline, which was established so that consumers could report
identity theft and obtain counseling to resolve identity theft issues, averaged over 1,000 calls per
week during the months of July and August, 2000.

Identity theft occurs when a person’s identifying information -- name, socia security
number, mother's maiden name, or other personal information -- has been used by another to
commit fraud or engage in other unlawful activities: Common forms of identity theft indude
taking over an exiging credit card account and making unauthorized charges on it; taking out
loans in another person’s name; writing fraudulent checks using another person’s name and/or
account number; and opening a telephone or wireless service account in another person’s name.

In extreme cases, the identity thief may completely take over his or her victim's identity --

¥These far information practice principlesinclude: (1) notice (data collectors must disclose their
informeation practices before collecting persond information from consumers); (2) choice
(consumers must be alowed to choose whether and how persona information may be used for
purposes beyond those for which the information was provided); (3) access (consumers should be
able to view and contest the accuracy and completeness of data collected about them); and (4)
security (data collectors must take reasonable steps to assure that information collected from
consumers is accurate and secure from unauthorized use).

¥For a description of the FTC's identity theft activities, see Statement of the Federal Trade
Commission on Identity Theft, United States House of Representatives, Committee on Banking
and Financid Services (Sept. 13, 2000) <http://www ftc.gov/0s/2000/09/idthefitest. htm>.
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opening a bank account, obtaining multiple credit cards, buying a car, getting a home mortgage
and even working, or being arrested under the victim’'s name.

. Although statistics from the Commission’s Identity Theft Data Clearinghouse show that
about 80 percent of identity theft victims who have filed a complaint with the Commission report
finance-related fraud, such as the opening of fraudulent credit, loan, bank, or telecommunications
accounts,2Y the Commission also has received hundreds of complaints involving an identity thief
obtaining employment, compiling an arrest record, or receiving government benefits in the
victim's name. Most of the consumers filing these complaints did not know how their personal
information had been compromised. However, the victim’'s social security number, coupled with
date of birth, are key pieces of information for identity thieves. These key pieces of information
are of course contained in bankruptcy filings.

B. Privacy and ldentity Theft Issues Raised By the Collection and Handling of
Sensitive Information in Bankruptcy

The Study Agencies may wish to consider crafting future policies and procedures
regarding the collection, use, and dissemination of persond information in light of the highly
sensitive nature of the data collected and the new technological ease by which it can be used to
facilitate identity theft and other illegal activities. Persona bankruptcy cases may involve the
collection of highly sensitive personal information, such as social security numbers, financial
information, credit information, income, and details about routine living expenses

As a threshold matter, the Study Agencies may wish to consider whether certain items of

highly sensitive persona information, such as an individual socia security number, needs to be

YThe data analysis applies to the period from November 1999 through August 2000.
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included in “public record” data. It may not be necessary for those creditors, and other persons
who need notice of the filing and access to relevant information about the debtor, to gain access
to such sensitive data through a public record. This concern is heightened by the increasing
availability on the Internet of courts' public record data as well as data compiled offline from
these same records that is subsequently made available on the Internet. As noted above, a socia
security number is currently the key piece of identifying information used to commit identity theft.
Internet publication of social security numbers through the bankruptcy process is one way for
Identity thievesto ply their trade in a manner that is completely invisble to their victims and
impossible for consumers to avoid or mitigate. For example, the identity thief can use a victim's
socid security number to open fraudulent credit, loan, bank, or utility accounts in the victim's
name. A vdid socid security number is dso essentid to the thief's ability to obtain adriver’'s
license or other officia identification in a victim's name, and to obtain employment in a victim's
name.9

Additiondly, to the extent the Study Agencies determine that certain persond information
should be kept on the public record as part of the bankruptcy case, they may wish to consider the
feaghility of redtricting, in an appropriately tailored manner, the commercid use of such public
record data for certain purposes unrelated to the bankruptcy

As a related point, the Study Agencies have asked commenters to address “[p]rinciples for

Wmportantly, although socid security numbers serve as the critical piece of information needed
to facilitate identity theft, other persona information routinely provided as part of public record
data in bankruptcy cases also can assist criminals. Such personal information can include an
individud’ s credit card information and bank account numbers. Easy access to this information
on the Internet through the bankruptcy process could further facilitate identity theft as well as
increase the risk of unauthorized debiting of accounts. Thet the individuds hed filed for and
obtained relief in bankruptcy likely would not deter such wrongdoing.




the responsible handling of information in bankruptcy records’ and describe “[bJusiness or
governmental models that can provide access to, and protect debtors privacy interests in,
bankruptcy records.”¥ Recognizing that certain information necessarily must be placed on the
public record during a bankruptcy case, the Study Agencies should consider ensuring that debtors
are given notice as soon as possible in the bankruptcy process as to how their information will be
used and whether and how it will be disclosed. Consumers cannot fully congder the implications
of pursuing relief from their debts in bankruptcy unless they are informed of the consequences and
the extent and means by which their persona and financid information will be divulged to parties
in interest and the larger public. The Study Agencies may wish to consider a requirement that
potential debtors receive clear and conspicuous notice of this information before any filing is made
to begin the bankruptcy process. For example, if the Study Agencies require that putative
debtors receive notice of the potentia dissemination of bankruptcy information before filing, the
burden of disclosure will rest on debtors counsd in the pre-filing consultation process. In this
scenario, counsel would be required to certify that they have notified debtors of the consequences
of providing their persond and financid information.  Currently, counsel are required to certify
that they have discussed with individuals whose debts are primarily consumer debts the types of
relief available to them through the various chapters of the Code (see Bankruptcy Officia Form

1). A certification of disclosures regarding dissemination of private information could be
accomplished in the same manner. Alternatively, such disclosures could be made post-filing at the
first meeting of creditors conducted pursuant to Section 341 of the Bankruptcy Code. The

disclosures could be made in the informationa sheets that the United States Trustees or their

1 65 Fed, Reg, 46736,




designees presently distribute at Section 341 meetings.3

C. Future Practices for Collecting, Analyzing and Disseminating Information in
Personal Bankruptcy Cases

The Study Agencies have noted that “some trustees and creditors are considering
compiling information contained in bankruptcy records eectronicaly for eeder adminigration of
bankruptcy cases in which they have a claim. They may aso envision some possible commercial
use.”™ The Study Agencies have asked for comment on an appropriate commercial use of such
information.

“Non-public” data, described in the Federa Register Notice as “additional data gathered
by bankruptcy trustees in the course of administering the cases assigned to them,” can include tax
returns, and additiond documentation or information regarding the vaue of & sets and amounts of
ligbilities. Commercial use of such highly persona and sensitive non-public data raises severd
problematic issues and should be prohibited. In addition to privacy concerns, the non-public data
should not be used for purposes other than those for which the information was collected (i.e., to
administer the bankruptcy cases) for four reasons.t¥ First, as discussed above in connection with
certain items of public record data, disclosure of such non-public data may facilitate identity theft

and other illegal conduct.

11 1 USC. § 341 (d) (requiring United States Trustees to “oraly examine the debtor” in chapter
7 cases to ensure that the debtor is aware of certain consequences of seeking bankruptcy relief).

465 Fed. Reg. 46736.

YSome of the discussion pertains only to trustees who serve in a unigue role in the bankruptcy
context. To the extent, however, creditors and others involved in the bankruptcy process may
gain otherwise unrestricted access to non-public data, they too should not be permitted to use it
for purposes other than for which it was collected.

8




Second, trustees ~ whether appointed from a panel to a particular case or appointed by

virtue of their position as a standing trustee -- serve as trustees as a result of governmental action
alid receive sengitive private information from debtors as a direct result of their appointment as
trustees. Trustees use this information to scrutinize and marshal the debtors’ assets, determine
the universe of existing creditors, and ensure that all available assets are liquidated for the benefit
of those creditors. The use of such non-public information for commercial purposes appears to
fall outside the scope of the trustee’s responsibilities.

Third, it is well-established that bankruptcy trustees are fiduciaries and thus owe a
fiduciary’s duty of loyalty to the bankruptcy estate and al participants in the system.*¥ These
common law duties and principles remain viable today. 2 It is difficult to reconcile the common
law prohibition against self-dealing with the commercial use of information that trustees obtain in
their fiduciary capacity. It is aso difficult to reconcile the commercial use of information obtained
in a fiduciary capacity with the Department of Justice's recent rulemaking prohibiting standing

trustees from using estate funds for their personal benefit.¥

1§ See, eg., Woods v. City Nat 7 Bank & Trust Co., 3 12 U. S. 262, 278, reh 'g denied, 312 U. S.
716 (1941). The common law duty of loyalty prohibits any self dealing. Mosser V. Darrow, 341
U.S. 26 (1951).

Ynited ates Trustee v. Bloom (In re Palm Coast, Matanza Shores Ltd. Partnership), 101 F.3d
253, 257-58 (2d Cir. 1996); Walsh v. Northwestern Nat ‘1 Ins. Co. (7n re Ferrante), 51 F 3d 1473,
1479-80 (9" Cir. 1995).

¥See 62 Fed. Reg. 30171 (Fina Rule Establishing Qualifications and Standards for Standing
Trustees), codified at 28 CFR § 58.4. Given the common law prohibitions against self-dealing,
one approach could be to require the trustees to certify in writing that (1) this sensitive
information will be distributed on the same terms and conditions to all persons or entities and (2)
that the trustees will not benefit from the dissemination of this information in any way, either
directly or indirectly (including through any related or non-profit organizations). Such
certifications would be consistent with those required by the Department of Justice when standing
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Findly, the commercid sde of such information by a trustee may implicate concerns under
the Fair Credit Reporting Act (FCRA).Z Genedly , the FCRA limits the disclosure by *“consumer
reporting agencies’ of “consumer reports,” information that is used or expected to be used as a
factor in determining a consumer's eligibility for credit, insurance, or employment. Applicability
of the FCRA would turn on severd factors including examination of the purposes for disclosing
the information as well asthe actud uses of theinformation. 2

Notwithstanding these considerations, if the bankruptcy trustees begin to use debtors
non-public information for commercid purposes or any purpose other than the administration of
the debtor's bankruptcy estate, the debtor should receive notice of this use and be given some
opportunity to choose whether to have their information used in such a manner.

D. Related Issues

Findly, the Study Agencies may wish to consider the interplay between consumers
privacy interests and the Bankruptcy -Code in the context of evaluating possible additional
statutory changes. Traditionaly, the Code vests a case trustee or a debtor in possession with

sweeping powers to sell assets free and clear of liens and claims.2¥ It is also well-settled,

trustees submit their annua budgets or when standing trustees seek limited waivers regarding
certain related party transactions. See, e.g., 28 CFR § 584

15U.S.C. §§1681-1681u

%15 U.S.C. § 1681a It is aso worth considering whether the Gramm-Leach Bliley Act, 15
U.SC. §§ 6801-6809 (Subtitle A), which generdly limits the disclosure of consumers personal
finandd information by a “financid inditution,” might bear upon subsequent uses of such
information.

goe 11 USC. § 363
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however, that a debtor or trustee in bankruptcy cannot take action in violation of extant law.2
Recently, the Commission and various States have asserted that the sale of private customer
ihformation in direct violation of a company’'s privacy statement contravenes applicable law. ¥
(We note that any governmental actions to exercise or enforce police and regulatory powers are
exempt from the automatic stay pursuant to 11 U.SC. § 362(b)(4).

The interplay between these various interests is unsettled and involves competing
considerations. For example, the more valuable the customer information is perceived to be, the
greater the pressure on a bankruptcy estate to sell private information despite explicit pre-petition
company promises to the contrary. The Bureau believesthat the interplay of the Bankruptcy
Code and law enforcement efforts to protect consumer privacy merit further in-depth anaysis.

Conclusion

We are pleased to submit these comments. Please contact Jeanne M. Crouse, the
Commission's Counsel for Bankruptcy and Redress, a (202) 326-33 12, if there are questions
about our comments or additiona information that we may provide to asss your effortsin this
important  matter.

Respectfully — submitted,

{8/ Joan Z. Berndein

Joan Z. Berngtein

Bureau of Consumer Protection, Director
Federa Trade Commission

600 Pennsylvania Ave, NW
Washington, DC 205 SO

&8 U.SC. $9509.

HSee, exg,Federal Trade Commission V. Toysmart.com, LLC, et al., Civil Action No, 00- 11341-
RGS (D. Mass. filed July 10, 2000).
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Earnhill, Leander

From: bk(u)tax(u)law [bk_tax_law@email.msn.com]

Sent: Sunday, September 24, 2000 2:20 PM

To: USTPrivacyStudy

Subject: Fw. Call for Comments on Administration Proposal on Bankruptcy and Privacy
I'm not sure if my original message was timely sent or not. [f not and

the

record is still open, please include ny conmments 'chat follow.

James I. Shepard
Fresno, California
(559) 435-8996
(559) 436-8808 fax
Bk_Tax_Law@msn.com
jshepard@juno.com

From bk(u)tax(u)law [mailto:bk tax lawlemail.msn.com]
Sent: Thursday, July 27, 2000 10:10° PM

Subject: Fw Call for Coments on Admnistration Proposal on Bankrupt'cy
and
Privacy

Everybody in favor of closing all individual bankruptcy files from
public

examnation to protect the debtor's privacy rights please commt
yourself to

the nearest asylum  The efforts of the debtors' advocates to create a
perfect world for the debtors is beyond incredulity -- | find it
difficult

to take these people seriously, in this case they are stark, raving mad.

During the NBRC process one of the npbst common conplaints from all
creditors

was inadequacy of notice. Al of the details of which they are now
complaining are required simply to give a creditor an opportunity to
determine if they have a camand, if so, what is the nature of their
claim

CGovernenent creditors, in particular, are often left wth insufficient
information to determne the nature of a potential claim The federal
govt.

has more than 100 agencies entitled to notice in bankruptcy. A notice
sent

to Janet Reno without other identifying information is neaningless.
Wil e

modi fication of the Federal Bankruptcy Rules of Procedure would help, to
date the Rules Committee has been indifferent with rgad to the unique
needs of government creditors, particularly state and |ocal governnental
agenci es whose interests have been ignored.

Somehow these people nust be mae to understand that when a debtor files
bankruptcy he or she waives any and all rights of privacy. Those that
abuse

the use of the information can be dealt with under sone other |aw. The
use

of electronic filing and access to debtor data by the internet is an
absolute necessity to nodernize the entire system
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I ntroduction

The Individual References Services Group (“IRSG”) welcomes the opportunity to submit
cemments to the Department of Justice, Department of the Treasury, and Office of Management
and Budget (“agencies’) on the study of financial privacy and bankruptcy.

The IRSG is composed of leading companies in the business of providing information
that assists users in identifying and locating individuals. Members of the individua reference
services industry offer unique access to databases of information, comprised in part from public
record information, that are used for a broad range of socially beneficia purposes, including
child support enforcement efforts, consumer protection, locating organ and bone marrow donors,
locating missing pension fund beneficiaries and heirs, and real estate transactions. These
services also assist in important governmental functions such as military recruitment, revenue
collection, tracing fraud, apprehending criminals, and locating witnesses. Through the services
offered by IRSG members, widespread dissemination of public record information continues to
flourish for important and socialy beneficial purposes.

As the agencies study the impact of bankruptcy filings on consumer privacy, the IRSG
believes it is important to be mindful of the long-standing American tradition of open access to
public record information and the critical role that this unfettered access plays in fostering
transparency regarding the workings of government. In conducting this study, the agencies also
should consider the broader implications that such a study may have on other public record
systems. The many benefits that inure from the open flow of public record information generally
should be reflected in the outcome of the agencies efforts. In addition, it is important to
appreciate the valuable contributions that the computerization of public records information has
made toward this openness in government and furthering the public policy of dissemination of
public record information.

To assist the agencies in their study, the TRSG sets forth below from its experience (1) a
historical background of the treatment of public records generally in the United States and the
social benefits that result from this treatment; (2) a description of the importance of public
records, including bankruptcy records, in individual reference services, (3) a description of
customers and the uses they make of individual reference services, and (4) the impact of
technology on the availahility and use of public records,

I. The Importance of the Open Flow of Public Record Information

Public record information plays an integra role in the American economy. The rapidly
changing, highly mobile society at the dawn of the 21% century America makes it very difficult
for government officias, companies, and individuals to find people and to verify information for
important societal purposes such as crime prevention. Commercial public records services meet
these needs.




The openness of public records is awell-cherished and uniquely American tradition.
Theright of access to government-held information is derived from statutes and condtitutiona
guarantees. public access laws were designed to ensure the disclosure and dissemination of
public record information. Our courts and policymakers long ago concluded that denying the
public the right of access to information collected and maintained at taxpayer expenseis
repugnant to the spirit of our democratic inditutions.

The openness of public record systems has co-existed with even the earliest notions of
privecy rights. Moreover, the Condtitution limits the options available to protect persond
privacy when the information is part of the public record. For example, the congtitutional
guarantees of free speech and free press prohibit the government from imposing use redtrictions
on information in public records. The Congtitution aso reserves rights to the individua states,
limiting the federd government’s ability to force individua dates to restrict access to public
records.

State and loca government agencies that make government records available for public
inspection are a major source of information about government operations, corporations, and
individuals. Court records are an example of information collected and maintained for public
purposes, including dissemination to the public. Court records are an important element of the
long tradition of keeping trid proceedings open to the public. Court records, which include

judgments, liens, and bankruptcy filings, today remain open for public inspection absent
extraordinary circumstances requiring seding of a particular record. The media, for example,
has used court records to inform the public about questionable prosecutorid policies, low
conviction rates, and fraudulent schemes requiring legidative attention.

The United States Supreme Court has observed that a key change since the time the
Condtitution was adopted is the means by which information abouit trid proceedingsis
dissaminated: “Ingtead of acquiring information about trids by firsthand observation or by word
of mouth from those who attended, people now acquire it chiefly through the print and eectronic
media®’  Similarly, computerization has democratized access to court record information by
meaking the information available to afar greeter audience.

With respect to public records involving bankruptcy, the Supreme Court has further
observed that “knowledge about solvency and the effect and prevalence of bankruptcy certainly
would inform citizen opinions about questions of economic regulation.”” As Justice Brennan
stated:

Speech about commercia or economic matters, even if not directly
implicating “the centra meaning of the Firs Amendment,” is an
important part of our public discourse. [T]he choices we make

' Richmond Newspapers, Inc. v. Virginia, 448 U.S. 555 (1980).
" Dun & Bradstreet, Inc. v. Greenmoss Builders, Inc., 472178 749, 789 (I 985).
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when we step into the voting booth may well be the products of what
we have learned from the myriad of daily economic and social
phenomenon that surround us. [E]nsuring broad distribution of
accurate financial information comports with the fundamental First
Amendment premise that “the widest possible dissemination of
information from diverse and antagonistic sources is essential to the
welfare of the public.”’

Il. Socially Beneficial Uses of Public Record Information

Public records databases are integral to a wide range of valuable private and public sector
functions. The examples set forth below demonstrate the types of socialy beneficial uses that

result from the availability of commercial public record databases. These databases:

s are a vauable todl in fighting crime. A wide array of law enforcement agencies use public
records databases to verify identities, locate assets, and locate witnesses to crimes, among
other things. Similarly, the private sector and public sector use public record information to
prevent crimes such as identity theft and fraud against the government.

e assist the EPA in identifying and locating polluters who were actually responsible for
environmental hazards, and obliging them to bear the costs of remediation.

e play an important role in child support enforcement. For example, the Association for
Children for Enforcement of Support (ACES), the leading non-profit child support
enforcement organization, uses LEXTIS-NEXIS databases to find the assets of “deadbeat”
parents who owe child support, Approximately 85% of ACES clients are mothers on
welfare.

e play avauable role in the economy by permitting businesses and government agencies to
perform cost-efficient due diligence to confirm the financial viability and licensing of
potential business partners/contractors.

e assist government in accurately and fairly distributing government benefits and unclaimed
assets, and executors of estates in locating missing heirs entitled to inheritances.

e ae an important tool for the media and public interest groups investigating government
inefficiency, corruption, and discrimination.

' 14 at 787-88. 91
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IT1. Uses of Individual Reference Services

Many of the benefits of public record information result from the use of individud
reference  services. Usersof [RSG services are growing ever more reliant on the efficient,
&fordable flow of information. These users abilities to effectively perform their respective
tasks are heavily dependent upon unfettered access to this information. The IRSG members are
important suppliers of datafor these users and, as such, access to and use of thisinformation that
is unencumbered by onerous requirementsis critica to enabling the beneficid uses that inure
from the use of public record information.

Individua reference service providers typicaly obtain public record informeation from a
supplier who has collected and compiled it. The information isin turn used to creste individud
references service products for distribution. For instance, Database Technologies, Inc, awholly
owned subsidiary of ChoicePoint, Inc. has a Bankruptcies, Liens & Judgments product database.
This product provides access to severd different databases containing public record informeation
obtained li-om state and local governments. Thus, Bankruptcies, Liens & Judgments dlows a
customer to search more than one public record database with a single search request. Providers
of individua reference services make the information obtained from public records more precise
by combining it with publicly available information or non-public sources.

We sat out below illudtrative examples of the types of usesthat customers make of public
record information.

Locating Assets and Persons. Most customers of individud reference services are
members of the legd community, busnesses, private investigative agencies, or government
agencies. Members of the legal community use public records databases of individud reference
service companies to locate assets, and to serve parties and witnesses. Such databases also can
assist lawyers in their efforts to enforce judgments and locate heirs to estates. For these reasons,
individua reference sarvices are criticad to members of the lega community, including
established and well-respected law firms and process servers.

Due Diligence: Other customers include businesses that use individua reference services
to conduct “due diligence” prior to a company merger. A business conducting this type of
research could use these services to verify corporate records and identify officers or genera
partners. In addition, businesses use individua reference services to prevent and detect
fraudulent activity by, for example, verifying addresses prior to ddivering merchandise or credit
cards. These services aso are used to locate business debtors to assist businesses in their
collection efforts,

Specificaly, the ability to access bankruptcy records through commercia database
services provided by IRSG members serves an important function in our credit economy.
Bankruptcy records are used by individuas and businesses to protect their financia interests.
For instance, bankruptcy practitioners use these records to monitor dockets, access filings, and
prepare for cases Because bankruptcy filings often can have an impact beyond state and
jurisdictiona lines, access to records through individua reference service databases is criticd to
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ensuring that this information is accessible to afar greater audience. Access to bankruptcy
records aso isimportant to out-of-state creditors efforts to protect their interests. Although
creditors receive notice of abankruptcy filing, creditors are able to obtain greater detail
surrounding the circumstances of the filing through access to court records using an online
system.

With the emergence of Internet sart-up companiesin the “new economy” and their
efforts to raise venture capital, businesses dso have become frequent users of bankruptcy public
record products offered by individual reference service companies to perform due diligence. In
meaking decisons to invest in a particular entrepreneur, investment banking firms investigate the
financid history of the principa to determine whether the individua has ever been named asa
party in a bankruptcy lawsuit.

Accurate Reporting of Bankruptcy: In the context of bankruptcy records, individua
reference services are particularly important to prevent misdentification of individuds. In
addition to affording access to public records, individud reference service products alow for
critical linking across records, which enables users of these services to identify individuas
accurately and to distinguish between individuas. A current search in one of LEXIS-NEXIS’s
people locator products reveas that there are more than 49,350 “Robert Smiths” In New York
done there are dill over 2,700 Robert Smiths. Individua reference service products enable users
(1) to identify whether Robert Smith isinvolved in a bankruptcy case and (2) to digtinguish
between the different Robert Smiths. Information from public records, therefore, is an important
tool in preventing the misidentification of individuds, particularly from records about events
such as bankruptcy.

IV. Impact of Technology on Access to Public Records

America has along tradition of open accessto public record information. Indeed, public
record information is by its very nature reedily available at government offices, and provides
important trangparency regarding the workings of government. Computerization of public record
information has smply made access less costly and more convenient. Through a professond
who has access to individua reference services, ordinary citizens are now able to obtain records
from other jurisdictions without travelling or hiring someone to travel to the jurisdiction to
inspect records. However, such access has not dtered the important socia function of open
access to public records.

To the contrary, converting public records to digital media and ditribution of this
information through public record information services has helped to democratize the avalability
of public record information, furthering the long-standing public policy of dissemination of such
information. Public record information services often provide faster access to that information in
formats demanded in the market, combine it with information from various other sources for
quick reference, ensure its rdiability and integrity, and offer customer support and other
assdance in using the information.  These services bring more information by and about
government to more members of the public every day, so that a central god of effective
democracy-an informed citizenry-can be achieved.
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V. Conclusion

The openness of public record systems has co-existed with even the earliest notions of
privacy rights. The IRSG looks forward to continuing to work with your agencies as you further
study these important issues to ensure that the appropriate balance is struck between the free
flow of information for important and socidly beneficia purposes and protecting individua
privacy.

WASH1:792899:3:9/22/00
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Via Hand Ddivery September 22, 2000

Leander Barnhill

Office of General Counsd

Executive Office for United Sates Trustees
901 E Street, NW

Suite 780

Washington, DC 20530

Re  Commeatson Sudy of Privacy Issuesin Bankruptcy Data

Dear Mr. Barnhill:

This comment leter is filed on behdf of MasterCard Internaiond
Incorporated (“MasterCard”)" in response to the request by the Department of Jugtice, the
Department of Tressury, and the Office of Management and Budget (the “Agendies’) for
public comment in connection with ther sudy of finendd privacy and bankruptcy (the
“Sudy’).

The Agencies have been tasked by the Presdent to sudy “how best to
hande privacy issues for sangtive finendd information in bankruptcy records”
Magtercard gppreciaes the opportunity to present our views on this matter, and we
goplaud the Agendes for recognizing, as pat of the Sudy, the nesds of many parties for
continued access to finandd information in persond bankruptcy cases

" Mastercard isamembership organization comprised of financid ingtitutions which are
licensed to use the Magtercard service marks in connection with payment systems, including
credit cards, debit cards, smart cards and stored-value cards.

Shaping the Future of Money"
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Background

As the Agendes are awvare, individuas who file a case under Chapter 7 or
Chapter 13 of the Bankruptcy Code (the “Code’) mugt provide important finencd
information as pat of thar petition and schedules fled with the bankruptcy court.
Section 107 of the Code requires dl documents filed in a bankruptcy case to be “public
records and open to examination by an entity a reasonable times without charge.”® This
indudes informaion a debtor lids on the bankruptcy petition and the accompanying
schedules. The law therefore requires items such as a debtor’s name, address, Socid
Security number, creditors account numbers, amounts owed, ligs of assts and income
and expense informetion to be made avalable to the generd public.

It is generdly underdood that section 107 “codifies the public's genera
right under common law to ingpect and copy public documents.”® Although Congress
codified the traditiond common law right to examine infformation rdating to a judicd
proceeding, Congress a0 recognized the risk of requiring sendtive information to be
mede public. Congress was quite spedific, however, in identifying those drcumgtances
when the public's right of access to information filed in a bankruptcy case can be
overidden by the need to protect sendtive informetion. In this regard, section 107(b)
grants the bankruptcy courts the &bility to protect information “with respect to a trade
seoret or confidentid research, devdopment, or commedd informaion” as well as
“scandelous or defamatory matter” contained in a bankruptcy case file.* Therefore,
unless a paty in interes, or the bankruptcy court itsdf, can demondrate thet informetion
filed in a bankruptcy case fdls within one of these exceptions, information must be made
avaladle to the public.

There are a leadt three categories of private sector parties who mugt have
the right to access bankruptcy information: (i) creditors and others whose interests are
affected by the debtor’s bankruptcy case; (ii) creditors and other busnesses who may
congder doing busness with the debtor; and (jii) the generd public and its
representatives.

The Need for Access to Bankruptcy Information

Bankruptcy provides extreordinary rdief to debtors The Bankruptcy Code
enables a consume, who has valuntarily entered into a legdly binding agreement for the

* 11U.8.C. 107(a) (1999).
* 2 CollieroBankruptcy 4 107.02. (Lawrence P. King ed., 15" ed. 2000).
*117.5.C. 107(b) (1999).
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purpose of borrowing money from a lender, to invoke a fedard datute to diminate the
consumer’s obligation to repay that debt. By medy filing for bankruptcy, the consumer
automdicdly obtans a day which immediady prohibits the lender from even atempting
to collect the debt. This rdief is provided virtudly on demand — one of the only things
the debtor mugt do to obtain the rdief is to file the information detailing cartain aspects of
the debtor's finances. This information is essentid to creditors (and others) who mugt
use the information to determine whether and how to participate in the bankruptcy case
Indesd, this information filed by the debtor typicdly provides a creditor the primary besis
for conduding whether it is etitled to any recovery from the debtor before the creditor's
rights are forever terminated. As a result, it is imperative that no redrictions be imposed
on the &bility of a creditor to obtain bankruptcy infformation where that creditor's rights
are dfected by the bankruptcy case

The full range of bankruptcy information dso is important to creditors (and
other busnesses) who need to condder that informetion in assesang finandd and other
risks. For example, Congress has conggently recognized the need for credltors to have
access to data related to bankruptcy as part of fair and accurate risk assessment.
Bankruptcy courts themsdves have echoed this santiment which has been aticulated as
follows

A bankruptcy filing is highly petinent information to commerdd
enterprises . . . . Budnesses must meke daly decisons aoout entering into
credit transactions with members of the public. The legtimate financial
interest of busnesses will be frustrated if the filing of a bankruptcy case is
mantaned on a confidentid bads The need of the public to know of the
filing of the bankruptcy case . . . outweighs the debtors desre to av0|d the
embarrassment and dlfﬁcultles atendant to the filing of bankruptcy.®

As the Agencies condder various proposds in connection with the Study, it
Is essntid thet the Agendes ensure that no changes are adopted that would limit the type
or compromise the qudity of bankruptcy information that creditors and other businesses
are entitled to recave.

While creditors and other businesses mugt have access to bankruptcy
records in order to conduct busness in a safe and sound manner, the generd public dso
mus have access to bankruptcy information as a more fundamentd principle of our form

5 See 15 U.S.C. 1681(a)(1), 1681c (1999).
6 In re Laws, 1998 WL 541821, at *715 (Bankr, D. Neb. 1998). See also In 1e Orion Pictures Corp., 21 F.3d 24 (2d
Cir. 1994), Simmons v. Deans, 935 F.2d 1287, 1991 WL 106160 (4® Cir. 1991).
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of govenmat. Our judidd sysgem is basad on a combination of common law traditions
with rights and procedures guaranteed by our Conditution. Public access to the workings
of the judidary is a aiticd component of the syslem, acting as both a monitor on the
judiday and a method to relain the public trus in the judida sysem. In fadt, the United
States Supreme Court hes recognized the public’s generd right “to ingoect and copy
public records and documents, induding judidd records and documents®’ In so doing,
the Court secificdly dated that a “dtizen’s dedre to kegp a watchful eye on the
workings of public agendies’ is legitimate grounds to grant access to public records under
the common law.” Furthermore, the Supreme Court has d<o rdied upon the Arg
Amendment to ensure public access to judidd records noting that the Frs
Amendmeant’s “guarantess of gpeech and press . . . prohibit government from summaily
dosng courtroom doors which ha[ve] long been open to the public,” which ensures a
public trugt in the judidid system and public affairs.’

To enaure thet these dbjectives embodied in our common law as wdl as the
Condiitution are met, the information the debtor files to judify obtaining bankruptcy
rdief must be made avalable to the public. Only if the public hes access to that
information can confidence in the fairess of the sysem and the propriety of the reief be
edablished and mantaned. This means tha the information mugt be avalable to
researchers scholars, policy makers and any other member of the public who may wish
to access it for ther own purposes.

Use of ldentifiers

The Agendes have sedficdly requested input on the use of identifiers in
bankruptcy cases, such as account numbers and Socid Security numbers. These
identifiers are criticdly important and mugt continue to be avalable so that those who are
atempting to determine whether a particular bankruptcy case rdaes to a oedific
individud are able to do s0. For example, making the account number and Socid
Security number avallable is ariticaly important so that creditors can dose the correct
acoount and ensure that it cannot be used again by the debtor or anyone dse

Other more bedc identifiers, such as name and address, Smply are not
rdigble enough by themsdves As a reault, redriction on the avalability of consumer
identifiers will harm consumears A common problem that occurs when identifiers such as
Sodd Security numbers ae unavallable is thet one consume’s information is

7 Nixonv. Warner Communications, 435 US. 589597 (1978).
*Id. a 597-%8.
® Richmond Newspapers, Inc. v. Virginia, 448 U.S. 555, 576 (1980).
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erroneoudy assodiaed with a consumer who has a smilar name. Use of the Social
Security number generdly is the only way to avoid this problem.  Redtrictions on access
to the Sodd Security numbers of debtors filing for bankruptcy will virtudly ensure a
new increese in indances where the bankruptey filings of some debtors are erroneoudy
asodated with consumers who have never filed for bankruptey.

Access: The Role of Intermediaries

It is important to recognize that many intermediaries play a key rde in
enauring that bankruptcy records are mede avalable in an efficient manner. For example,
public record refrievd companies gather many types of public record information,
induding bankruptcy records and meke the information avalable more efidently then
can be achieved through other rerievd mechaniams In this regard, bankruptcy courts
themsdves generdly do not have the resources to efficiently respond to requests from
evary paty who may be interested in viewing each bankruptcy case, Public record
retrievd savices have been invdugble in addressng this problem, and it is essantid that
they continue to have full access to bankruptcy information.

Conaumer reporting agendies play a smilar rdle in thet they obtain
bankruptcy informeation and incdude it in credit reports used to evduate consumers for
credit and other products, In order to manage credit risk, creditors rely on information
provided by consumer reporting agencies when evauaing a consumer’s gpplication for
credit. It is dosolutdy necessary that a consumer reporting agency have access to
complete and up-to-date information. In this context, Congress has Spedificaly noted
that creditors are “dependent upon fair and accurate credit reporting.  Inaccurate  credit
reports directly impar the effidency of the banking sysem.”” Therefore, in order for
our sysem of banking to continue to operate gopropriatdy, consumer reporting agencies
must continue to have access to dl information fled in a bankruptcy case

Conclusion

Congress recognized the importance of making bankruptcy informetion
publidy avalable when it enacted the Bankruptcy Code in 1978. This information is
criticaly important to those who are or may be afected by a debtor filing for bankruptcy.
The information dso must be made available to the generd public as a fundamentd
prindple of our judida sysem as edablished under common law tredition and the
Conditution. Judicid records and documents smply must be avalade to the public in
order to ensure the famess and rdiability of the bankruptcy system itsdf.

0 15 uscC. 1681(a)()



Leander Bamill

Pege 6
September 22, 2000

-

We d20 acknowledge, however, that consumers should be aware that
informetion they file with the court in connection with a bankruptcy procesding will be
mede publidy avaldde We bdieve consumers should be advised of this fact by counsd
(or the court) when filing for bankruptcy. If, as a result of this Sudy, however, the
Agendes fmd tha debtors are not informed that information filed with the bankruptcy
court will be made publidy avallable, it may be gopropriate that debtors receive notice
from the court, as pat of filing the bankruptcy petition, informing them that dl
information filed with the court will be made publidy avalable We dso recognize thet
cartan information provided as part of a bankruptcy case may be so sendtive as to
conditute a trade secret or infformetion that is “scanddous or defamatory.”  In these
drcumdances the court must continue to have the ability to prevent its rdease to the
public 0 long as those parties with an interest in the proceedings have access to the
information. This protection, however, mus be adminidered only on a case-by-case
begs dter caeful ddiberaion. It mus not be usad as a means to thwart the basic
principle that the bankruptcy records are open to the public and, in any event, mugt not be
ussd to prevent public access to the debtor’ sfinancid information and rdated identifiers

* * * ¥ *

Once agan, MasterCard greatly gopreciaes the opportunity to provide our
comments with respect to the Study. If you have any quesions concamning this comment
letter, or if we may othewise be of assstance in connection with this issue, please do not
hestate to call me, & the number indicated above, or Miched F. McEneney a Sdley &
Audin, a (202) 736-8368, our counsd in connection with this matter.

Snoardy,

Noah JW

cc.  Joshua Pearez (Madercad Internationd)
Miched F. McEneney (Sdey & Audin)

DC1 204737v1




-

American Financial Services Association

September 22, 2000 o

Mr. Leander Barnhill RN
Office of Genera Counsd 2 W
Executive Office for United States Trustees

901 E. Street, NW

Suite 789

Washington DC 20530

Re:  Comments on Study of Privacy Issuesin Bankruptcy Data
Dear Mr. Banhill:

The American Financid Services Associdion ("AFSA")' appreciates this opportunity to
respond to the request for comment on Financia Privacy and Bankruptcy by the Department of
Jugtice, the Department of Treasury, and Office of Management and Budget (the “Agencies’)
published in the Federa Register on Monday July 3 1, 2000. The President has directed the
Agencies to study “how best to handle privacy issues for senstive financial information in
bankruptcy records. "

AFSA and its members have long recognized that bankruptcy increases credit prices.
Unrecoverable principal and interest is one reason, but equaly sgnificant are the cogs for
creditors to monitor and participate in bankruptcy proceedings and maintain programs to assure
compliance with redtrictions like the automatic stay, turnover, redemption, cramdown, and the
post-discharge injunction. The recent increase in bankruptcy filings has caused these
monitoring, participation and compliance costs to increase dramaticaly. For this reason,
AFSA supports efficient and low-cost access to accurate and complete information about (1)
who has filed bankruptcy, (2) ther financid information, and (3) the trustee’' s adminigration

of the case.

AFSA is an associgion whose membership includes over 300 consumer credit lenders. AFSA  members rely
primarily upon cepitd markets to fund ther recdvebles and include automobile lenders and lessors, mortgage
lenders, retal lenders and credit cad companies,




The amount and nature of information a debtor filing for bankruptcy protection provides has
not sgnificantly changed for many years. However, in the last 5 years there have been
ggnificant increases in the efficiency with which information about bankruptcy cases is made
avalable. There have been three main officid initiatives. First, most courts, through PACER
o¢ otherwise, make the docket of cases available on line. Second, a few courts have initiated
electronic programs under which the petition, schedules, and other docket items are available
on line. Findly, the Chapter 13 trustees have initiated programs under which their case
adminigration information is or will be avalable on line. Because of the need for bankruptcy
information, private information retrievd companies have filled in the gaps, deveoping on-line
or telephone availability of bankruptcy information on a fee-for-service bags. All together,
these changes have begun to increase the efficiency with which information about bankruptcy
proceedings is available, and if dlowed to continue, should result in Sgnificant improvements
in the ahility of those parties/creditors affected by bankruptcy proceedings to obtain the
information they need in order to comply with its redrictions and participate effectively in
Cases.

However, there are those who criticize these devel opments, and raise concerns about their
impact upon debtor privacy. A small group of critics has urged redtrictions on the way
persond and financia information is collected and made available in bankruptcy proceedings,
with different levels of concern for the socid security number, addresses, credit account
numbers, income and expense figures, and assets and liabilities. A few have even gone so far
as to suggest that information provided in adversary or contested matters be subjected to
resrictions.

Discussion

In bankruptcy, the federa government removes from creditors the right to enforce obligations
the debtor owes them, and prefers certain creditors over others. As a result, wedth is
transferred from creditors to debtors and among creditors without compensating those who lose
out!, presumably to accomplish certain socia gods.

Higtoricaly, it has been accepted that in exchange for the wedth transfers the federa
government mandates on their behaf, debtors are responsible to disclose fully to creditors and
the public their complete affairs, including their assets and liabilities, their creditors and other
obligees, their income and living expenses, and their financia transactions during the period
before bankruptcy. The purpose of the disclosure is threefold:

o To permit creditors and other interested parties whose obligations may be adversely
affected to protect their interests and participate effectively.

! Beraie the bankrupicy power is recognized in the federd Condituion and for other ressons, the federd
courts have found that this taking from creditors is not a “taking” requiring compensation under the Constitution.



+ To encourage creditors, other interested parties and the public to detect improper or
fraudulent use of bankruptcy. Because it can so significantly reduce a debtor’s legd
obligations, bankruptcy provides the opportunity for the unscrupulous debtor to misuse the
process. Over the years, scrutiny by creditors and the public has been relied upon to deter

* and detect improper use and fraud, rather than a much more expensive governmental
enforcement system.

+ To assure public oversght and confidence in the bankruptcy system, which, if it operated
in secret, might well appear arbitrary and corrupt.

Thus, it has been a fundamenta principle of bankruptcy adminigtration that information a
debtor providesin the course of a bankruptcy proceeding must be fregly available to creditors,
other involved parties, and the public to support the proper functioning of the bankruptcy
system and to assure public support for the extraordinary remedies bankruptcy provides.  That
fundamenta principle is recognized in section 107 of the Bankruptcy Code, which requires
open access to any papers filed with the court, subject to, upon specific request of the debtor,
certain listed exceptions covering confidentia business information and scandalous matter. The
right of access to bankruptcy information is aso recognized in the Bankruptcy Rules.? Thus
any change to the public availability of court records would, a a minimum, require statutory
and Rule changes, as well as satisfaction of condtitutional requirements.

By practice, trustees have made information they collect available to those who inquire,
recognizing the open and public nature of a bankruptcy proceeding and their fiduciary duties.
Changing the trustees practices would likewise require statutory change.*

At its core, the Presdent’s charge to the Agencies raises whether the fundamenta principle of
open public access to the records of bankruptciesis outweighed by the private nature of the
information recorded in those records. AFSA's members are concerned about the protection of
confidentid financid information, both from the perspective of their customers and since they
must bear the cost of any fraudulent misuse of such informetion.

However, practical means to accommodate both those concerns and the needs of the
bankruptcy system are not available.  Critics of the present system have suggested changes
such as no longer requiring certain information like the socid security number or credit
account numbers, redricting availability of sengtive information only to identified “creditors’
or “parties in interest” and excluding the public, or limiting or discouraging the availability of
bankruptcy information over the internet. As explained below, any of these redrictions on

> Fed R Bankr. P. 1007(3), (b) (petiion and schedules filed with the court). With respect to adversary and
contested matters, see Fed. R. Bankr. P. 5005(a)(traditional filings), (b)(electronic filing), 7003, 9014, 9018
(requiring filing with the cout and providing for excluson from the public record in certain Stuations).

1 The trustess, as functionaries of the bankruptcy court, are not “agencies’ subject to the Privay Act. 5 U.S.C.
§552(¢). Instead, statute, rulesissued by the judiciary, and case law set their duties. See 11 U.S.C. §§ 704,
1302,



open public access to bankruptcy court and trustee records would adversdly affect the system’s
ability to provide --

* debtor benefits such as the automatic stay and post-discharge injunction;

+ adequate information so that those affected by bankruptcy can comply with its restrictions
and protect their financial and property interests; and

+ assurance to the generd public that the bankruptcy system, with its unique legd rules and
relatively wholesde forgiveness of debt, is operating fairly and deserves continued support.

In addition, the requirements of the United States Condtitution significantly limit any attempt to
make bankruptcy information inaccessble to creditors, other affected parties or the public; or
to require creditors and others to comply with redtrictions, such as the automatic stay and post-
discharge injunction, without giving them adequate information from court and trustee records
needed to protect their interests and comply with the restrictions.

Other, less redtrictive means of regulation, such as disclosing to debtors that information they
provide on the petition is publicly avallable, may be beneficid. However, the cost of effecting
and adminigtering the disclosure should be weighed againg the fact that most if not al debtors
undergtand that the information they put in papers filed with a court of law are public.

Thus, on balance, no new regulation restricting access appears to be appropriate in light of the
substantial benefits debtors receive from bankruptcy and the needs of the bankruptcy system,
those affected by it, and the public for access to the information the debtor provides.

The discusson below first addresses generd congtitutional and policy considerations which
preclude the imposition of significant limitations on access to bankruptcy information. It then
turns more specificdly to the debtor’s socid security number, other information the debtor
provides that is placed in the court record, information the trustee obtains or develops during
adminigtration of the case, and certain other considerations.

[ Gengral  Congderations

A. The Firg and Fifth Amendments serioudy condrain any effort to redrict who can
have access to bankruptcy court records

It iswell established that the First Amendment of the Condtitution mandates that the press and
public have open access to court records, absent specia compelling circumstances.® Although
some have tried to argue that bankruptcy court records, or at least the petition and schedules,
are not “redly” court records and therefore not afforded First Amendment protection, or

4 Richmond Newspapers, Inc. v. Virginia, 448 U.S. 555, 565-74 (1980); Gannet Co., Inc. v. Depasquale, 443
U.S. 368, 387-91 (1979); and Cox Broadcasting Carp. v. Cohn, 420 U.S. 469, 495 (1975).



otherwise tried to avoid the force of this argument”, it is unassailable that bankruptcy is a
judicia proceeding and that that the petition and schedules have aways been consdered
records of the bankruptcy court. Any effort to limit or restrict access to these records by those
affected will require legidaive changes’ and is unlikely to pass condtitutiona scrutiny under
the Firs Amendment.’

But if there were any doubt as to the Firs Amendment’s requirements in this context, the Fifth
Amendment right to due process also mandates that at least creditors and other parties affected
by the bankruptcy process be able to access the information they need to protect their interests
and comply with bankruptcy law mandeates like the automatic stay.

As stated by the Tenth Circuit Court of Appeds.

“A fundamentd right guaranteed by the Condtitution is the opportunity to be heard
when a property interest is at stake. Specifically, the [bankruptcy] process depends
upon al creditors and interested parties being properly naotified of dl vitd steps in the
proceeding so they may have the opportunity to protect their interests. °

In this day of vastly increased bankruptcy filings’, consumer creditors of any size often
receive multiple bankruptcy notices each businessday. If those notices did not identify the
debtor in away that allowed the creditor to determine that a particular notice was for a certain
customer, the creditor would not have received effective notice since the creditor cannot

s Two challenges to First Amendment protection of bankruptoy court records (and particularly the schedules) have
been advanced: (1) Supreme Court precedent to date has dealt only with crimind cases Some who urge that
acess to bankruptcy records be redricted have claimed that the right of access applies only to criminal cases a
postion the Supreme Court has not adopted. As the Court has observed, the underlying reason for

congtitutionally required access to court records of criminad proceedings has been the need to permit public
oversght of the execise of govemmentd power. To those owed money by the debtor, the government's exercise
of its power to make a formely legd debt unenforcesble is arguably as intrusive ag the exerdse by the State of the
power to punish behavior, which often results only in fines The lower courts that have addressed the issue apply
the First Amendment to require open public access to bankruptcy court records. See, eg., In re Symington, i1,
209 B.R. 678, 694 (Bankr. D. Md. 1997); and In re Astri Inv. Manag. & Sec. Corp., 88 B.R. 730, 736 (D. Md.
1988). (2 The Supreme Court cases to dae have sressed the right of the public to obtain information from court
records. Those urging redrictions on access have clamed that a least creditor access can be redricted Since
creditor  acoess to the records does not vindicate public oversght of the exercise of governmentd  power.

However, it would be anomdous to dlow the public to have access to court records and not creditors, particularly
snce creditors in a bankruptcy sysem ae reied upon to uncover improper conduct, as discussed bedlow, and have
a veded interet in the property affected by te bankruptcy. See Cox Broadcasting Cerp.v. Cohn, supra at 495.

T 11 USC. § 107 (requiring public access to court documents unless otherwise restricted by the court).

¥ There ae well recognized exceptions for unique Stuations in which a court orders that paticulaly sensitive
informetion be subject to redricions on public disclosure.  See, eg, Nixon v. Warner Communications, Inc, 435
U.S. 589, 597-98 (1978).

‘Reliable Elect. Co. v. Olson Const. Co,, 726 F,2d 620, 623 (10" Cir. 1984).

0 While filing rates have recently dropped dightly, informed opinion is that they will take off in the 4th quarter of
2000 and increase rapidy in 2001 See SMR Research Corporation, Bankruptcies Will Rise Strongly in 2001:
Research Firm Predicts “Flood of Filings “ (September 21, 2000)




determine whether its interests are actudly a stake” As a practical matter, effective notice
requires that the socia security number be on the notice, asis presently thecase. It dso
requires that affected and potentialy affected parties have access to the officia court record.
Often creditors and other affected parties learn of a bankruptcy informdly. They may only
recaive the officid notice much later, or not a dl. When informaly natified, they act a ther
pexil if they do not cease collection efforts. *  Therefore, they need access to the court record
to verify that in fact a bankruptcy has been filed, and, today, they do so by checking the
officia court record which shows the debtor’s name, address and socia security number. A
amilar reliance on the socid security number occurs when creditors first learn of the
bankruptcy from the officid notice. By using the socid security number and other information
in the public record, they can determine whether their customer (as distinct from others with
smilar names) is the one who, in fact, has filed. It follows that access to that informetion is
necessary for effective notice, and condtitutionally required as a matter of due process.

By extenson, if a creditor recelved notice, but could not gain access to the information in
court records which alowed it to understand how the bankruptcy was likely to affect itsrights
and evauate how it might effectively protect them, due process would not be satisfied because
the creditor would not have had ared opportunity to prepare and present its case.

Given the limitations imposed by the First and Fifth Amendments, impaosition of regtrictions on
open public access to bankruptcy court records is not, as a practica matter, an achievable
outcome, assuming it were desirable. But even if the Conatitution did not impose these
rest&ions, in a democratic society relying, as does ours, on checks and balances to constrain
governmental power, such restrictions would not be desirable.

It has long been established as a basic principle of fairness and a check on the judicia system
that records of court proceedings must be on the public record, Governmental agencies often
seek to be free from public scrutiny. However, our history teaches that when judtice is
administered and information relevant to the relief sought is kept secret, arbitrariness, injustice
and abuse can result. On the other hand, public inquiry and criticism aid development of
efficient and effective governmentd programs. Similarly, injustice results when parties
affected by a judicia proceeding cannot secure the information they need to fully represent
themsalves. These concerns, while usudly clothed in the language of First and Fifth
Amendment analyss, have behind them long-standing policies on which our democratic society
has been based since itsinception. It would-be unwise to abandon them.

' For example, a notice in the name of “Bob Jones' when the creditor lists 15 customers in that geographic area
with that name
1211 USC. §362(a), (h).



B. The bankruptcy sysem is built upon the assumption of open access to bankruptcy
records, whether of the court or the trustee. Without such access the bankruptcy
sgydem would not operate as intended.

Bankruptcy has long relied upon the adversaria nature of the judicid process and the scrutiny
of the public to control and regulate compliance with redtrictions on bankruptcy relief.
Without open access to the information the debtor provides, that function would be
subgtantialy impaired, negatively impacting the controls on which the bankruptcy system
primarily relies to assure the integrity of the sysem. Significant and costly changes would have
to be made to the bankruptcy system to assure its integrity, such as subgtituting alarge
bureaucratic oversight and monitoring presence in the bankruptcy process. Such a presence
would be both intrusive to debtors and expensive. As a practical matter, Congress has aways
been reluctant to fund any such presence.  Yet reductions in public and creditor accessto
bankruptcy information without a sgnificant and effective increase in public enforcement and
oversght would further erode confidence in the bankruptcy system.

Moreover, for many years, the bankruptcy system has assumed that creditors and other
affected parties could protect their interests adequately during a bankruptcy, because they had
complete access to the information the court and trustee had concerning the case.  Redtrictions
on interested party access to information would serioudy undercut that assumption, and require
massive changes to the bankruptcy system in order to assure fair treetment of those adversdy
affected.

I1. The Social Security Number

Critics of the present availability of bankruptcy information have focused much of their
concern upon the social security number.* Some have suggested that the social security
number no longer be required, while others have urged, varioudy that the number be available
only to: (1) the trustee, United States Trustee (“UST”) or bankruptcy adminigtrator ("BA™); (2)
to “creditors’; or (3) to “creditors’ and “parties in interest.” To avoid the Firs Amendment
congraints, one commentator has even urged that the socia security number be removed from
the judicia record and held only by the UST, BA or trustee.™

However, abandoning use of the socia security number as a means of identifying the debtor or
limiting access to it would serioudy impair the bankruptcy system, debtor relief, and public
oversght.

3 Section 342 (¢) in combination with Official Form 1, requires the debtor's petition to list the debtor's socid
security  number, and requires tha any notice given by a debtor to a creditor contain the taxpayer identification
number of the debtor. The legidative history of the provison recognizes that “the court retains the authority to
waive this requirement in compeling circumgtances. . . * 140 Cong. Rec. H10752, 10769 (daily ed. Oct. 4,
1994)(statement of Sen. Brooks).

" Leing aside whether so blatant an atempt to avoid the Firs Amendment would fail on the grounds that it was
a paent evason of fundamentd rights guaranteed by the Conditution, the Fifth Amendment's protection of due
process would gill require either that affected parties have access to the number or thet they be relieved of the
effects of bankruptcy when unable to identify the debtor as ther cusomer.



A. The bankruptcy system cannot function asintended unless the socid security
number continues to be required.

'Fhe socid security number is the only available unique identifier of individuas maintained in
the United States. It isuniversdly used by the government and by the rest of society to
identify a particular individua for a whole series of purposes. It is the only generdly
recognized way to unequivocaly identify a particular individua as one who has sought or
received bankruptcy relief from the federd government.

At the outst, it is clear that important controls and limitations on bankruptcy relief would
become, in effect, unenforcegble if the socid security number were no longer required and
retained in the court records of the bankruptcy case. The bankruptcy system relies upon
trustees, USTs, BAs, creditors and other parties affected by bankruptcy to enforce the
limitations and restrictions on relief incorporated into it. Redtrictions on filing frequency are a
maor limitation designed to control abuse of the system and the generous rdief it offers. Yet
trustees and other officids, creditors and other affected parties could not find and raise cases

of multiple and serid filing, or repeat chapter 7 filings within the 6 year period of limitation,
unless the sociad security number used in prior bankruptcies was available. Furthermore, snce
trustee records are not generdly available for long after the fina report is filed with the court,
having the socid security number available only there would effectively negate enforcement of
the 6 year limitation on repest chapter 7 cases. Moreover, the present bankruptcy system
funds neither the UST, BA nor trustee adequately to make vigorous enforcement likely.

Instead, it relies heavily upon enforcement by creditors and other interested parties, who would
be effectively cut out if they could not obtain access to the socid security number.

Without access to the socid security number, detection and proof of a multiple, serid or repest
filing cese is extremely difficult. Debtors can simply deny that they are the person who
previoudy filed, requiring eyewitnesses (usudly unavallable) to identify the debtor, or other
testimony based on persond identification that this debtor was in fact the very same person
who previoudy filed. Even if such eyewitness testimony were available, preparation and tria
time would increase inordinatdy, serioudy impairing enforcement. In some of the
configurations in which multiple and serid filing is practiced, a creditor in a subsequent
bankruptcy may not have been even a party in interest in an earlier bankruptcy. *  Restricting
access only to “parties in interest” would in such Stuations preclude detection and/or
enforcement by those who were creditors in the later case, but not in the earlier cases.

5 For example, the creditor may have loaned the debtor money to refinance an old loan that wes pad off and
not asigned to the new creditor (which is common in many types of refinancing).



B. Unless creditors and other affected parties have open access to the social security
number, such remedies as the automatic stay and post-discharge injunction will
not be effective, and creditors will be unable to comply with the restrictions and
controls of the Bankruptcy Code.

One of the most important and expensive functions creditors perform in trying to comply with

bankruptcy law is identifying a particular customer as one who has in fact filed bankruptcy.

Name, address and financid information aone are not sufficient. Common surnames and

debtor name changes are frequent and street addresses given on the petition often do not agree

with those on creditor records. Even when they do agree, they are not reliable, since a child
may have the same name as a parent or cousin, and in some areas of dense living conditions
and high turnover, occupancy of the same or an adjacent apartment by unrelated people with
smilar names can occur.  The listing on account records of a creditor’ s account number and
dollar amount is not a reliable method of identification, since creditors often extend credit to
those with smilar names, and debtors listing of amounts owed is often inaccurate.

The present bankruptcy system places a high premium on absolutdly accurate identification of a
particular debtor as one who has filed bankruptcy to protect the debtor, to permit the creditor
to comply with bankruptcy restrictions on its conduct, and to dlow the efficient and fair
evauation of credit worthiness. For example, a creditor’s or credit bureau’s incorrect
concluson that the debtor has filed for bankruptcy can result in denid of credit or termination
of credit services. The creditor that incorrectly concludes a person has filed for bankruptcy
also will incorrectly cease atempts to collect, adversaly affecting the creditor’s business. If,
on the other hand, the creditor incorrectly concludes that a debtor is not in bankruptcy,
collection will continue despite the automatic stay, harming the debtor and placing the creditor
unnecessaxily at risk for sanctions under section 362(h) for willfully violating the say.  The
accurate identification of co-debtors protected by the co-debtor stay'’ is dso centrd to the
protections the Bankruptcy Code is intended to provide.

If restrictions were imposed precluding some or al entities potentialy affected by bankruptcy
from access to the socid security number, fairness as well as condtitutiond law would require
that those entities be relieved from responghbility for complying with the autometic say,
turnover responghbilities and the discharge whenever they were unable to identify accurately
their customer to a high degree of certainty as one who had filed for bankruptcy.  Such a
change would clearly reduce the vaue of the automatic stay, the discharge, and bankruptcy
reief in generd.

6 Some courts hold that “willful” in section 362(h) requires only that the creditor intended to take the collection
action, not tha the creditor knew it was violating the law.
1711 U.S.C. § 1301 (staying creditor collection against a co-debtor when a Chapter 13 isfiled). .



C. The credit sysem cannot function unless credit bureaus and other record retrieval
agencies have access to the social security number.

The efficient alocation of consumer credit, and its quick and widespread availability to every
segment Of society have long been goals fostered by Congress.  Credit bureaus are recognized
as the fadilitators of efficient credit granting, and it is clearly a Congressona god that the
information they report be accurate. Whether an individud has filed for bankruptcy is clearly
relevant to efficient granting of credit to consumers, and credit bureaus have long retrieved this
information and reported it in the credit report.

In obtaining accurate information about debtors, credit bureaus rely primarily upon the
debtor's socid security number as the crucid identifier. It is obvioudy of the highest
importance that credit bureaus obtain accurate information of this nature. It follows that they
must have open access to the debtor’s socia security number.

D. Public record retrieval intermediaries and servicing and collection agents all mugt
have access to the social security number if the credit underwriting and collections
sysems are to work efficiently.

Public record retrieval intermediaries such as bankruptcy information providers must be able to
use the socid security number to accurately relate a bankruptcy filing to a particular person.
The information they obtain is relied upon by creditors and other participants interested in the
bankruptcy process, and the availability of information from them increases the efficiency with
which creditors can manage a growing number of bankruptcy cases. Information from these
sources is particularly important to smaler creditors who cannot support a large bankruptcy
management department.

Similarly, agents of the creditor such as servicers and collection agents add significiantly to the
efficiency of loan adminigtration, lowering creditor cogts and credit prices. These parties
require access to the socid security number to effectively administer cases. They, like
creditors, require accurate identification of an individua who has filed for bankruptcy or is
otherwise protected (for example, a co-signer in a Chapter 13 case) in order to comply with
such redtrictions as the automatic stay and post-discharge injunction. Precluding them from
access would clearly be counterproductive to the goas of the Bankruptcy Code.

E. Access to the social security number could not be redricted just to “creditors’ and
“parties in interes” without serioudy impairing the fairness of the bankruptcy
gydem, and the effectiveness of debtor remedies.

Some have proposed that access to sendtive information like the socid security number be
controlled by a“gatekesper” who would check that the person requesting the information had a
legitimate interest. However, any “gatekeeper” must be given explicit criteria to separate
those that have a legitimate interest from those that do not.  Such a standard is not available as
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a practical matter. The “creditor” and “party in interest” categories are neither unambiguous
nor sufficiently inclusve of those potentidly affected by bankruptcy.

A debtor’s bankruptcy proceeding extensvely changes the rights and obligations of the debtor
and those with whom the debtor has relationships concerning financia, contractua, property
ownership, governmenta and sometimes marital and family matters” Parties who are not
consdered “creditors’ (and may not even be “parties in interest”**) are often affected, such as
holders of executory contracts, custodians of property (subject to turnover obligations), tax
collectors, enforcement agencies, potentia new creditors,” children not in the debtor’s custody
and,ex-spouses to whom no money is currently owed, and so on. Sometimes such information
is legitimately sought by those parties that for strategic reasons do not want to participate in the
bankruptcy proceeding and, therefore, do not want to identify themselves as creditors or
potentia creditors.”

For practical reasons, therefore, the “gatekeeper” approach is unworkable.

F. The general public must have access to the social security number in order to
asure that accurate information about the bankruptcy sysem will be available

Given bankruptcy’ s extraordinary effect upon a debtor’s obligations, the public is legitimately
interested in whether individuas have filed for bankruptcy. For example, recent public
interest has been focused on individuals charged with securities fraud who harmed innocent
investors and then filed for bankruptcy, as well as businessmen who have used bankruptcy
following busnessr ever ses while exempting a vauable house and grounds.  Reports of these
cases have raised questions in the press about whether bankruptcy relief was gppropriately or
farly avalable. Without public access to the information filed and the ability to identify the

B Given the broad effects bakrupicy can have on paties who ae not technicdly “creditors’ but have reations
with the debtor, and the legitimate interests in the bankruptcy proceeding by those who ae not liged creditors and
hae not filed an appearance, there is no practical way to limit access to bankruptcy information without unfairly
excluding those who have a direct economic or persond interest in the proceeding, even if it were desreble to
exclude the generd public from such informetion.

¥ The Code uses but does not define “party in interet.” Some condder the term to only include someone who
hes entered an appearance in the cese, filed a proof of dam, or is a liged creditor. The phrase therefore has the
potentid to exclude many who have a legitimate need to know if the debtor hes filed. For example, an  ex-spouse
not currently owed child support and formdly “unaffected” by a Chapter 7 bankruptcy, but entited to support in
the future may ill want to learn about the bankruptcy in order to prepare for the word. Others view the tem as
ambiguous, perhaps including virtudly anyone, but perhaps excluding those such as the ex-gpouse just described
who do not have any present monetary interest & risk in the proceeding.

0 Those who extend credit to a debtor during a Chapter 13 proceeding are subject to the clam tha without the
trusee's gpprovd, they ae not entitled to payment. See 11 U.S.C. § 1305 (dlowance of pod-peiition clams for
necessary debts aisng dter the dde of the order for relief).

M guch paties ae often concemed that an gopearance or active role in the bankruptcy will result in a

counterclaim by the debtor or trusee Not agopearing and not filing a proof of cam may dso give a potentid
defendant jurisdictiond advantages should a suit by the debtor or trustee be commenced agangt them.
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filer as the person who was charged with fraud, reporting on these cases would be chilled . In
addition, imagine the impact on public confidence in the bankruptcy system if such gories
were reported only as rumors, with the comment that bankruptcy processes were secret and
whether the aleged perpetrator of fraud had obtained bankruptcy protection could not be
verified.

[11.  The Debtor's Financial Information

Critics have urged that access to some or dl of thisinformation be restricted.  In particular,
there has been concern with access to credit account numbers, but there has aso been
expressed concern that in the schedules the debtor must disclose assets, lighilities, income and
expenses, family size, and expenditures of a sengtive nature, such as charitable contributions.”
However, without access to such information, creditors and other affected parties could not
identify the accounts debtors are discharging or how to participate in the case so as to protect
ther interests, nor can the public evduate how wel bankruptcy is performing.

A. Creditors and other affected parties cannot be excluded from access to debtor
financial infor mation.

Without access to debtor financid information, creditors and other affected parties cannot
adequately evauate their pogtion, ether as againg the debtor or in relation to other,
competing creditors. They cannot determine whether to object to exemptions, seek lift stay or
asection 707(a) or (b) dismissal motion,* or in some instances even whether and how to
prepare a proof of claim.® In a Chapter 13 proceeding, it is dmost impossible to understand a
plan without access to the schedules. The information required in the petition and schedules
has been developed over the years so that creditors can, by reviewing the schedules, fairly
evauate their position and adequately pursue their interests, which bankruptcy has the effect of
serioudy impairing.%

The sweeping nature of bankruptcy reief means that many people and entities are affected by
it. Unless they can obtain accurate information about the debtor’s financia position, and

Z Use of the debtor's name and address as the only identifiers would risk significantly inaccurate reporting
because of the frequency with which different people have the same name and the inaccuracy of the address as an
identifier

3 In fat, the petiion and schedules can be prepared without disclosing the charitable recipients unless
contributions  have been made within the fraudulent conveyance period Since such tranfers have not bemn
voiddble dnce 1998, the Statement of Affars might be rewritten to permit omitting the exact name of the
recipient.

¥ Some dircuits have held that creditors can bring appropriate section 707(b) cases to the attention of the United
Sates Trusee or bankruptcy administrator and paticipate in them, dthough creditors cannot bring such motions
on their own.

B pat of prepaing a proof of dam is to assess whether filing the daim will engender a counterslit or preference
action.

% See discusson, infra Pat |, of the requirements of Fifth Amendment due process thet an affected paty be able
to have acces to information <ufficient to protect the intereds the government othewise would adversdy  affect.
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relationships with al of his or her creditors and other significant parties, they are precluded
from effectively protecting their economic interests and property rights.

B. Credit bureaus, public record intermediaries, servicing agents and collection
agencies must have access to this information.

Moreover, credit .bureaus, public record intermediaries (such as bankruptcy information
collection agencies), and those entities which provide collection services to creditors (like
servicing agents and collection agencies) require this information to assst both those creditors
whose interests or property are involved in the bankruptcy, and those creditors who might in
the future consider extending credit or enter into other transactions with the debtor.

C. The public and press must have access to this information in order to provide
overgght of the bankruptcy process and maintain public confidence in it.

As previoudy discussed in connection with the socid security number,” bankruptcy’'s
extraordinary effect upon a debtor’ s obligations makes public scrutiny of the bankruptcy
process legitimate. As the Supreme Court stated in Cox Broadcasting,

... [IIn asociety in which each individua has but limited time and resources with which
to obsarve a first hand the operations of his government, he relies necessarily upon the
press to bring to him in convenient form the facts of those operations.  Great
responsibility is accordingly placed upon the news media to report fully and accurately
the proceedings of government, and officia records and documents open to the public
are the badic data of governmenta operations.  Without the information provided by the
press most of us.. .would be unable to vote intelligently or to register opinions on the
adminigration of government generdly. With respect to judicia proceedingsin
particular, the function of the press serves to guarantee the fairness of trids and to
bring to bear the beneficid effects of public scrutiny upon the adminidration of justice.
.. .Thefreedom of the press to publish that information appears to us to be of critical
importance to our type of government in which the citizenry is the find judge of the
proper conduct of public business.?

Moreover, the need to maintain public confidence in the bankruptcy system as a practica
matter requires that bankruptcy proceedings not be carried on in secret.  Public discusson of
both individua cases and the bankruptcy system in generd are valuable because it builds
public acceptance or encourages improvements.

V. Trustee Information

Although in Chapter 7 no-asset cases the trustee, UST or BA often have little information, in
an asset or potential asset Chapter 7 case or Chapter 11, 12 or 13 cases, these officids often

7 See infra Part 11, F.
# Cox Broadcasting Corp. V. Cohn, Supra at 491-2, 495.

13



have consderable information about the debtor’s financid affairs and ability to pay, and, in the
case of Chapter 12 and 13 proceedings, plan performance. For those potentidly affected by a
bankruptcy, this information is extremely vauable, for example, to assess the likelihood of a
dividend being paid, whether rdief from stay should be sought and whether a Chapter 11, 12
ot 13 plan should be supported or opposed. In Chapter 12 and 13 cases, the trustee isthe
person usudly most informed about the debtor’s plan and its performance.  In particular, only
that trustee has the information to determine if the debtor is current on payments. to the trustee
mandated by the plan, or the amount the trustee considers to be till owing a creditor under the
plan. Chapter 13 payment tracking is a mgor function of any creditor with a substantial
interest under a Chapter 13 plan. When the scheduled payments from the plan are not
received, the creditor must determine whether the debtor isin default on the paymentsto the
trustee, the amount of the default, and if the trustee has taken steps to require cure.  This
information is used to determine whether to seek relief from stay, or converson or dismisd,
When a debtor dismisses or converts a Chapter 13 plan, or proposes a payoff, the creditor
must determine how much it is ill owed, requiring review of the amounts paid as determined
by the trustee.

For those actually or potentidly affected by the debtor’s bankruptcy (whether technicaly
creditors or not), this informetion is, a the least, just as important as the public record
information avallable in the court files  Unless such information is openly available to those
interested in the bankruptcy proceeding, they will be serioudy obstructed in determining what
steps, if any, they need to take to protect their interests. Efforts to curtail accessto this
information would interfere with the fiduciary respongbilities trustees owe to creditors,
including the fiduciary obligation to kegp them informed about the course of the bankruptcy.

The generd public likewise has an interest in monitoring how well trustees are carrying out
their respongbilities under the Code.  Such monitoring and oversght would be meaningless if
information about individua cases were not avallable. How can you access how well a system
is working if you cannot obtain information on how wdl it administers specific cases?

Y. Other Considerations

A. There is no rdiable evidence of quantifiable harm to consumers from the present
availability of bankruptcy information.

We are aware of no evidence of extensive abuse under the present system of the availability of
bankruptcy information, either held by the courts or by the trustees.  Unlike other areas where
harm has resulted from the lack of privacy, in bankruptcy, the lack of privacy has not been
deleterious to debtors. In fact, because they make ther financid information available, the
bankruptcy system is enabled to provide them with prompt and effective relief.

Some commentators have suggested hypotheticaly that information in bankruptcy records, and

particularly the socid security number, might be used for the purposes of identity theft or other
fraud. Identity theft in the case of a person who filed bankruptcy is highly unlikely because
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the economic incentives for such theft are not there.  The thief cannot obtain significant credit
extengons in the name of one who has filed for bankruptcy. Moreover, the higher leve of
underwriting scrutiny of those who have passed through bankruptcy brings with it a degree of
investigation a thief seeks to avoid.

Other commentators have urged that credit grantors might use bankruptcy information to
market to debtors who have just received adischarge, or to determine candidates for
redemption financing or home equity take-outs from Chapter 13 proceedings. The market for
such credit is extremdy specidized and extremely smdl. Only approximately 1.3 million
consumer bankruptcies were filed in 1999, and while bankrupt debtors are often eager to
reestablish credit, the credit available to them is usudly only in smal amounts and frequently
on a prepaid or secured basis.

Whatever paternadistic concerns may exist as to whether debtors who have filed bankruptcy
should be offered a credit card or other credit, or even redemption or take-out financing, they
do not judtify redricting the availability of information about debtors who file for bankruptcy
amply to make it harder to offer credit to them. This is particularly so when many bankruptcy
professionds recognize that the debtor’s ability to reestablish credit is an important part of his
or her “fresh dart.”

Some have aso suggested that the availability of bankruptcy information should be restricted
because it might be used to discriminate in the granting of new credit on the basis of whether
debtors have filed for bankruptcy.? However, if adebtor’s prior bankruptcy is an accurate
predictor of future repayment likelihood, it is beneficid to the efficiency of the credit granting
gysem if such information is fredy available.

In any event, excluding certain parties from access to information is not the appropriate way to
further policy objectives, whether those policies seek to limit credit avalability to bankrupt
debtors or, conversdly, to make credit more available by preventing creditors from considering
prior bankruptcy filings. Such indirect regulation has unintended consequences that are
undesrable. In this case, it would result ether in interfering with the debtor’s “fresh start” or
in the inefficient alocation of credit.

B. Redrictions on the devdopment of more efficient means of obtaining bankruptcy
information are not desrable

Increased availability of bankruptcy court records and trustee records by telephone, online and
through retrieva intermediaries has ggnificantly improved bankruptcy administration and
increased the efficient workings of the bankruptcy system. Restrictions which curtailed
availability of this information would hurt the American consumer by increasing creditor costs
of adminigtering bankruptcies, increases which are passed on in higher credit codts. As

¥ Although governmentd  units are preduded from discriminating on this basis for the purpose of licensss or
employment, and private employers ac  precluded from discrimingting on  this bess for some employment related
purposes, private partiesin general have not been limited in thisway. See 11 U.SC. § 525.
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bankruptcy filing volume has increased dramaticdly, the availability of bankruptcy informeation
has offered a means to manage what would otherwise be an overwheming casdoad. The
availability of this information to the public has made possble better oversght of the
bankruptcy system, and, thus, furthered the ability of the bankruptcy system to identify
fraudulent and abusive use of bankruptcy, and to evaluate proposed reforms.

Much of the discussion of debtor privacy appears to be darm at these developments.
However, they should be seen as the improvements they redly are and further encouraged.
The more a creditor can, through a low-cost and efficient system identify a customer as one
who has filed for bankruptcy, the more rgpidly controls can be implemented to assure
compliance with the automatic stay and post-discharge injunction. Likewise, the more rapidly
and chegply a creditor can obtain the needed information to evauate its postion, the more
effectively it can participate in the bankruptcy proceeding without filing needless discovery
demands, or opposing, unnecessarily, the course of the proceeding. The whole system can,
through the use of technology, operate much more efficiently.  The long term beneficiaries will
be debtors who will more promptly receive the relief intended, and those who pay for al this-
the American consumer who pays the costs of administering bankruptcies in the price of credit.

Conclusion

In addition to the significant Satutory and condtitutiona impediments to redtricting access to
bankruptcy informetion, as a matter of policy, such restrictions would be neither feasible, fair,
nor cons stent with agppropriate public oversght. The present bankruptcy system assumes and,
as apractica matter, requiresthat creditors and others affected by the bankruptcy proceeding
have free and open access to court record information and trustee records if such debtor
benefits as the automatic stay and post-discharge injunction are to be fully effective, if
creditors and other affected parties are to effectively participate in the bankruptcy proceeding,
and if the controls and limitations on bankruptcy relief are to be enforced.

Moreover, public confidence in the bankruptcy system, which polls have shown is very much
in question, would be further undercut if the proceedings were conducted beyond the scrutiny
of the public. The very nature of bankruptcy as an extraordinary remedy makes the public
suspicious that the considerable benefits debtors can obtain from it will be misused or
misapplied. Conducting the proceedings behind a screen of anonymity would only reinforce
these suspicions.

AFSA welcomes efforts to accommodate the demands of the bankruptcy system for
information, the role of public oversight of the extraordinary remedies bankruptcy offers, and
individual privacy concarns. There may be methods of increasing debtor privacy which will
provide free and open access to the information necessary for the bankruptcy system to operate
efficently and fairly within the bounds of the Congdtitution, but they have not yet been
suggested. The various suggestions that those advocating debtor privacy have made to reduce
and redtrict the long-standing open access to bankruptcy information smply will not withstand
scrutiny as a matter of policy or pass conditutiona muster.
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It gppears that no condtitutiond and practica means exists which will both satisfy the need for
information of those affected by bankruptcy and the public, and at the same time assure a
debtor seeking bankruptcy relief as much privacy as he or she would otherwise enjoy.™ In
hight of the Significant benefits bankruptcy offers debtors, it is not unfair that they sacrifice
some privacy when they seek bankruptcy’ s extraordinary remedies.

LI

AFSA appreciates the opportunity to comment on the issues raised by the Study.  If you have
any questions about our response, please contact either me or George J. Wallace at Eckert
Seamans Cherin & Mdlott LLC, 202-659-6632, our counsdl in this matter.

Sing€jely yours,
overt F. McKe“-/ % o
Vice Presdent and Generd Counsdl

cc. George J. Wallace

% In Cox Broadcasting Corp. v. Cohn, supra a 495, the Supreme Court concluded that a state statute restricting
publication of public record information to further privacy gods was uncondituiond when weighed agang the
Firg Amendment concerns discussed infra Pt |
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P.Q. Box 10409 « Des Moines, 1A 50306-0409 . 515-226-9999 . Fax 515-226-7970

Sqember 22, 2000

To: Leander Bamhill
Offile of Gawd Coud
Exeative Office for United Saes Trudess

From: Aimee Campin
Director of Regulatory Affairs
(aimeec@ia-icul.org)

Re: Comments on Study of Privacy Issues in Bankruptcy Data

The lowa Credit Union League is a state trade association representing the interest of all 200 state and
fedad cedit unions in lowa This dudy on privecy gaked the interet of severd of or membas dta we
st them your request for comment. This letter is being sat in reponse to your requed, taking into
condderdion the comments we reodved from our member aedt wions To gve you au idea of who

commentedt the larges aredit union hes over $600 m&ion in asts and the smdles hes jus over $4 million
in asds

Types of Bankruptcy Information Used

The types and amourts of information aredit unions collect from individud debtars is minimel. Modt rdy on
the information reported in the individud debtor's aredit report. Mot do not seek bankruptey informetion
from the ddbotor unless there is a quedion regarding the benkrupicy. When a membar/deator has indicated
they have filed for benkruptcy, aredit unions will ask the debtor’s atomey for a copy of the bankruptcy
notice, since they have not yet received their copy as a creditor.

Credit unions, again, rely on credit reports to a great extent for their bankruptcy information. This practice
likely will not change in the future. Credit unions, in seeking information on a bankruptcy filing, correspond
with the debtor’ s attorney, and generally have little contact with the debtor. When thereis contact it is
because the member/debtor has come in to the credit union and mentioned they have filed for bankruptcy
protection.

Access to Information

Credit unions are very satisfied with their access to financial information in personal bankruptcy cases. Onc
credit union specifically indicated the fact that they have been able to challenge information in a bankruptcy
filing because the member has omitted certain information that had been provided to the credit union.
Without access to this information, creditors will have a difficult time determining whether their interests
have been represented in the listing of debts.



Credit unions differed on whether persona financia information needed to be made avalable to the genera
public. Most, however, supported restrictions on access to persona financia information. Restrictions could
be in place under the Code, so that financid information was made available to lenderscreditors but not to
the generd public. The credit unions responding did agree that the generd public, however, should have
access to the fact that individuals have filed for bankruptcy. Congress likely established this public
availability as a means to deter a large number of individuals filing for protection. Some consideration should
be given to protect the privacy of those individuals who have to file for bankruptcy protection for medica or
other catastrophic reasons.

It is important for credit unions to be able to match a name against a social security number. Account
numbers could be encrypted if the information is available eectronically.

Commercial Firms Collecting and Redistributing

The lowa Credit Union League received mixed support on commercid firms collecting, compiling and

redistributing bankruptcy information electronically. Some credit unions responding do not want to see a
commercid firm being able to profit from making bankruptcy information available eectronicaly, while
others felt bankruptcy trustees would be relieved from this time-consuming task.

Trustees and Non-public Information

All credit unions felt that because some information collected by the trustee is not publicly available, that
certain safeguards need to be in place to ensure socid security numbers and account numbers are encrypted
and accessble by only a limited number of paties. Without some safeguards in place, credit unions fedl
putting this non-public bankruptcy information in an electronic format will open the possibilities for fraud
with the system.

Credit unions supported only the bankruptcy trustee having access to non-public bankruptcy information.
With this is mind, the trustee should not have any limitations or restrictions on how they use that
information.

Privacy Interest of Debtor

The general consensus with credit unions responding is that upon filing for bankruptcy protection, debtors
relinquish thelr privacy rights to a certain extent. However, to what extent debtors redize their persond
financid information is going to be made public is not clear. lowa credit unions feel that debtors, overal,
would benefit from some additional disclosures by ther attorney on what is and is not going to be released to
the general public when filing for bankruptcy protection. Perhaps, if the bankruptcy is not absolutely
necessary, the disclosures up front may deter some from filing.

Credit unions have some concern for the potentiad for bankruptcy debtors to become victims of identity theft
or fraudulent account transactions if certain safeguards are not in place before this persond financia
information (i.e, account numbers, socid security numbers, etc) is made available eectronicaly.

Under the Far Credit Reporting Act, permissble uses of an individud's credit report data are detaled.
Similar redrictions could be detailed under the Bankruptcy Code, providing examples of authorized users
and the permissble uses of such information.

Concluding Remarks

Bankruptcy records should be made avalable to those with a business interest in the information. The
general public could smply know that an individua has filed for bankruptcy protection, in an effort to keep
the deterrence factor in place, rather than have information on their persona finances.

It appears that Congress ntent in Icaving the bankruptcy records open to the public was to discourage abuse
of the system. Since creditors have seen record bankruptcy filings over the last severa years, this is not a
time to bury pertinent bankruptcy information from those with a business need to know. While restrictions
could be established for the genera public, lenderdcreditors must continue to have access to this information
in order to make solid business decisions.




On behaf of the 200 lowa credit unions represented by the League: we thank you for this opportunity to
comment of the Department of Justice’s study.




Barnhill, Leander

From: Deirdre Mulligan [deirdre@cdt.org]

Sent: Friday, September 22, 2000 8:04 PM

To: USTPrivacyStudy

Subject: Comments on Study of Privacy Issues in Bankruptcy Data

Center for Democracy and Technology
1634 | Street NW, 11th floor
Washington, DC 20006

September 22, 2000

Leander Barnhill

Office of General counsel

Executive Office for the United States Trustees
901 E Street, NW Suite 780

Washington, DC 20530

Re: Comments on Study of Privacy Issuesin Bankruptcy Data
Introduction and Background

These comments respond to a joint request for comments from the Department
of Justice, the Department of Treasury, the Office of Management and

Budget, and the Administrative Office of the U.S. Courts on the privacy

issues in bankruptcy data, 65 Fed. Reg. 147 (July 31, 2000). The Center for
Democracy and Technology appreciates this opportunity to comment on the
important privacy issues arising in this interaction between citizens, the
government, and businesses.

The Center for Democracy and Technology (CDT) is dedicated to preserving
and enhancing democratic values and civil liberties on the Internet and in
other interactive communications media. CDT pursues its mission through
public education, grass roots organizing, litigation, and coalition

building. CDT isanon-profit, public interest organization (501 (c)(3)).
Along with other privacy and consumer organizations CDT has urged policy
makers to ensure that the privacy of individuals personal information is
respected during interactions with the government and the private sector.

This study of privacy issuesin bankruptcy proceedingsistimely. Across
the country government agencies at all levels are exchanging their arcane
paper files and legacy computer systems for sophisticated data networks.
The move to distributed, relational databases and systems promises greater
efficiency. The government and citizens can benefit from new technologies
that provide faster, cheaper access to government records. The Internet is
erasing barriers to access such as distance, hours of operation, and lines,
providing citizens and businesses with real-time access to information from
their homes, offices, or community centers.

At the same time, the move to advanced information systems and the use of
the Internet to promote access to government records highlights the
weaknesses - or oversights-in our information policies. The private
information - including in the instance of bankruptcy filings social
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security and bank account numbers and other highly sensitive data-contained
in so-called public records were historically protected from widespread
distribution by barriers of time and location, and the inefficiencies of
paper systems. The dusty papers in courthouse basements and town hall
files were difficult to cull through, and expensive to transcribe and
distribute. These barriers and inefficiencies resulted in what the Supreme
Court in another context referred to as "practical obscurity.” While
private information was frequently legally accessible to the public at
large, in practice it was rarely sought and rarely disclosed. The adoption
of advanced information systems by all levels of government has removed
these barriersto access. As aresult information that was once legally
available but practically private has become the backbone of a growing
trade in personal information about individua citizens. In response,
several states have begun to look at whether their information policy
adequately addresses the privacy concerns of citizens.

The examination of bankruptcy proceedings places the privacy issuesin
strong relief. Individuals declaring bankruptcy must participate in this
system. To gain the protection afforded by the bankruptcy system
individuals must reveal the intimate details of their household finances -
debts, spending habits, and assets. Such information is necessary for the
bankruptcy system to fairly structure relief for debtors and secure
payments for creditors. However, under the existing system much of this
information is available to any other entity that seeksit. Thus, in using
the bankruptcy system - clearly an avenue of last resort - citizens expose
the details of their financia livesto the public at large. It ishard to
imagine how such unmediated access serves the interest of society, the
debtor, the creditor, or the bankruptcy system itself.

The U.S. hasalong history of ensuring public access to the proceedings
and records of government activities. The federal Freedom of Information
and Sunshine Acts and their state counterparts ensure that governments are
open and accountable to citizens. When examining the information policies
appropriate for information held by the government or quasi-governmental
entities the interests of individual privacy, government accountability,

and the public's interest in government actions must be considered in
concert. Sound information policy should structure the collection, use,

and access to information to meet these important goals.

Finally, information from bankruptcy records along with other data culled
from public agencies and private sources is compiled by information brokers
into detailed profiles on individual citizens. These profilesarein turn

sold for avariety of purposes - many of which have absolutely nothing to
do with the bankruptcy system. Thus, establishing an appropriate public
policy framework to address the privacy issues surrounding access to
personal information about individual citizens contained in government
filesisdirectly related to the growing concern with the private sector

use and disclosure of personal information. While this study is narrowly
focused on bankruptcy records the reason for this inquiry and the responses
it elicits should be considered more broadly as various levels of
governments review and update their public record laws and policies, and
adopt new information systems.

Comments and response to specific questions
CDT's expertise isin the protection of individual privacy and First
Amendment freedoms. We are not experts on the bankruptcy system or process

generally and therefore will look to those with more knowledge of the
system to provide responses to questions that require such expertise (such
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as questions regarding what data the system collects and who currently uses
it). Our comments seek to provide guidance on how to structure the
examination of the bankruptcy systems use of personal information to best
ensure that privacy protections are built in to future information policy

and information systems while at the same time ensuring for public
oversight and government accountability.

Q 6.0 What are current business or governmental models for protecting
privacy and ensuring appropriate access in bankruptcy records?

Q 7.0 What principles should govern the responsible handling of bankruptcy
data? What are some recommendations for policy regulatory or statutory
change?

This study largely seeks to address the privacy implications of two major
changes in information technology since the 1970s - the emergence of large,
privately held databases, and the devel opment of interactive technologies.

In large part these changes magnify existing weaknesses in the bankruptcy
system's information policy rather than present distinct new issues.

While over twenty-five years old, the 1973 Code of Fair Information
Practices developed by the Department of Health, Education and Welfare
(HEW) isauseful starting point for reconsidering the information policy

of the bankruptcy system. In 1972, then-Secretary of HEW Elliot L.
Richardson appointed an Advisory Committee on Automated Personal Data
Systems to explore the impact of computerized record keeping on
individuals. In areport published in 1973, the Advisory Committee
proposed a Code of Fair Information Practices. In general, the Code
requires that: data be collected for alegitimate and articulated purpose;

only data necessary to support the purpose be collected; data only be used
and disclosed to advance the purpose; the individual be able to access and
correct personal information; and, the collecting entity secure the
information it maintains. The Code supplied the intellectual and statutory
framework for the Privacy Act of 1974 and subsequent privacy legidation in
this country and worldwide. These principles should govern the handling of
personal information contained in bankruptcy data.

Approaching the process of establishing an information policy framework to
govern the bankruptcy system from the Code of Fair Information Practices
initially requires answers to the following questions:

? What is the purpose of the system?

? What data is necessary to support the functioning of the system?

? Who needs access to the various data collected to meet the system's goals?

While the Federal Register Notice touches upon each of these questions in
varied ways, we believe their importance must be emphasized. Questions
found in the notice such as (1.6) How valuable is the information in the
marketplace? and (1.2) Which of these data elements are public record
data?, while useful should not be the focal point of the inquiry. Some of
the questions set out in the Federal Register Notice could be taken to
suggest that, unless there is a compelling privacy interest, personal
information collected through the bankruptcy process should be publicly
accessible. Under the Code of Fair Information Practices, which we believe
should provide the framework for this study, the presumption rests the in
the other direction. The resulting information policy should be in favor

of protecting the privacy of individua citizens who interact with the
bankruptcy system by limiting the use and disclosure of personal
information to those necessary to support the bankruptcy process.
Additional considerations of government accountability and public oversight
should be considered as the policy is formed, but the Code should serve as
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the starting point.

Q 1.5 Are certain types of data more sensitive than others; that is, are
there types of data in which debtors would have a stronger privacy
interest? If so, which ones?

The sensitivity of the data should not be the determining factor in whether
personal information provided during the bankruptcy processis available
for other purposes. The principlesfound in the Code of Fair Information
Practices should be the starting point for all policies concerning personal
information. However, there is wide spread recognition that certain types
of information can place individuals at risk for other harm. For example,
address information allows for the individual to be located. In some
instances individuals go to great lengths to ensure that information about
their residence is not available to others. Individuals fleeing domestic
abuse, law enforcement and other public officials, doctors and other
providers of controversial medical services frequently shield information
about their address from the public to avoid harm. In other cases, the
availability of certain kinds of personal information can subject
individuals to financial loss. In many instances the credit bureaus
truncate consumers' account numbers on credit reports to limit the
possibility that a report in the wrong hands will compromise individuals
financial well being as well astheir privacy. Similarly, the FTC, the
White House, Congress, as well as the Individual Reference Services Group
(representing the major information brokers) have all singled out the
Social Security Number for special protection. These special protections,
to agreater or lesser extent, recognize in the words of one court that,
"Thanks to the abundance of data bases in the private sector that include
the ssn's of persons listed in their files, an intruder using an ssn can
quietly discover the intimate details of avictim's personal life without

the victim ever knowing of theintrusion." Clearly certain types of
personal information have garnered special consideration due to the
additional harm that can result from their disclosure.

Q 2.1 What methods of data collection and aggregation are now used by the
courts, creditors, trustees, and other private actors to collect, analyze,

and disseminate public record data and non-public data?

Q 2.2 What methods are being contemplated for the future?

The government and private sector alike are undergoing major changes in how
they collect, analyze and distribute information. Increasingly all facets

of information collection and processing are automated. For reasons of
efficiency and fraud reduction various government entities are integrating,

or at least linking, their information systems. Public accessis

increasingly provided electronically, in some instances real-time access is
provided over the World Wide Web or other Internet communication protocols.
The bankruptcy system itself and those who gather information from the
system for other unrelated purposes are experiencing some or al of these
changes.

Q 3.0 What access do various parties need to financial information in
personal bankruptcy cases? Which individuals or entities require access to
which particular types of information, for what purposes, and under what
circumstances?

Q 4.0 What are the privacy issues raised by the collection and use of
personal financial and other information in bankruptcy proceedings?

The public has an interest in knowing how the government conducts its

business. At times such accountability requires the disclosure of personal
information. For example, arrest records containing the names of
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individual citizens are available to the public. They serve asan

important check on the government's ability to limit the freedom of
individual citizens. Removing the names of arrestees would hamper public
oversight of government's law enforcement activities.

In other instances personal information is made available to ensure that

all parties who will be effected by a given action of the courts or other
governmental entity can represent their interests. Notices of bankruptcy
filings and access to information about who is seeking to use the
bankruptcy system provide notice to parties who may have an interest in the
disposition of the assets at issue.

However, in the case of arrest records we find that only limited
information is provided about the interaction between the citizen and the
government. The law enforcement system contains far more information about
the situation leading up to the arrest than is found in the public record.
While the detailed information is necessary for the functioning of the law
enforcement system, public accountability requires disclosure of a small
subset of that information. Similarly, in the bankruptcy context general
information about the individua filing for bankruptcy may need to be
available to the public to ensure that all those with a stake in the

outcome can participate . But, detailed information, currently considered
public records under 11 U.S.C. §8107(a) such as bank accounts and
identifying numbers, credit card account numbers, social security numbers,
bank balances, etc. are not necessary to ensure that parties with an

interest are notified. As discussed above the public disclosure of such
information breaches personal privacy and places individuals at risk of
additional financial harm.

As the Notice states the trustee often collects additional information

about the debtor, including tax returns and detailed accounts of living
expenses, to assist them in structuring and overseeing the bankruptcy
process. While thisinformation may be vital to the proper administration
of the bankruptcy process its disclosure should be strictly limited.
Individuals and entities that are not a party to the proceeding should not
have access to such information. Even parties to the proceeding may not
need access to all the data collected by the trustee to ensure their

interests are protected. For example, access to records such as tax

returns should be quite limited.

Individual citizens seeking the protections afforded by the bankruptcy
should expect to suffer some loss of privacy vis avis those who administer
the system and those to whom they owe funds. To gain the assistance of the
courts they must provide the information necessary for the bankruptcy
process to fairly structure arelationship between the debtor and his or

her creditors. But, the exposure of the individual's personal information
should be no greater than necessary to fairly serve the purpose of the
bankruptcy process. Debtors in bankruptcy proceedings should not have the
details of their financial lives open to the public at large.

There may be legitimate public interest considerations for providing
aggregate reports, stripped of information that may identify specific
individuals, on debtors' interactions with the bankruptcy system and
creditors. The public, advocacy organizations, the government, and the
private sector have an interest in information about the financial health
of the public. Thus, while details about specific individuals should be
protected from inappropriate disclosure the bankruptcy system should
provide information that allows for public review and oversight of its
operations.

9/27/2000



Page 6 of 7

Q5.0 What isthe effect of technology on access to and privacy of
personal information?

Whether technology advances or undermines privacy depends upon the policies
that guide its development and use. While in some instances the technology
itself raises new challengesto privacy protection, to a large extent
advances in technology are emphasizing weaknesses in our existing
information policy. The privacy of debtorsis not protected under existing
bankruptcy rules - with or without the automation of information. Whether
new technologies adopted by the bankruptcy system will undermine privacy
largely depends on what policies the bankruptcy system putsin place at the
front end. Information systems can alleviate many of the monitoring and
oversight problems inherent in paper based record systems. For example, it
is more difficult to monitor access to file cabinets and storage rooms then

it isto track accessto electronically stored information through the use

of audit trails. However, if computerized systems are designed without an
eye toward protecting privacy they can exacerbate existing privacy
loopholes and present unique challenges to protecting privacy. For
example, computer systems designed without adequate audit trails can
potentially increase information misuse by allowing individuals to access
information without creating a detailed record of their actions and

identity.

Policies that protect individual privacy in the bankruptcy system should be
adopted before the adoption of new information technologies.

Conclusion

This study largely seeks to address the privacy challenges posed by two
major changes in information technology since the 1970s - the emergence of
large, privately-held databases, and the devel opment of interactive
technologies. In large part these changes magnify existing weaknessesin
the bankruptcy system's information policy rather than present distinct new
issues. While this study is narrowly focused on bankruptcy records the
reason for thisinquiry and the responses it elicits should be considered
more broadly as various branches of government review and update their
public record laws and policies, and adopt new information systems. The
U.S. hasalong history of ensuring public access to the proceedings and
records of government activities and protecting individual privacy: doing
so requires thoughtful policy making. When examining the information
policies appropriate for information held by the government or
guasi-governmental entities the interests of individual privacy, government
accountability, and the public's interest in government actions must be
considered in concert. Sound information policy should structure the
collection, use, and access to information to meet these important goals.

We thank you for the opportunity to comment upon this study.
Sincerely,
/dkm/

Deirdre K. Mulligan
Staff Counsel
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Deirdre Mulligan

Staff Counsel

Center for Democracy and Technology
1634 Eye Street, NW

11th FHoor

Washington, DC 20006

(v) +1.202.637.9800

(f) +1.202.637.0968
http://www.cdt.org/
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UNION LEAGUE

OHIO CREDIT UNION LEAGUE

Comments On The Department of Justice, Department Of The
Treasury And Office of Management And Budget Study Of Financial
Privacy And Bankruptcy

The Ohio Credit Union League, (OCUL) the trade association for credit unions in the State of Ohio
representing over 540 credit unions, both federal and state chartered, appreciates the opportunity to
comment on the Department of Justice, Department of the Treasury and the Office of Management
and Budget's (the Agencies) study of how the filing of a bankruptcy affects the privacy of consumer
information that becomes part of a bankruptcy proceeding.

Credit unions are non-profit financial cooperatives governed by unpaid volunteers that
predominately engage in various financial services to their members, who are also owners,
particularly in making available loans and credit. As members and owners, credit union members
can participate in the credit union as both users and customers as well as in the governance through
the election of the directors of the credit union under the democratic process of one member one
vote.

This study by the Agencies will consider how the privacy interest of consumer information that
becomes part of a bankruptcy proceeding is affected by the public availability of such information,
while considering the need for access to this information and the accountability in the bankruptcy
system.

In general, a person who files for bankruptcy must provide detailed financial information as part of
the schedules that are filed with the bankruptcy court. This detailed financial information may
include lists of the accounts with financial institutions and creditors that comprise of account
numbers and the balances; credit card account numbers; social security numbers; balances owed to
creditors; income sources; list of assets; and a budget showing the debtor's expenses. By statute, this
and all other information filed with the court is publicly available. However, in other non-
bankruptcy contexts, such as banking and credit reporting, there are regulations and other
safeguards designed to ensure the confidentiality of this information.

In the past, such access by the public has, as a practical matter, been quite limited. Obtaining this
information required considerable time, effort, and sometimes money. However, the development



of technology and Internet access raises the possibility that this sensitive information may be
obtained easily by others who may use the information for fraudulent purposes.

Bankruptcy trustees have access to this public information and often receive other sensitive
information from debtors, such as tax returns, additional information about assets and liabilities, an
accounting of living expenses, payment schedules to creditors, and information about alleged
wrongdoing. This information is not generally available to the public, but is needed to administer the
bankruptcy case, and the bankruptcy trustee is allowed to provide this information to creditors,
attorneys, and others with a legitimate interest in the case. However, there are no well-defined limits
on the bankruptcy trustee's authority to disclose this information to others or limits on the authority
of these other parties to use, sell, or transfer this information.

Furthermore, the Agencies’ have stated in their request for comments that this study will examine
the following issues:

The types and amounts of information that are collected from and about individual debtors,
as well as analyzed and disseminated, in personal bankruptcy cases.

Current practices, and practices envisioned for the future, for the collection, analysis, and
dissemination of information in personal bankruptcy proceedings.

The needs of various parties for access to financial information in personal bankruptcy cases,
including specifically which individuals or entities require access to which particular types of
information, for what purposes, and under what circumstances.

The privacy issues raised by the collection and use of financial and other information in
personal bankruptcy cases.

The effect of technology on access to, and the privacy of, a debtor's personal information.
Business or governmental models that can provide access to, and protect debtors' privacy
interests in, bankruptcy records.

Principles for the responsible handling of information in bankruptcy records, and
recommendations for any policy, regulatory, or statutory changes.

In reviewing the study and the specific issues raised, OCUL, as the trade association for credit
unions in the State of Ohio, will generally address the issues as they pertain to credit unions.

» What types and amounts of information are collected from individual debtors in personal
bankruptcy cases? How are these various types of information used?

It is OCUL'’s understanding that a case number, filing date, and attorney information
is requested. In addition, the reason for the bankruptcy filing and the individual’s
intention regarding their accounts are ascertained. Once this information is collected
or determined, a decision is made as to how to handle each account.

» What are the current practices for collecting information from debtors? How do you
think these practices will change in the future?

Account holders at credit unions are both members and owners and as such their

relationship with the credit union will usually differ from the relationship of a
depositor at other financial institutions. As a result, it is not unusual that the practice
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of collecting information from debtors will involve some manner of contact with the
member, most likely by telephone, but occasionally in person. Moreover, it is
anticipated that this practice will continue.

> Is the access you have to financial information in personal bankruptcy cases sufficient?
Should certain information that is currently publicly available be made available only to
a limited class of persons, such as creditors? Should social security numbers, bank
account numbers, and other account numbers should be included in this category?
Should restrictions on this information vary based on whether the information is
available electronically?

At the present time access to the financial information is obtained from the court by
requesting a copy of the schedules. It is also available by reviewing the file itself. In
addition, this information is also publicly available, which includes the individual’s
personal financial information. OCUL is concerned that limiting this information to
only a limited class, such as creditors, may be difficult to accomplish. Moreover,
limiting who is a “creditor” by definition may very well preclude other parties such as
potential lenders from acquiring information necessary to determine credit
availability. However, OCUL does suggest that restrictions as to the use of this
information be adopted. This would not only limit those that can access this
information, but also how and for what that information can be used. Moreover,
these restrictions should also include accessibility of account numbers or social
security numbers and their use as well. Furthermore, these restrictions should also
apply to the access of this information electronically.

» As mentioned in the above summary, certain information is not public but is collected
and disseminated by bankruptcy trustees. Is all of the information collected by the
trustees necessary for the administration of the bankruptcy case? Do the existing
limitations on the trustee's handling of the information raise any problems? Would you
support the idea of commercial firms collecting, compiling electronically, and
redistributing this information? Do debtors have a privacy interest in this non-public
information?

OCUL believes that it is necessary for the bankruptcy trustee to have access to all the
financial information necessary to make a determination as to whether the debtor
qualifies for bankruptcy relief or not. Moreover, the bankruptcy trustee needs to
determine what information is necessary for them to make a decision on the debtor’s
status. More importantly, by virtue of his or her position as a bankruptcy trustee, he
or she is restricted as to what can and cannot be made public. Furthermore, OCUL
is not aware of any problems that bankruptcy trustees have regarding the handling of
this information under the existing limitations.

In addition, the idea of commercial firms collecting, compiling electronically, and
redistributing this information is a concern to OCUL. OCUL believes that before
this process is permitted, if at all, certain safeguards, restrictions and adequate
protections should be in place in order to safeguard the non-public information.
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OCUL also believes that the debtor has a primary interest in any information that is
not public.

» Should there be restrictions on the use and disclosure of information that is not public
but is collected by the bankruptcy trustee? If so, what types of restrictions should apply?

It is OCUL'’s position that there should be restrictions and penalties on the use and
disclosure of non-public information that is collected by the bankruptcy trustee.
Moreover, this information should only be made available to creditors, or others that
would qualify as “affected or interested parties” that are involved in the case and
these creditors and others should be required to request that information in writing
from the bankruptcy trustee. These creditors should be permitted to have full
disclosure of the financial information. However, this information and its use should
be restricted and therefore, not disseminated to the general public by anyone who
has access to this information including the creditors.

» As mentioned in the above summary, certain information collected during a bankruptcy
proceeding is publicly available. Do debtors have a privacy interest in this information?
Do these interests vary based on the type of information? Do debtors understand the loss
of privacy of this information? Should they be expected to forego any privacy
expectation? What are the benefits of having this information publicly available?

OCUL believes that debtors should have some privacy interest in information
gathered for bankruptcy proceedings. For example, income and household budget
information should not be publicly available. Furthermore, it is OCUL'’s belief that
debtors in general do not understand that their financial background and information
may be public information. Moreover, the debtor should have some expectation of
privacy in that there is no benefit in making all the information public. More
importantly, the use of this information could affect the individual long after the
bankruptcy is discharged.

» Do the privacy interests of bankruptcy information change when such information is
available electronically?

OCUL believes that the privacy interests of bankruptcy information changes when
such information is made available electronically in that anyone would be able to
access that information and use that information for numerous reasons which, very
well could be detrimental to the debtor. This especially applies to the debtor’s
account numbers and other identifiable numbers and codes.

» Should there be privacy safeguards for bankruptcy information? If so, how can they be
structured so as not to interfere with your need for the information? Should notice about
the public nature of the information be given to debtors?

It is OCUL’s opinion that there should be some safeguards for bankruptcy

information. The information could be categorized as to public and non-public
information, and who may have access, such as creditors, and what factors are used
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to determine accountability. In addition, general information concerning the
bankruptcy could be accessed by the general public.

10. Other comments?

It is OCUL’s position that all the information collected in a bankruptcy proceeding
should not be publicly accessible nor should everyone have access to this
information. OCUL believes that consideration should be given to what information
is public and non-public, what information is limited to only “interested parties”, and
what restrictions are attached to other available information, e.g. use of bankruptcy
lists for marketing purposes.

The above represents the opinion of the Ohio Credit Union League and OCUL appreciates the
opportunity to comment on the above-proposed study. OCUL is also willing to provide additional
comments or suggestions if requested. If you have any questions, comments or if OCUL can be of
further assistance please do not hesitate to contact us.

Respectfully submitted,

John F. Kozlowski, General Counsel

Ohio Credit Union System
Paul L. Mercer, President Gerald D. Guy, Chair Sharon Custer, Chair
Ohio Credit Union System Ohio Credit Union League Ohio Credit Union League
Board of Directors Regulatory Response Subcommittee
JFK/plb
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CUNA & Affiliates

VIA E-MAIL: USTPrivacyStudy@usdoj.gov

September 22, 2000

Mr. Leander Barnhill

Office of General Counsel

Executive Office for United States Trustees
901 E Street, NW

Suite 780

Washington, DC 20530

RE: Comments on Study of Privacy Issues in
Bankruptcy Data

Dear Mr. Barnhill:

The Credit Union National Association (CUNA) appreciates the opportunity to
comment on the study by the Department of Justice, Department of Treasury,
and the Office of Management and Budget of how the filing of a bankruptcy
affects the privacy of consumer information. The study will consider how these
privacy interests are affected by the public availability of such information, while
considering the need for access to this information and the accountability in the
bankruptcy system. We recognize that the interrelationship between privacy and
bankruptcy is an important issue and we commend the agencies for undertaking
such a study and for inviting public comment from all interested parties.

CUNA is the country's largest credit union advocacy organization, representing
approximately 90% of the nation's 10,500 state and federal credit unions. This
letter reflects the opinions of those credit unions and the opinions of CUNA's
Consumer Protection Subcommittee, chaired by Kris Mecham, CEO of Deseret
First Credit Union, Salt Lake City, Utah.

With regard to disclosing bankruptcy information, credit unions recognize that
there is a general heightened concern about the privacy of consumer information.
CUNA was actively involved during the Congressional debate last year regarding
the privacy provisions of the Gramm-Leach-Bliley (Act) and has worked with
several federal agencies that were charged with drafting the regulations required
under the Act. CUNA has also been actively involved at the state level and, with
our affiliated state credit union leagues, has worked with the various legislatures,
which have also considered this issue. We have worked hard to ensure that the



new privacy laws and regulations adequately balance the privacy needs of
consumers while allowing credit unions to continue to provide their members with
high quality service and products in an efficient manner.

We realize that most people are devastated when they realize that they have to
declare bankruptcy. For them, bankruptcy is a defeat and a declaration that they
can no longer survive financially unless they pursue this course of action. They
often realize that bankruptcy will cause financial losses for others and a general
loss of trust. This realization adds an emotional element to the bankruptcy
process.

However, people under such circumstances are fortunate in one sense because
the current bankruptcy laws, while not perfect, provide them with protections and
an ability to reshape their financial lives in an effort to secure a more prosperous
future. Credit unions are willing to work with their members who face such
circumstances in order to help them through this difficult process and to help
them secure a more promising financial future.

Although credit unions are compassionate towards their members who are forced
to declare bankruptcy, credit unions, as creditors, need unfettered access to all
information that is submitted by the debtor during the bankruptcy process. These
debtors must give full disclosure of their financial information because with this
information, creditors can adequately minimize any losses they may suffer
through no fault of their own. Creditors are entitled to this information in order to
protect their interests, and this access to the information clearly outweighs the
debtor’s potential loss of privacy.

The possible loss of privacy should come as no surprise to debtors. If debtors
are unable or unwilling to fulfill their financial obligations, they should expect to
have their financial obligations carefully scrutinized by any creditor that may
suffer a financial loss as a result of their inability to pay. The debtors’ attorneys
should also explain this potential loss of privacy when advising their clients as to
whether bankruptcy is the appropriate course of action. Debtors, in consultation
with their attorneys, may then factor this possible loss of privacy into their
decision to the extent they deem appropriate.

A person who files for bankruptcy must provide detailed financial information,
which is incorporated into the schedules that are filed with the bankruptcy courts.
These schedules contain a listing of income and debts and credit unions rely on
the information for purposes of protecting their interests. Credit unions and other
creditors use this, and other information obtained from the debtor’s attorney and
during the meeting of creditors, to determine what type of bankruptcy was filed
and which debts were discharged, reaffirmed, or paid outside of the bankruptcy
plan. Creditors also use this and all other available information to ensure that the
bankruptcy is properly administered.



In certain situations, these disclosures benefit debtors. Under current law in
some jurisdictions, and in legislation currently before Congress, debtors may be
permitted to reaffirm their debts in order to continue their creditor relationships.
Courts often require significant disclosure of information as part of this
reaffirmation process.

Credit unions also review the information in the bankruptcy schedules for
possible indications of fraud. If such indications of fraud are present, credit
unions may then proceed with adversary proceedings, which may lead to a
judgment and relief from the automatic stay. These efforts to legally pursue
collection would be hampered if the creditors’ access to the information were
restricted.

Credit unions would also not support any additional restrictions that could affect
the bankruptcy trustees’ ability to collect additional information. The trustees
should have discretion to determine the information they need to ensure that they
can adequately fulfill their duties of accounting for all the debtor’s assets and to
ensure that creditors receive any payments they may be entitled to. Credit
unions have confidence that the trustees are currently collecting the information
they need in order to administer the bankruptcy cases.

We believe the entry of commercial firms into the business of aggregation and
disseminating information could reduce the cost of bankruptcy and enhance the
availability of essential information. However, credit unions recognize the need
for proper limitations to ensure the necessary safeguards and could support a
general prohibition on the sale or other distribution of a debtor’s financial
information to those with no legitimate need for it.

The ability to obtain bankruptcy information electronically will be of benefit to
many credit unions because it will reduce the costs associated with traveling to
the courthouse and the costs of copying the necessary information. Although the
evolution of technology and the Internet has greatly facilitated access and
enhanced the accuracy of bankruptcy information, we recognize that this has to
some extent compromised consumer privacy. For this reason, credit unions
could possibly support some modest restrictions to the access of information that
is submitted as part of the bankruptcy process. One example is restricting the
public availability of information regarding the health of the debtor. Again, we
must make it clear that such restrictions would only be acceptable as long as it
does not in any way impact a credit union’s ability to have unfettered access to
all the information they need.

If bankruptcy information is available electronically, it may be acceptable to
secure this information by requiring the use of a password. Restricting this
information to only those with a legitimate interest should minimize the misuse of
such information. Specifically, we recognize that social security and account
numbers may be especially sensitive and could be used by others for fraudulent



purposes. However, this risk may be minimal because those interested in
committing identity theft crimes are generally not interested in assuming the
identity of a person in bankruptcy, and financial institutions typically close out the
account or change the account numbers of bankrupt persons.

In sum, if restrictions are imposed that would prohibit such information from being
publicly available, electronically or otherwise, it is imperative that creditors,
including credit unions, have continued access to the information for the reasons
stated above. In particular, debtors have often changed names or provided
incorrect names on applications. In these situations, social security numbers are
the only means to determine which accounts at a credit union are being affected
by the bankruptcy.

Thank you for the opportunity to comment on the study of how the filing of a
bankruptcy affects the privacy of consumer information. If you or agency staff
have questions about our comments, please give me a call at (202) 218-7795. In
your solicitation for comment on the study, you also requested addresses, fax
numbers, and e-mail addresses. If you need to contact us, you may send
information to my attention at 805 15" Street, NW, Washington, DC 20015 or e-
mail it to me at jbloch@cuna.com. Our fax number is (202) 371-8240.

Sincerely,

Jeffrey Bloch
Assistant General Counsel
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VIA EMAIL USTPrivacyStudy@usdoj.gov

Leander Barnhill
Office of Generd Counsdl
Executive Office for United States Trustees
901 E Street, N.W., Suite 780
Washington, DC 20530
RE: Commentson Study of Privacy Issuesin Bankruptcy Data
ChoicePoint Inc. (“ChoicePoint”) is pleased to submit these comments, regarding the
joint study by the Department of Justice, Department of Treasury, and the Office of
Management and Budget about the impact of a bankruptcy filing on the privacy of an

individua’ s consumer information that isincluded in a bankruptcy case (* Study”).

ChoicePoint is the nation's premier source of persona information to the insurance
industry and aleading provider of decison-making intelligence to busnesses, individuds and
government. Through the identification, retrieva, sorage, andyss and ddivery of data,
ChoicePoint serves the informationa needs of the property and casudty insurance market; life
and hedlth insurance market; private businesses, including Fortune 1000 corporations, asset-
based lenders and professona service providers, and, federa, state and local public sector
agencies. ChoicePoint is also the largest provider of persond information products to

employersfor pre-employment background screening purposes.



Continued access to bankruptcy filings isimportant to ChoicePoint. As described
below, ChoicePoint relies upon information contained in public records, including bankruptcy
filings, to provide many products and services which promote the greater good of society by

enhancing public safety and persond security and fostering economic activity and growth.

At ChoicePoint, protecting the privacy of dl persona information, including persond
information contained in bankruptcy filings, isapriority. As described below, ChoicePoint
adheresto dl gpplicable laws and industry-initiated sdf-regulatory principles that govern the
collection, use, and disclosure of persond information. In addition, ChoicePoint has been and
continues to be an industry leader in adopting strong consumer privacy protections that go

beyond the legd requirements.

Continued Access to Public Records, | ncluding Bankruptcy Filings, |'s | mportant

for the Greater Good of Society.

Under the Bankruptcy Code, papers filed in connection with a bankruptcy case aswell
as bankruptcy courts dockets, are public records' and are available in an automated database?
Higoricdly, information has been placed in public records, including bankruptcy records,

because its avail ahility served important or compelling public purposes, including public

' 11U.S.C. §107(a). (“Except as provided in subsection (b) of this section, a paper filed in a case under this
title and the dockets of a bankruptcy court are public records and open to examination by an entity at
reasonabl e times without charge.”)



confidence in the judicid system. There is awell-developed tradition of commercia use of
public records, including bankruptcy records. Publicly available bankruptcy files contain the
following categories of persona information obtained by ChoicePoint: debtor’s name, address,
and Socid Security Number, and information regarding the debtor’ stotd (rather than individud)

asxts and liahilities.

ChoicePoint does not rely solely upon bankruptcy records as a source of name,
address, and Sociad Security Number. Persond identifiers are used to match personal data
contained in digparate sources and are critically important in ensuring thet reputable, reliable,

and accurate information is ddlivered for sengtive decisons.

The information industry, including ChoicePoint, uses persond information, including
Socid Security Numbers, to combat identification theft. Without certain identifying information,
such asa Socid Security Number, it is much more difficult to verify whether an individua iswho
he dams heis, to match the right person with the right data; and to identify the correct individua
in response to arequest for data. Efforts to minimize and guard againgt identification fraud
would be crippled if private sector information repositories could not use persond identifiers,

such as Socid Security Numbers, to detect and guard againgt identification fraud.

2 Bankruptcy records are now available via the automated online PACER service (Public Access to Court
Electronic Records). Administrative Office of the United States Courts, Report to Congress on the Optimal
Utilization of Judicial Resources, 29 (Feb. 2000).




In addition to using persond information in an effort to prevent identification fraud,
ChoaicePoint uses bankruptcy records to create products and services used by legd firms,
private investigators, insurance investigators, police, government agencies, and many othersto

make decisons that matter including the following:

Identifying and verifying the assats of a person (or busness): ChoicePoint does not

obtain information from bankruptcy files describing debtors individua account
information, but, instead, obtains information regarding debtors totd assets and
ligbilities. Thisinformation is useful, for example, in locating assets in connection with
child support cases and verifying that an individua has accurately represented his or her

assetsin court proceedings.

Locating individuas and busnesses: Persond information included in bankruptcy

records may aso be used to help locate individuas and businesses in connection with
fraud cases, to track down individuas whose child support payments are in arrears
(“deadbeat dads’); to locate missing persons such as kidnapped or runaway children,
heirs, pension beneficiaries, witnesses, and prospective organ donors, and, for law
enforcement purposes (e.g., locating ball jumpers or fugitives with outstanding

warrants).

Deved oping background information on a person or on abusiness: ChoicePoint isthe

largest provider of pre-employment background screening servicesin the U.S. Public



records, including bankruptcy records, may provide critical information for employers
consdering an individua for certain pogitions. ChoicePoint is aso aleading provider of
online and on-demand public records, including bankruptcy records, for due diligence

information services to secured lenders, legd, and professond service firms.

| nvestigating insurance clams and subrogation cases. ChoicePoint may provide

bankruptcy information to insurance companies in connection with fraud investigations.
Reducing the instances of fraudulent insurance daims benefits al insureds by keeping

premiums down.

Conducting pre-trial preparation: Representatives of the lega community rely upon

ChoicePoint products and services for trid preparation such as locating witnesses and

finding asts

ChoicePoint Protectsthe Privacy of Consumers Personal | nfor mation.

All of ChoicePoint’ s products are subject to important privacy protections provided by
federa and state laws, such as the Fair Credit Reporting Act (“FCRA”)? and its State law
counterparts and/or self-regulatory standards. A founding member of the Individua Reference
Services Group (*1RSG”), ChoicePoint adheres to the IRSG Self-Regulatory Principles which

have been gpproved by the Federd Trade Commission.

® 15U.SC. §1681et seq.



To underscore our fundamenta commitment to privacy and our vision that good privacy
is good business -- for ChoicePoint, for our customers and for consumers -- we have adopted
comprehensive, state-of-the-art privacy principles which we gpply in addition to the privacy
protections mandated by law or sdf-regulatory principles. ChoicePoint supports fair information
practices sandards including a robust consumer notice, choice, consumer access and
correction, data qudity, and meaningful overdght and remedies. Thesefar information

practices are the foundation upon which our Privacy Principles are built.

In addition, ChoicePoint is one of the few companies, if not the only mgor company, in
the nation that has created a specid committee within its Board of Directors devoted exclusvely
to privacy issues, and in particular, to overseaing the implementation and future devel opment of

our privacy principles.

Our commitment to privacy is dso demongrated by our extensve adminidrative,
physical, and technological security measures. For example, ChoicePoint takes steps to protect
information from unauthorized access by written security policies;, employee background
screening; employee confidentidity agreements; security training; secure facilities (e.g., restricted
access, access codes); the use of encryption and firewal technology; monitoring
employee/contractor/subscriber compliance; and audits. ChoicePoint aso regularly undergoes

review of its security policies and procedures.



ChoicePoint also follows strict procedures to determine that subscribers are reasonably
identified, meet qudifications that establish them as gppropriate users, and agree to terms and
conditions prior to accessing information. ChoicePoint follows a procedure to establish that the
user is an established professona or commercid entity. Access requires user identification and
user passwords. ChoicePoint does not provide access to members of the generd public. We
a0 require users to agree to use the information gppropriately or risk termination of ther

access,

ChoicePoint gppreciates the opportunity to submit comments on the Study. Please

contact me if you have any questions regarding this submission.

Sincerdly,

J. Michad de Janes

General Counsdl and Secretary
ChoicePoaint, Inc.

1000 Alderman Drive
Alpharetta, GA 30005

(T) (770) 752-5745

(F) (770) 752-5939

(E) michael.dejanes@choicepointinc.com




Beforethe
Department of Justice
Department of the Treasury
Office of Management and Budget

Inre

Study of Privacy Issues :
In Bankruptcy Data ; September 21, 2000

Comments from Richard Blumenthal,
Attorney General of the State of Connecticut

Thank you for the opportunity to respond to your solicitation of public comment in regard
to your study of how the privacy of interests of debtorsin persona bankruptcy cases are affected
by the public availability of information about them in those cases. At the outset, | commend the
separate comments filed by the National Association of Attorneys General to your consideration,
because they well highlight the plethora of issues raised in any discussion of consumer privacy in
the context of Internet access to consumer information contained in bankruptcy filings.

As you may know, | have gone on record time and again in varying contexts to support
the need for the protection of personal privacy in today’s increasingly connected world. Indeed,
what distinguishes the state from other creditors who may comment here on these issues in the
bankruptcy context is that the state also has a duty to protect the debtors themselves, to ensure
that the loss of privacy which is necessitated from their filing for bankruptcy does not require
them to surrender any privacy rights beyond that which is required to make the bankruptcy

system function honestly and responsively.



Still, as a governmental unit seeking to protect the public funds, which may clearly be
impacted by a bankruptcy of one of its taxpaying citizens, the state also has a strong concern that
the identity of such individuals and any liability they have to the state be readily determinable.
For example, | am concerned that in our role as protector of the public interest we are able to act
promptly to identify filers who have trampled on consumer rights or who have violated
environmental laws, but seek to use the bankruptcy process to avoid the consequences. Clearly,
access to bankruptcy records on the Internet has proven to be a magjor benefit and time-saver to
states which often have interests in bankruptcy cases around the country but lack the financial
resources or staff to travel to those courts.

Given dl of theissuesinvolved, | believe that the study now being conducted by the
Department of Justice is timely and important to help ensure that technology advancementsin
the legal field promote justice but at the same time, do not unfairly jeopardize the ability of
individuals to control the uses to which the information obtained about them is put.

That iswhy | look forward to participating further in this process as specific proposals

take shape.

RICHARD BLUMENTHAL
ATTORNEY GENERAL

55 Elm Street

Hartford, Connecticut 06106

Tel: (860) 808-5318

Fax: (860) 808-5387
Richard.Blumenthal @po.state.ct.us



Barnhill, Leander

From: s e kurlansky [sekurl@hotmail.com]
Sent: Friday, September 22, 2000 2:28 PM
To:  USTPrivacyStudy

Cc: oldsalt609@hotmail.com@inetgw

gentlemen/ladies,

| have always been sensitive to the use/abuse of personal identification
information. | sincerely believe that no one should have access to the
number which identifies any person's financial records and history from a
single identifiable number.

While | theoretically believe that the socia security number should only be

used by the Soc. Sec. Admin., | am practical enough to realize that with

I.R.S. tacking on to it, thisis no longer a practical position. However, |

feel that no other agency should have accessto useit. THERE SHOULD BE A

SEPARATE PERSONAL IDENTIFICATION NUMBER ALSO ASSIGNED TO AN INDIVIDUAL WHICH
COULD BE MADE PUBLIC WITHOUT VIOLATING AN INDIVIDUAL'S PRIVACY.

This second number could be also a person's permanent passport number and
serve amultiple of purposes whether it is could the PERSONAL IDENTIFIER or
some other name.

However, the biggest concern | have is the posting this number on a public
record and it becoming available to the world viathe Internet. | sincerely
hope you might agree.

Please give this some consideration in your study.
Thank you,

steve kurlansky
sekurl @hotmail.com

Get Your Private, Free E-mail from MSN Hotmail at http://www.hotmail.com.

Share information about yourself, create your own public profile at
http://profiles.msn.com.

9/27/2000
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Barnhill, Leander

From: mary jeffery [mejeffery.esq@juno.com]

Sent: Friday, September 22, 2000 10:38 AM

To: USTPrivacyStudy

Subject: Comments of the Study of Provacy Issues in Bankruptcy Data

In response to the UST's request for comments concerning privacy in
bankruptcy, there is a particular and pressing need for protecting the
privacy of victims of domestic abuse.

Abusers often will attempt to use whatever means they can to control
their victim, which creates specific needs for privacy. In fact, the
fear of information being obtained by an abuser might lead an abused
person to forego much needed relief in bankruptcy.

Even under the current system, all debtors must provide their names,
addresses and social security numbers on a petition, which is then made
available to the public, including anyone who might use the information
to further terrorize avictim.

For the victim of domestic abuse, the bankruptcy system should provide
protection and confidentiality, particularly of the whereabouts of the
victim. This could be accomplished by creating alock box system for
receivng mail using the US Trustee's (or some other neutral party)
address for the victim on the petition.

Protecting the confidentiality of the victims of domestic violence will
allow them to use the bankruptcy process without fear of further exposure
to violence, and will allow them access to the fresh start they often

need following the bad experiences they endured.

Further, any distribution by anyone of information related to the
bankruptcy of avictim of violence is obviously more troubling than in
other contexts. It isjust such potential problems that dictate the
these practices be stopped.

Thank you for this opportunity to address these issues.

Mary Jeffery, Esquire

1325 Spruce Street
Philadelphia, PA 19107
(215) 546-6123

(215) 546-7795 fax
MEJeffery_esg@yahoo.com

9/27/2000
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Mr. Leander Barnhill “RECUTIVE OFFICE FOR
- Office of General Counsel JSCTRUSTEES

Executive Office for United Saes Trudtess
901 E Street, NW

Suite 780

Washingon, DC 20530

Re: Commats on Sudy o Privacy Isues in Bankruptey Data

Dear Mr. Barnhill:

This comment letter is filed on behalf of the Consumer Bankers Association (“CBA™)’ in response
to the request by the Depatmeant of Judice the Depatmant of Tresary, and the Office of
Maregamat ad Budggt (the “Agendes’) for public comment in comnedion with ther dudy of
finendd privacy ad baknuptcy (the “Sudy”).

The Agades ae reponding to a component of the “ClintonrGore Han to Enhance Conumers
Frendd Privacy” by sudying “how bet to hende privacy isues for senstive finendd
informetion in benkruptcy records’ induding “the privacy impadt of dedronic avallabllity of
detailed barkruptoy records  containing finendd  infomdtion of  wulngrdble  debtors”  We note thet
the Agendes have propossd a broad dudy. We ae paticlaly pessed thet, & the outse, the
Agandes recognize the nesds of may paties for continued aocess to finendd  information in
pasond barkrupicy cases CBA  gopredaes the opportunity to  contribute  comments for
conddardion in the Sudy.

In General

Sation 107 of the Bankrupicy Code (the “Code’) renuires thet “a peper filed in a cae under [the
Codd ad the dockds of the berkrupicy cout are public records and gpen to examindion by an
ety & ressoncble times without charge.” There ae only two indances in the Code when the
berkruptcy cout may dedine to meke information publidy avaldde (1) if the information is “a
trade soret or confidentid ressarch, devdopmet, o commerdd informaion” or (2) to “praotet a
person with repedt to scanddous o defamaiory matter” Therdorg the law requires al
informetion filed in connection with a barkruptcy procesding, such & a ddbtor’'s name  address
and account numbers, be made publicly available.

Jnformation filed in connection with a bankruptcy proceeding is made publicly available for several
important reasons. Most fundamentally, public availability of judicial records and information is a
cornerstone of our judicial system dating back to common law and embodied in our Constitution.

! The Consumer Bankers Association is the recognized voice on retail banking issucs in the nation’s capital  Member institutions arc the
leaders in consumer finance (auto, home equity and education), electronic retail delivery systems. bank sales of investment products,
smal] business services. and community development. CBA members include most of the nation’s largest bank holding companies as

well 35 regionals and hold two-thirds of the industry’s total assets.
I US e 107(a),

“1d at 107(h)

Leaders In

. . 1000 Wilen Boulevard  Suite 2500 Arlinglon VA 22209-3912 Tel 7032751750 Fax 703-528-1290  Internet ww.w charer 37z
Reteail Banking
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As a practical matter, Congress and the courts have also recognized that creditors and other parties
must have access to bankruptcy information in order to participate effectively in a bankruptcy case,
In fact, Congress and the courts have specificaly noted that information filed with the bankruptcy
court must be made avalable to al entities and individuas so that they may more effectively
manage credit risk and conduct business transactions.

Common Law and the Congtitution

The Agencies are studying an aspect of our judicid system which is grounded in the common law
and the United States Congtitution. The judicid system in the United States has maintained a
tradition of public access to judicid proceedings and documents. This tradition indills a public
trust in our judiciary. It adso dlows the public to monitor and check a system with no direct
accountability to the people. In fact, relying on both common law tradition and the Contitution,
the Supreme Court has repeatedly upheld the public's genera right to “inspect and copy public
records and documents, including judicial records and documents’ (emphasis added).* In support
of its conclusion, the Court emphasized that a “citizen's desire to keep a watchful eye on the
workings of public agencies’ has been recognized as a ftraditiona judtification under common law
to dlow access to public records.” The Court has aso stated that the First Amendment's
“guarantees of speech and press. . prohibit government from summarily closing courtroom doors
which }ga[ve] long been open to the public,” fostering public trust in the judicid sysem and public
affairs.

By enacting section 107 of the Code, Congress “codiflied] the public's generd right under

common law to inspect and copy public documents.”” This general right to access is not absolute
and Congress specified only two circumstances when the right of public access to bankruptcy
information must yield to the need to protect sensitive information.” In drafting section 107(b) of
the Code, Congress granted bankruptcy courts the ability to protect information “with respect to a
trade secret or confidentia research, development, or commercia information” as well as
“scandalous or defamatory matter” which may be filed as pat of a bankruptey case.!® As a reut,
unless a party in interest or the bankruptcy court can demonstrate that information filed in a
bankruptcy case fdls within one of these narrow exceptions, information must be made available to
the public pursuant to section 107(a) of the Code.

 Nixon y. Warner Communications, 435 U.S. 589, 597 (1978).

% 1d. at 597-98

* Richmond Newspapers, Inc. V. Virginia, 448 U.S. 555, 576 (1980).

72 Collier on Bankruptcy 9 107.02. (Lawrence P. King ed., 15™ ed. 2000).
¥ see, @ g Globe Newspaper Co v, Superior Court, 457 1J §, 596 (1982).

’ For a discussion of the constitutionality of the exceptions in 11 US.C. 107(b). and the judicial traditions supporling such exceptions,
see William T Bodoh & Michelle M Morgan, Frorective Orders in the Bankruptcy Court: The Congressional Mandarte of Bankrupicy
Code 107 and /ts Constitutional Implications, 24 Hastings Const. L., 67, 90-94 (I 99)

W] u.s.c. 107(b)




September 22,2000
Page 3

As the Agencies study the public availability of bankruptcy information, we urge them to consider
these important judicia and condtitutional traditions which alow for public access. As a matter of
common law tradition, and congtitutional guarantee, the information the debtor files to justify
obtaining bankruptcy relief must be made available to the public, Only if the public has access to
that information can confidence in the fairness of the system and the propriety of the relief be
established and maintained. Therefore, the information must be available to researchers, scholars,
and policy makers. Perhaps most fundamentally, the information must be available to any member
of the public who may wish to access it for their own purposes, such as to influence the policy
making process or as a monitor on the judiciary.

Creditors Practical Need for Information

The Bankruptcy Code provides individuds who have voluntarily entered into a legaly binding
agreement, for the purpose of borrowing money from a lender, the opportunity to invoke a federa
statute to eliminate the contractual obligation to repay that debt. The mere filing for bankruptcy
dlows the debtor to obtain the automatic stay which provides significant protections to the debtor
a creditors expense. This relief is provided virtudly on demand — one of the only things the
debtor must do to obtain the relief is to file the information detailing certain aspects of the debtor's
finances.

The information filed by a debtor in connection with a bankruptcy case is essentia to creditors who
must use the information to determine whether and how to participate in the bankruptcy case. In
fact, in most circumstances, the information filed by the debtor provides creditors the only basis for
concluding whether they are entitted to any recovery from the debtor before the creditors

contractual rights are forever terminated. Due to the importance of the information, it is imperative
that a creditor continue to have access to adl bankruptcy information, with no redrictions, when that
creditor's rights may be affected by the bankruptcy case.

The full range of bankruptcy information also is important to creditors that may need to consider
relevant information, such as a bankruptcy filing, when evaluating financid and other risks.
Congress has consistently recognized this need for access to data related to bankruptcy as part of
far and accurate risk assessment.”

Bankruptcy courts also recognize the need for bankruptcy information in the private sector:

“A bankruptcy filing is highly pertinent information to commercia

enterprises..  Businesses must make daly decisions about entering into  credit
transactions with members of the public. The legitimate financia interest of
busnesses will be frustrated if the filing of a bankruptcy case is maintained on a
confidentidl bass. The need of the public to know of the filing of the bankruptcy
case. .outweighs the debtors desre to avoid the embarrassment and difficulties
attendant to the filing of bankruptey.'*”

“See 15 U.S.C. 1681(a)(l), 1681¢.

Inre Laws, 1998 WL 54182 I, at *715 (Bankr, D. Neb, |998). See also In 1 Orion Picturcs Corp | 21 F.3d 24 (2d Cir. 1994),
Simmons v Deans, 935F 2d 1287, 1991 WL 106160 (4"’ Cir. 1991).
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Not only is it important that the private sector have access to bankruptcy information, but the
information must be in a form that guarantees the highest level of accuracy and consistency. The
need for relisble data relates directly to the Agencies desire for comment on the use of persond
identifiers in bankruptcy cases, such as account numbers and Socid Security numbers. These types
of identifiers are of vita importance. Creditors must have access to these reliable identifiers, as
they do today, in order to determine whether a particular bankruptcy case relates to a specific
individua. Other more basic identifiers, such as name and address, smply are not reliable enough
by themselves to establish a debtor's relationship with a creditor or other entity. Common names
provide no reliability as to the holder of the account. Addresses provide only a minima level of
reliability as people change address often or list severa addresses (eg. a business address) on their
accounts.

Not only will the lack of reliable identifiers severely hamper creditors ability to conduct business,
but the restriction on the availability of consumer identifiers will harm consumers as well. For
example, without identifiers to ensure a match between a consumer and a bankruptcy filing (eg. a
Socid  Security number), one consumer’s information could be erroneoudy associated with a
consumer who has a smilar name or address. Use of the more religble identifiers, such as the
Socid Security number, generdly ensure that information is maiched with the appropriate account.
Redrictions on access to the Socid Security numbers, or other reliable identifiers, of debtors filing
for bankruptcy will virtualy ensure a new increase in indtances where the bankruptcy tilings of
some debtors are erroneoudy associated with  consumers who have never filed for bankruptcy. Not
only would the debtor filing for bankruptcy need to endure additiona frustration and headaches
with respect to an dready troubling sStuation (i.e. the bankruptcy), but consumers who have
nothing to do with a bankruptcy may suddenly find themselves having to restore inadvertently
adjusted accounts and tarnished credit histories.

Although creditors have an obvious need for accurate and complete information, it is aso
important to note that many entities play a key role in ensuring that bankruptcy records are made
avalable to creditors, researchers, lawyers and others in an efficient manner. For example, public
record retrievdl companies gather many types of public record information, including bankruptcy
records, and make the information available more efficiently than can be achieved through other
retrieval mechanisms. Not only is this an important service for those in the private sector, but it
reduces the pressure on bankruptcy courts themselves since they generdly do not have the
resources to efficiently respond to requests from every paty who may be interested in viewing
each bankruptcy case.

Credit bureaus are similar to record retrieval sarvices in that credit bureaus obtain credit-related
information, including bankruptcy information, and compile it for use in credit reports. In order to
manage credit risk, creditors rely on information provided by credit bureaus when evauating a
consumer’s application for credit. In order for creditors to have the most reliable information
possible, it is critical that credit bureaus have access to complete, relisble, and up-to-date
information.  If credit bureaus are denied access to any information filed in connection with a
bankruptcy proceeding, it could severely damage the quality of credit reporting in the United States
which, as Congress has recognized, would “directly impair the efficiency of the banking system.”'’

15u.s. € 1681(a)()
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Conclusion

A combination of common law ftradition, constitutional guarantees, and practica redities have
supported the notion that information filed as pat of a bankruptcy proceeding should be publicly
available. Such information must be made available to the public as a whole as a fundamenta
tenant of our judicid system. Judicid records and documents must be available to the public in
order to ensure the fairness and reliability of the bankruptcy system itsdf. Furthermore, the
information is necessary for those who are or may be affected by a debtor filing for bankruptcy.
Congress, recognizing these redlities, codified the requirement that bankruptcy information was to
be made public. In determining that certain information (i.e, trade secrets and defamation matters)
be inaccessble, we believe that Congress considered the privacy implications of al information
and decided that bankruptcy information be public,

Findly, we cannot stress enough that as the Agencies consider various proposals in connection
with the Study, it is essentid that the Agencies ensure that no changes are recommended that would
limit the type or compromise the quality of bankruptcy information that the public, including
creditors and other businesses, is entitled to receive.

* * * * *

CBA is very appreciative for the opportunity to provide our comments with respect to the Study. If
you have any questions concerning this comment letter, or if we may otherwise be of assistance in
connection with this issue, please do not hesitate to contact me. | can be reached by phone (703-
216-3873), facsimile (703-525-0488) or email (msullivan@cbanet.org).

[ i SAL

Marcia Z. Sullivan
Director, Government Relations
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o
Re: Comments on Study of Privacy Issues in Bankruptcy Data (the “ Study™) S w

Dear Mr. Barnhill:

Bank of America Corporation (“Bank of America’) appreciates the opportunity to respond to
the Request for Public Comment on Financid Privacy and Bankruptcy, which was published
inthe July 31, 2000 Federd Regigter by the Department of Justice, Department of Treasury
and Office of Management and Budget (collectively, the “ Study Agencies’). Bank of
America, with $680 hillion in total assets, is the sole shareholder of Bank of America, N.A.,
the largest bank in the United States, with full-service consumer and commercia operations
in 21 gates and the Digtrict of Columbia. Bank of America provides financid products and
sarvices to 30 million households and two million businesses, aswell as providing
internationa corporate financid services for clients doing business around the world.

Bank of America, as a member of the consumer lending community, strongly advocates
continued electronic access to information about the bankruptcy filings of its customers and
potentid customers. Only when such information is available in atimely, accurate and
economica manner can consumer lenders act in accordance with federa law in curtailing
certain actions following the filing of a bankruptcy. Adequate access to complete financial
information about bankrupt debtors is aso an essential component of a creditor's ability to

participate meaningfully in the bankruptcy case and to ensure the protection of vauable lega
rights.

Bank of America participated in the American Bankers Associaion's (“ABA™) formulation
of a comment responsive to the Study. The ABA letter succinctly outlines some of the
practical issues presented by the Study and describes the likely impacts on various parties,
including debtors, if public access to bankruptcy information is curtailed. Bank of America
fully supports the views articulated by the ABA. The comment letter prepared by the
Consumer Bankers Associaion (“CBA”) smilarly provides an excdlent andyss of existing
legidation and addresses the forfeiture of certain financid privacy rights by those who seek

bankruptcy protection. Bank of America adopts the opinions included in the CBA comment
|etter.
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Without limiting the scope of its support for the postions explained in the ABA and CBA
letters, Bank of Americawould like to reiterate severd key points and issues facing the
lending community in connection with any debate on public access to bankruptcy
informetion:

+ Congress expressly legislated that bankruptcy papers filed in a case constitute public
records and are to be “open to examination , . . at reasonable times without charge.*’ 11
U.S.C. § 107. Theredity that bankruptcy datatraditionaly has been difficult and
expengve for creditors to obtain demondrates an higorica failing in the practica
adminigration of the federd bankruptcy system. The flaws of the past should not serve
as a model to guide the future.

+ Enhanced access to public bankruptcy records alows creditors to promptly recognize
bankruptcy filings and to modify ordinary collections activities to comply with the
automatic stay. Prior to the availability of eectronic access to bankruptcy records,
creditors faced numerous impediments in attempting to comply with bankruptcy laws.
First, debtors frequently fail to use correct addresses for their creditors. Debtors often
transmit bankruptcy notices to a “payment only” address, to the address of a corporate
afiliate or to the stale address of a predecessor in interest. Without electronic access to
bankruptcy records, creditors usualy learn of an incorrectly addressed notice only after a
stay violation has occurred. Even when a bankruptcy notice is correctly addressed,
mailing the notice assures inevitable processing delays at the Clerk of Bankruptcy
Court’s Office, with the United States Postal Service and in the mall room of each
creditor.

o Consumers seeking bankruptcy relief are afforded an unusud reprieve from the lawful
collection efforts of creditors.. A debtor, who completes his or her bankruptcy and
obtains a discharge, receives the extraordinary benefit of having legitimate debt
substantially modified or wholly eradicated. Such benefit is beyond the scope of legal
rights contemplated by the parties contract and incorporates remedies that subsume
traditiona lega avenues of debt enforcement. Complete access to information related to
the debtor’s financid Stuation is essentid to a creditor’s ability to meaningfully
participate in the bankruptcy process prior to the termination or modification of its legd
rights.

Bank of America strongly believes that the administration of consumer bankruptcy cases has
been and will continue to be vastly improved by the gpplication of technology sources that
enhance the public’ s access to bankruptcy information. Thisimprovement inures not only to
the financia benefit of creditors, but aso asssts consumer debtors in achieving more
immediate recognition of the legd effect of their bankruptcy filings. Electronic
dissemination of bankruptcy data, especidly through third parties retained by ingtitutiona

' A paty in interet may reguest the imposiion of limited exceptions to the “open examination” of bankruptcy
papers. The exceptions rdlate to trade secrets, secret or  confidentid  research, development or  commercia
information  and  information of a scandelous or defamatory.naiure. Accordingly, the exceptions ae not relevant
to the Study.
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lenders, dso relieves the administrative burden of the Bankruptcy Courts, which would
otherwise be responsible for responding to creditor inquiries about individua cases.

Bank of America appreciates the opportunity to participate in the Study Agencies comment
process. If you have any questions regarding our comment, please contact Karen S.
Williams, Associate Genera Counsd, a (704) 386-9647.

(A= O

Patrick M. Frawley
Director, Regulatory Relations
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September 18, 2000

Leander Barnhill

Office of General Counsdl

Executive Office for United States Trustees
901 E Street, NW Suite 780

Washington, DC 20530

Re:  Commentson Study of Privacy Issuesin Bankruptcy Data
Prepared by the Privacy Rights Clearinghouse and Electronic Frontier Foundation

Dear Leander Barnhill:

The Privacy Rights Clearinghouse and the Electronic Frontier Foundation are pleased to respond to the
Survey conducted by the Department of Justice, Department of the Treasury, and the Office of
Management and Budget (the "Study Agencies') regarding the intersection of bankruptcy law and
privacy issues.

The Privacy Rights Clearinghouse (PRC) isanonprofit consumer information and advocacy
program based in San Diego, Cdifornia. It was established in 1992, and since that time, we have
counseled thousands of consumers on avariety of privacy-relaed issues. Issuesinclude identity theft,
credit reporting, telemarketing, "junk” mail, Internet privacy, medica records, and workplace issues.
The PRC responds to consumers through a hotline, written guides and aweb ste that is continualy
updated to include testimony given by the PRC in both state and federa forums on pending privacy
legidation and adminidrative policy. See www.privacyrights.org .

At the core of the PRC's information and education program isthe belief that al individuds have the
right to control how their persond information is disseminated and used. Thisright is particularly
important when the information a dake is persond financid information. Thisright to privacy should not
be surrendered smply because of unfortunate circumstances that leed an individud into bankruptcy
court. While the loss of control over persond information can be viewed in various ways with any
number of results, the crime of identity theft isamost tangible result of the unfettered flow of persond
information. For that reason, our comments are directed primarily toward this crime, dthough, as we
later discuss, easy access to sengitive information will aso make vulnerable debtors easy targets for a
variety of scams.

Before responding to some of the specific questions posed in the survey, it seems appropriate to share
some important facts on the increasing crime of identity theft, which is certain to be fueled by easy, on-



line access to persond financid information such as that required in connection with bankruptcy
proceedings. Fird, the variations on identity theft are limited only by the imagination of the thieves
involved. It occurs when someone uses bits and pieces of persona information about an individua, often
the Socid Security number, to represent him or hersdf as that person for fraudulent purposes.

The thief may use persond information to obtain a credit card, aloan, open utility accounts, rent an
gpartment or even to complete mgjor transactions such as purchasing acar or ahome. Based on
information obtained from a 1998 U.S. Genera Account Office report ("Identity Fraud,” Report No.
GGD-98-100BR, 1998, p.40, www.gao.gov ) and the Trans Union credit reporting agency (CRA), the
PRC egtimates the number of victims of identity theft this year aone to be 500,000 to 700,000.

A recent study conducted by the PRC in coordination with the U.S. and California consumer
organizations U.SPIRG and CALPIRG (Public Interest Research Groups) describes many of the
problems and frudtrations experienced by victims of identity theft. This study is available through the
PRC web site at www.privacyrights.org/ar/idtheft2000.ntm . Asthe study notes, victims of identity theft
often spend years restoring their financid hedth, and in extreme cases, victims are astonished to learn
that they have crimina records because an identity thief has committed crimes in the victim's name.

The Electronic Frontier Foundation (EFF) isthe leading civil liberties organization working to protect
rightsin the digita world. Founded in 1990, EFF actively encourages and challenges industry and
government to support free expression, privacy, and openness in the information society. EFF isa
member-supported organization and maintains one of the most-linked-to Web sites in the world. See

www.eff.org .

We join PRC in submitting these comments to highlight that bankruptcy proceedings are yet another
areain which the law has falled to protect againg threats to an individuas privacy in their persona
information once that information has been transferred to a database and made available eectronically.
EFF therefore will comment specifically on the threets to privacy once persona informetion is made
avallable on the Internet as well as the threats that storage of persond information in databases can
Create.

In response to specific questions posed by the Study Agencies, the PRC and EFF offer the following
comments.

(1.5) Arecertain types of data more sensitivethan others; that is, aretheretypes of datain
which debtorswould have a stronger privacy interest? If so, which ones?

Socid Security numbers (SSNs), credit card numbers, loan account numbers, dates of birth, and bank
account numbers represent a gold mine to dishonest individuals as well as the rising number of organized
crimind enterprises and gangs that specidize in sysematic identity theft.

Asprevioudy noted, the Socid Security number isthe piece of persond information most commonly
associated with identity theft. Our experience has shown that athief, with access to no more than an
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individua's Socid Security number, can obtain a driver's license, open anew credit account, goply for a
loan, and/or obtain a copy of the victim's credit report.

A thief with accessto only one or two bits of persona information can easily use one successful instance
of fraud, such as obtaining adriver's license, to acquire a collection of credit cards and bank accountsin
the name of an unsuspecting victim. The frauds are often made easer due to the willingness of banks
and credit card companies to change an address without independent verification. The circumstances
we have described and our experience, we believe, illudtrate just how easy it now isto assumethe
identity of another for fraudulent purposes. Still another online resource for thievesin the form of
electronic bankruptcy information could only add to the ever-growing number of victims of identity theft.

Many of the federal bankruptcy courts make their documents available on the Internet now and a no
charge. The SSNs of those individuas who file for bankruptcy are displayed in full on many of these
web sites. This sengtive information should be redacted because of the risks of identity theft and other
types of fraud to which these individuals are exposed. See, for example, www.caeb.uscourts.gov. Click
on “Case Information,” then “New Case Filings,” and then sdect any date. Y ou will see complete
names and SSNs displayed.

Asan adde, you might think that individuas who file for bankruptcy would not be at risk for identity
theft because of their poor credit histories. But the PRC has talked with many individuas who have
negetive credit reports who have been victims of identity theft.

(1.6) How valuable isthe information in the marketplace?

The sde of persond information in the form of so-called "credit headers,” directed marketing lists and
pre-gpproved credit lists has long been big business. The widespread use of the Internet has meant that
virtudly anyone can anonymoudy obtain the most persond details of an individud's life without limitation
on how the information is used.

Asthe Study Agencies are no doubt aware, persond bankruptcy information is aready available online
from companies that specidize in salling lists and individua persond information derived from public
bankruptcy records.

= One such company, Nationd Bankruptcy Information, www.bkauthority.com, claimsto be able to
find "any document with the origind case file" which it then "compiles[into] one large database.”

= Two other companies dso offer, again to anyone, lists of people who have filed for persond
bankruptcy. One of these companies, Internationd Technologies, Inc. (www.inft.net ) damsits
"Financid Hardships' database is "an excdlent source for marketing leads.”

= A third company, Discreet Research, Inc., www.discreetresearch.com, aswell as International
Technologies, Inc., offers a number of items of persona information about bankruptcy petitioners,
including Socid Security number.




There are many more such companies, and ease of access through online availability of entire
bankruptcy fileswill surely increase the number of companies profiting from the sde of persond financid
informetion.

Highly persona information such as that contained in bankruptcy schedules would no doubt be valuable
to so-caled "legitimate” information brokers and would likdly result in annoying but rdatively harmless
intrusonsin the form of increased "junk” mail and unsolicited telephone cdls. More problematic,
however, isthe dmost certain prospect that easy online access to persond bankruptcy information will
prove a bonanza for identity thieves, unscrupulous telemarketers and fraudulent credit repair services.
Other scams directed soldly at those in desperate financid Straits include the foreclosure scam,
described in dl its variations by the U.S. Government's Bankruptcy Foreclosure Scam Task Force
(www.usdoj.gov/ust/fs03.htm ). Such scams victimize not only the debtor but the bankruptcy courts as
well by dogging the sysem with fraudulent filings.

3.A. Public Record Data

(3.6) Isthere certain information that need not be made available to the general public, but
could be made available to a limited class of persons?

The PRC and EFF recognize the long-standing principle that the public interest is served by open court
proceedings, and that, in fact, public disclosure of bankruptcy proceedingsis mandated by statute.
However, we can conceive of no public interest to be served in a system that would readily subject
individuasin bankruptcy to identity thieves and unscrupulous marketing. Accessto an individua's
persond information is obvioudy required in order for court personnel and bankruptcy trustees to do
their jobs. But, access beyond this necessity to Social Security numbers, bank account numbers, credit
card numbers and other persona information on the Internet would seem to be an invitation for abuse.

(3.8) Isthere a need to make the following data elements publicly available: (a) Social
Security numbers, (b) bank account numbers, (c) other account number s?

No. See comments to question (3.6) above. Any argument that could be made in favor of a public
interest in this very persona type of information would be far outweighed by the potentia harm that
would be done by making the information widely and easly accessble to anyone.

3.B. Non-Public Data

Neither PRC nor EFF isfully familiar with the work of bankruptcy trustees. However, as discussed
further in (4.8) and (4.9) below, we bedlieve easy online access to such records as tax returns and
reports of investigation mentioned by the Surveying Agencies as information likely to be maintained in
the files of bankruptcy trustees has the potentiad for serious harm to debtors and others as well.

4. A. Public Data



(4.1) Do debtor s have privacy interestsin information contained in public record data made
available through the bankruptcy courts? If so, what arethoseinterests? Do they vary by
data element? If so, how?

The noble principle that fairness to al who come before the courts is best achieved through open
proceedings, when coupled with technology and easy accessto persond account and other information,
has the unintended consequence of being not only unfair but potentialy destructive. The end objective of
bankruptcy court is, of course, to help restore the debtor to financid health and not to strip the debtor
of dl interests, including privacy, enjoyed by others. As we have sad, the type of highly persond
information at issue here, dthough now publicly available but difficult to obtain, will certainly prove a
gold mineto criminas if and when access becomes effortless.

4. B. Non-Public Data
(4.8) What, if any, privacy interestsliein non-public data held by bankruptcy trustees?

The Surveying Agencies cite tax returns, investigations about wrongdoing and a debtor's payments to
creditors as examples of the kinds of information maintained in the files of bankruptcy trustees. Firgt, a
person's tax return is one of an individua's most private documents. The Internal Revenue Service
closely guards the privacy of taxpayer information to the extent that accessto even IRS employeesis
only available on a need-to-know basis. A bankruptcy trusteg's files made in connection with an
investigation of wrongdoing would no doubt contain even more persona information about the debtor
that would not otherwise be accessible to anyone.

Furthermore, an investigative file might also disclose the names of people interviewed during the course
of the investigation and thereby infringe on the privacy interests of people other than the debtor. An
investigative file would be likely to include conclusions and recommendations that may never ultimately
be sanctioned by the courts. Public access to a debtor's record of payments under Chapter 13
bankruptcy just smply adds more unnecessary detail for those who have no need to know.

(4.9) If non-public data were made widely available to the public or to creditorsfor other non-
bankruptcy purposes, what might be the consequences?

The consequence of widely available non-public data maintained in bankruptcy trustee files would be
the same as that discussed in our answer to (1.5) above. Given the sengtivity of information that could
be included in non-public data, we would expect thisto result in increased instances of identity theft,
increased contacts of debtors by unscrupulous marketers, increased contacts by fraudulent credit repair
sarvices, and an increase in other schemes such as the foreclosure scams.

(4.10) Areprivacy interests affected if the distribution of non-public data bankruptcy
information isfor profit?

Y es. As soon as profits become involved, consumers will surely see aloss of privacy with regard to
ther financid records. As discussed previoudy in Section 1.6, persond information is quite valugble to
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marketers. Persond information is often used to create profiles of individuas and the more information
that is added to an individud’s profile (see Section 5.1 and 5.2 for detalls), the more that individud is
pigeon-holed into a particular demographic — rightly or wrongly. Bankruptcy information will be one
more data-point.

Compounding the problem isthat data collectors often view consumer data as their own -- and treat it
accordingly. Access to information in profiles then becomes an issue. For example, during the
discussions at the Federa Trade Commission’s Advisory Committee on Online Access and Security,
many of the marketers present felt that it was proper to limit access to consumer information by
consumers. Infact, the most restrictive view of the pand would only alow access to persond
information collected if the record itself could be changed. (www.ftc.gov/acoas.html )

5.0 What isthe effect of technology on accessto and privacy of personal information?

As discussed in our comments to question (1.6) above, persond information is a vauable commodity.
Thisis evident from the number of companies that offer online sales of compilations of persond
information characterized as mailing ligs, lead ligts, or marketing ligs. And, again, there are dready a
number of companiesthat sell compilations of persond information specificaly obtained from public
court filesin bankruptcy cases. However, asfar as we have been able to determine, such companies
offer Socia Security numbers but not yet information about credit card or bank account numbers.

If bankruptcy and trustee files are available online to the generd public, there should be some limitations
on the types of information generdly available. The public interest in open court proceedings aswell as
the privacy interests of debtors could both be served by limiting access to sengtive information to
trustees and court personnd directly engaged in the adminigtration of bankruptcy cases. This could be
accomplished by use of passwords or other means to enable those with legitimate access needs to
obtain the full text of the bankruptcy documents. For wider public access, the bankruptcy record should
be limited to adigest of the key data dements. The full text of the documents should not be available
viathe Internet to the genera public for reasons explained in previous sections.

(5.1) Do privacy issuesrelated to public record data in bankruptcy cases change when such
data are made available electronically? On the Internet? If so, how?

Privacy issues regarding public records become magnified as more and more personaly identifigble data
are made available on the Internet because the availability of such datadlows for more extensve
profiling of individuas. Profiling alows corporations to cregte detailed dossers about individuas' lives,
which can lead to creation of markets for secondary uses of that information that the consumer could
never have imagined. Few consumers redlize the long-term privacy implications of these profiling
practices.

Companies have been congtructing very detailed profiles aoout their customers, storing the information
they collect in databases where the information can be andyzed and merged with other databases.
Bankruptcy information would be just one other category of information to be used in thisway.



We are concerned that sharing and selling of persona information, including the additiond data € ements
needed for the adminigtration of bankruptcy proceedings and any resulting profiles based on that
information, can have detrimentd effects regarding activities that we take for granted in afree society,
particularly in the area of free expression. Up until recently, we have had the freedom and ability to read
and seek out information without being congtantly monitored and identified. Now, pieces of information
that had little meaning when viewed separatdly are now being aggregated, resulting in extensive profiling
of individuds.

For example, the merger of companies Doubleclick and Abacus has given the new single company the
ability to merge the online advertising database of one company with the offline direct marketing
database of the other, thus marrying the offline and online behaviors of consumers into one database.
The profiles created from information in the new database show amuch more detailed view of individua
consumer behavior than either of the separate databases could have shown aone.

Adding the persona information found in the public records from bankruptcy actions, including bank
ba ances, income, and a detailed listing of assets, will only exacerbate the Situation. Once consumers
become informed of the extensive ahilities of corporations to gather and profile consumers online
habits, including records thet indicate their level of “financid hedth,” consumers may be lesslikdly to
vigt particular web Sites, engage in e-commerce, or post to newsgroups, particularly if there are
negetive consequences, such as a potential employer gaining access to that profile and making hiring or
firing decisions based on the contents.

The dangers of profiling are well expressed by Jeffrey Rosen, professor of law at George Washington
Univerdity and author of The Unwanted Gaze: the Destruction of Privacy in America (Random
House, 2000, p. 115):

Privacy ... protects us from being objectified and smplified and judged out of context in a
world of short attention spans, aworld in which part of our identity can be mistaken for the
whole of our identity.

(5.2) Do privacy interestsin non-public data change when such data are compiled
electronically for ease of administration of bankruptcy cases? For commercial use? For other
use?

As persond information finds its way into more and more commercia and governmental detabases, the
lessindividuds are able to control who has access to their persona informetion.

Creation of new databases

Easing the administration of bankruptcy cases may necessitate the creetion of a new database containing
the data dements necessary for the administration of those cases. The resulting databases will
necessarily contain sengtive persona information about individuas that go through a bankruptcy
proceeding. The information kept in the database would include both public and non-public information
including bank accounts, credit card account numbers, Socia Security numbers, and tax records.
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We have noted the increased crestion of nationd databases with little public accountability and few
privacy protections. The Federal Bureau of Investigation (FBI) is scanning dl of its paper fingerprint
cards to create digital images and feeding them into the Nationa Crime Information Center (NCIC)
computer, which gets over two million queriesaday. Attorney Generd Janet Reno would like to add
DNA samples of anyone arrested to the NCIC database. The Federa Aviation Adminigtration (FAA)
has recently issued regulations that require the arlines to create profiles of everyone who fliesto
determine if a particular flier fitsthe profile of aterrorist. U.S. Pogtd Service (USPS) regulations dso
necessitate the creation of a new database to track those who use a Commercid Mail Receiving
Agency (CMRA) aswell asthe CMRA itsdf. The proposed medica records rules under the Hedlth
Insurance Portability and Accountability Act (HIPAA) would aso create a new nationa database.
Information thet is collected in a database to help in the administration of bankruptcy cases could be
matched or added to any of these existing databases, thus adding to the profile of the individud.

There are some privacy protections associated with some of the above databases, particularly with the
HIPPA, but they are generaly weak. Without proper safeguards and enforcement, information collected
for the ease of adminigration isaso likely to find its way into corporate databases resulting in
unintended uses of the information without the knowledge or consent of the individud. The genera
information at the beginning of the Federd Register notice itself states that “In addition, some trustees
and creditors are consgdering compiling information contained in bankruptcy records eectronicaly for
easer adminigration of bankruptcy issues in which they have acdam. They may dso envison some
possible commercid use”

We therefore believe that the privacy interests in non-public data are threatened by the creation and use
of these databases. Individuas continue to lose control over thisinformation particularly when a
corporate entity isinvolved.

6.0 What are current businessor governmental modelsfor protecting privacy and ensuring
appropriate accessin bankruptcy records?

A darting point when conddering privacy protection is dways the "fair information principles” or FIP.
Severd versons of the Fair Information Practices have been developed, starting in the early 1970s. We
prefer the principles developed by the Organization for Economic Cooperation and Devel opment
(OECD) in 1980. (www.oecd.org//dsti/sti/it/secur/prod/PRIV-EN.HTM#3 ) The eight OECD FIP
criteriaare: collection limitation, data qudity, purpose specification, use limitation, security, openness
(notice), individua participation, and accountability.

We a0 prefer the FIPs developed by the Canadian Standards Association (CSA). These closely
parale the OECD Principles and the European Union Data Protection Directive. The CSA code
contains these principles: accountability, identifying purposes, consent, limiting collection, limiting use-
disclosure-retention, accuracy, security safeguards, openness, individud access, chalenging compliance.

The Federal Trade Commission (FTC) has developed an aoridged version of five FIPs. These are:
notice, choice, access, security, and enforcement.



While "choice" regarding data use may not be workable in the context of public bankruptcy cases, asa
minimum a published "notice’ of the "routine uses' of persond information such as that required by the
federa Privacy Act, 5 U.S.C. 8552a, would advise bankruptcy debtors of the ways persona
information could be legitimately used.

Debtors should aso be given notice of the fact that information may be obtained, either online or by
examining public court files, for commercia purposes by companiesin the business of sdling persond
information. Public agencies should be required to provide aligt of dl the commercid information
brokers to whom they sdl bankruptcy records. If the debtor learns of errors in the documentation,
he/she can locate the information brokers who have obtained the record in order to notify them of the
errors.

In addition, information brokers should be required to keep records of the customers who obtain
bankruptcy records on specific debtors. They too must be notified if they have obtained erroneous
records. Thisis especidly critica in cases of identity theft. Such record-keeping and error-correction
provisons might need to be mandated by federd law, necessitating amendments to the Fair Credit
Reporting Act (15 U.S.C. § 1681). The ahility to trace who has accessed such recordsis part of the
Fair Information Principle of "accountability.”

We recognize that the judicia branch of government is not subject to the Privacy Act or the FIPs. We
suggest only that these principles be used asamode to protect persond financia informetion in
otherwise public documents.

A useful discussion of the Fair Information Principles can be found in an April 5, 2000 report, "Privacy
Design Principles for an Integrated Justice System.” This report was prepared by the Office of the
Ontario [Canada] Information and Privacy Commission in collaboration with the U.S. Department of
Jugtice, Office of Justice Programs. (www.0jp.usdoj.gov/integrated] ustice/pdpapril .htm)

7.0 What principles should govern the responsible handling of bankruptcy data? What are
some recommendationsfor policy, regulatory or statutory changes?

See response to Questions 5.0 and 6.0 above.

The PRC and EFF appreciate the opportunity to comment on some of the questions raised by the



Study Agencies. We commend the Agencies recognition of the inherent contradictions in having the
Government safeguard an individud's persond information in one context when congdering that same
information is eadly available to any member of the public in another context.

Sincerdly,

Beth Givens

Director, Privacy Rights Clearinghouse
1717 Kettner Ave., Suite 105

San Diego, CA 92101

(619) 298-3396
bgivens@privacyrights.org

TenaFriery
Research Director, Privacy Rights Clearinghouse

Deborah Pierce

Staff Attorney, Electronic Frontier Foundation
1550 Bryant ., Suite 725

San Francisco, CA 94103

(415) 436-9333 x106

dsp@eff.org
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Barnhill, Leander

From: Elizabeth Costello [elizabethco@UAWLSP.com]
Sent: Monday, September 18, 2000 12:54 PM

To: USTPrivacyStudy

Subject: Bankruptcy Privacy Issues

It is awonderful convenience to have as much bankruptcy information
available on the web aswe do. | would like to see the complete cases
scanned in. If there are worries about privacy, some of the information
could be password protected with access tracked, so that attorneys and other
legitimately interested parties would be able to get to the information, but
the identity of who has accessed a certain case would be stored in the
server in case some misuse of the information needs to be traced.

Elizabeth Costello, UAW Legal Services, Muncie, IN.

9/27/2000



Via Electronic Submission
September 7, 2000

Mr. Leander Barnhill

Office of the General Counsel

Executive Office for United States Trustees
901 E Street, NW, Suite 780

Washington DC 20530

Email: USTPrivacyStudy @usdoj.gov

Re:  Comments on Study of Privacy Issues in Bankruptcy Data
Dear Mr. Barnhill:

Please accept this letter concerning the Department of Justice, Department of Treasury
and Office of Management and Budget’s joint request for comment on their Study of Privacy
Issues in Bankruptcy Data on behalf of the New Jersey Credit Union League (“NJCUL”).
NJCUL is the trade association for almost 300 credit unions throughout New Jersey.

NJCUL is deeply concerned with the increased availability of consumers' persona data
viathe Internet. After significant consideration, we oppose any increase in the public availability
of persona information which could potentially be used for identity theft or other fraud, whether
this increased availability occurs in the bankruptcy context or not. The nature of bankruptcy
proceedings necessarily subject the debtor to a certain amount of disclosure of personal
information, but NJCUL opposes disseminating this information in areadily accessible,
widespread medium such as posting creditor and asset schedules on the Internet. Aswe will
detail more specifically below, NJCUL favors maintaining an appropriate level of disclosure
while protecting debtors personal information.

Privacy Interests of Debtors

In general, documents filed in a bankruptcy case are public information and “ open to
examination by an entity at reasonable times and without charge.” 11 U.S.C. 107 (a). Debtors
are required to file persona information such as social security numbers, birth dates, account
numbers, identification numbers, financial balances and asset lists as a routine part of
commencing a bankruptcy case. This means that this persona information, the same type
commonly stolen or misappropriated by criminals when perpetrating identity theft, is open to
examination by the general public. The potential for information misappropriation exists, but is
justified by the need for full disclosure in the bankruptcy process.

To acertain extent, a debtor commencing a bankruptcy petition must trade the privacy of
personal information for the relief sought. Under a cost/benefit analysis, the debtor chooses to
initiate the bankruptcy because the cost of revealing personal information is less than the benefit
of bankruptcy relief. A debtor discloses this personal information to his attorney with the
understanding that the information will be disseminated to the bankruptcy court, the trustee, and



the creditors. Few, if any, debtors are aware this personal information is available to the public.
It isunlikely that public access to this information at the local bankruptcy court would change a
debtor’s choice to file bankruptcy.

Making this information available on the Internet changes this analysis. Here, adebtor’s
personal information is available worldwide to anyone with a computer. Those who would
perpetrate identity theft need not leave their home to initiate fraud against this debtor, they need
only access the Internet. While the intent of posting this information on the Internet may be
laudable, the unintended result of facilitating identity theft outweighs any possible benefits.
Certainly, access to this information remains important to truly interested parties, but there is no
weighty reason to make this information widely available to non-interested parties.

Furthermore, exposing debtors to a greater chance of becoming victims of fraud adds
insult to injury because these individuals are aready in precarious financial positions.
Completed bankruptcy proceedings have the effect of destroying a debtor’s credit rating. By
exposing the debtor to an enhanced risk of identity theft, we risk subjecting those least prepared
for financial hardship to higher risk of enduring it.

Debtors clearly have a greater privacy interest in any information which, if widely
disseminated, could result in identity theft. NJCUL urges all agencies involved in drafting this
report to provide for strong measures ensuring protection of social security numbers, birth dates,
account numbers, identification numbers, financial balances, asset lists, or any other information
critical to identity theft prevention.

Organizations in Bankruptcy

NJCUL is concerned with organizations in bankruptcy selling consumer information
regarding former customers. As member-owned, not-for-profit financial cooperatives, credit
unions have always been pro-consumer entities and do not typically engage in selling member
information to marketing or other companies. We hope that all agencies involved in this study
will examine this practice more closely and take appropriate action to ensure consumers’ rights
are adequately protected.

Thank you for your consideration. If you have any questions, please call me at the
number listed above.

Sincerdly,

Russell R. Clark

Russell R. Clark
President/CEO



Barnhill, Leander

From: sharmanmccarvel@juno.com@inetgw?2 [sharmanmccarvel@juno.com]
Sent: Friday, September 15, 2000 8:54 AM

To: USTPrivacyStudy

Subject: FINANCIAL PRIVACY IN BANKRUPTCY

I made some comments previously, but | wish to add this one:

After thinking about WHY | felt so "naked/vulnerable” to have my social

security number ,etc., known | remembered that in doing Licensed Daycare

in Sacramento, County CA | WAS REQUIRED TO PROVIDE EACH CHILD WITH SOME
PRIVATE SPACE TO STORE PERSONAL ITEMS and | OBSERVED how beneficia this
was to a child's SENSE OF SECURITY.

And | remember thinking back then, that thisreally isa MAJOR difference

between American Freedom and Communist--or other Oppression--THE RIGHT TO
SECURELY OWN SOME PRIVATE PROPERTY. It seemsto give one EQUAL STANDING
and an EQUAL STAKE IN THE "BUSINESS' of the day.

And, this security, and standing, and EQUAL IMPORTANCE fostered a sense
of aRIGHT to PARTICIPATE EQUALLY in the business going on, and
fostered a CONFIDENT SHARING OF CREATIVE IDEAS; wheress, the lack of
such, noticably contributed to an atmosphere of caos, and "push and

shove" "survival" , i. e. lawlessness.

And I'm talking about a little 1'X1' cubicle to store ajacket or sweater

and afew incidentals! This sense of aright to belong is very important

to sewcurity and creativity and thisiswhat | feel "stripped bare" of

NOT JUST MY PRIVACY , BUT MY EQUALITY AND MY EQUAL RIGHT TO PARTICIPATE
IN SOCIETY WHERE OTHERS HAVE PRIVACY OF THEIR FINANCIAL MATTERS. And |
don't think it is NECESSARY to PUBLICLY EXPOSE ALL DETAILS--OR EVEN
CONSTITUTIONAL--It just wasn't NECESSARY to take steps to protect privacy

previously because the information was not easily availible. But now

that itis, STEPS TO PROTECT EQUALLY THOSE FILING FOR BANKRUPTCY
DEFINITELY NEED TO BE TAKEN. It isagrievous breach of ones
AMERICANCITIZENSHIP on avery fundamental level--ones CONFIDENCE IN ONE'S
RIGHT TO EQUALLY PARTICIPATE--to have ALL EXPOSED TO ALL. It strips one

of this "SENSE OF EQUALITY AND CONFIDENCE TO FREELY PARTICIPATE" that is

S0 essential to participation in "American Life".

There are protections concerning credit reports and information for this
reason--yet this court information does not conform to this clearly
American Standard of Privacy regarding Finances.

Only those who need to know and are qualified to know should know the
details.

Thank You and God Bless Y ou.
Jesus Christ is Lord!

Sharman A. Mc Carvel

9/27/2000
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Barnhill, Leander

Mary_Jo_Obee@okwb.uscourts.gov@inetgw? [Mary_dJo_Obee@okwb.uscours.govi

From:

Sent: Friday, September 15,2000 3:34 PM
To: USTPrivacyStudy

Subject: Comments on Privacy & Bankruptcy

file.

——
Hel | o,
am submitting ny formal comrents through the attached WordPerfect

If you have any questions please e-mail or phone at 405-231-5652.

Thank you,
Mary Jo Obee



1.0 What types and amounts of information are collected from and about
individual debtors, analyzed, and disseminated in personal bankruptcy cases?

bankruptcy?
The following types of information are collected, maintained and disseminated in
bankruptcy:

Information on debtors:
- Sources and amounts of income;
- Description, location and value of assets, including any bank,
credit union, brokerage or other accounts and account numbers,
redl estate and automotive vehiclesidentification;
- Detailed monthly expense statement;
- ldentification of dl creditors, the nature of the debts and amounts;
- |dentification of religious affiliations through expense statements
or through creditor ligs,
= |dentification of medica provider, and thus whether debtor or
family member has chronic or acute illness and through the
speciaty of the doctor, the diagnosis;
- Ligting of contents of the home, through Schedules B & C;
- Debtor's addresses for the three years prior to filing;
- Debtor's social security or tax identification number;
- Debtor's address and telephone number; _
- If debtor is a business, customer descriptions and identification
lists;
= Patient and insureds lists for insurance and medica provider
debtors;
= |dentification of publications read, through naming of publishing
creditors on lists and schedules.

Information  on.creditors;
- Information which can be complied across multiple cases to give a
picture of a firm’'s account receivable or a bank’s exposure to
nonperforming  loans;
- layout an contents of forms and contracts used by creditors with
its customers.

1.2 Which of these data elements are public records data?
All of the data elements listed above are public records data. They are included in

the petition, schedules or statements, or proofs of claim.

14 How much data is at issue?
The persond identifiers are primarily at issue. All the rest of the data elements
listed above are also at issue especialy when linked to personal identifiers.
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1.5 Are certam meq of data more sengitive than others that is. are there tvnes

ones’>

Certain types of data are more sengtive than others. In al contexts, persona
identifiers have been found to have the strongest sensitivity and be protected by the
strongest privacy interest. Persond identifiers include: name, physicd and e-mail
addresses, telephone numbers, social security and tax identification numbers,
photographs and any account numbers. As regards other information, one can
assume that information which is considered sengtive in settings other than
bankruptcy retains that sensitivity even when required by the bankruptcy system.
Any information regarding medical services, including debts owed, is sensitive.
Any information regarding religious or other afiliations is sengtive. All
information about one s financid condition is consdered sengtive. Any domestic
information, especialy anything concerning children is consdered highly sengtive.
All of these types of information acquire an extremely strong privacy interest when
linked to persona identifiers.

1.6 How vduable is the information in the marketplace?

It is difficult to quantify the value of the information collected in bankruptcy in the
marketplace. Not only isit difficult, but | fal to see how questions concerning
collection and uses of data for a public purpose should be influenced in any way by
how vauable access to the information may be for other uses, whether commercial
or academic. Public money should not be spent for private purposes. The
Supreme Court has also repeatedly made clear that just because data is collected
and used for one public purpose does not mean that the information should be
available for any access not related to the original purpose. See L. A Police Dem.
v. United Reporting Publ’g Corp., 120 S.Ct. 483 (1999); Houchkins v. KQED,

Inc., 438 US 1 (1978); Zemd v. Rusk 381 US 1 (1965).

What are the current practices and practices envisoned for the future for

the collection, analyss and dissemination of information in persona bankruptcy
proceedings?

2.1 What methods of data collection and aggregation are now used bv the
courts, creditors. trustees and other private actors to collect. analyze and

disseminate public records data and non-nublic data?

The courts currently use two methods to collect data in bankruptcy cases. The
information is collected in paper documents or in electronically filed documents.
Some of the information collected is aggregated into a database. This informetion
is made up of the data on the petition and adversary cover sheets, creditor
information from proofs of claim and, bascdly, the titles of pleadings.

Information from the database is used to construct a docket header and docket
entries. That same information entered by the eectronic filer enters the same
database when thefiling is recaived by the court. The eectronic document isaso
“aggregated” and available for viewing. In some courts, “aggregation” is



supplemented by images of the paper documents, which are available for viewing,
One can search the database for specific names, debtor, judge, trustee and attorney
as well as socia security and tax identification numbers. Searches by specific
creditor name are more difficult. The courts use the information from the cover
sheets, without persond identifiers, in andyss as well as gross information by
digtrict on totd filings and totas by types of filing. Docket entries are used by the
court to determine dates for issuing discharges and final decrees. In those cases
where ajudgeisinvolved, the judge uses the docket entries and specific pleadings,
The docket header, docket entries and the documents are made available for
general public access.

2.2 What methods are being contemnlated for the future?

There are severa changes contemplated for the future by the courts. Frg, itis
anticipated that al filing will dowly become electronic and paper will become a
smdler portion of the source of information collection.  This has mgor future
implications not so much in terms of data collection, but in terms of data
“aggregdtion.”

The second change contemplated involves charging for access to all electronic
court records and charges to file eectronically. Currently, accessto al court
records is free at the courthouse but searches and copying result in fees. Charging
for access will result in some chilling of access of the generd public to bankruptcy
records.

The change flowing from e ectronic records with the most far reaching
implications involves the upcoming ability to do afull text seerch of every
document in the database no matter the specific debtor or case. Hiding the
persona identity of a debtor or creditor will become increasingly dicult as the
meagnitude of the information in bankruptcy documents will be mined for the
identifying clues within the contents.  This upcoming change in search abilities
should be a mgjor point of reflection in any current debate on public access. It
should narrow the choice between merely stripping persona identifiers from data
and making dl data available to the generd public to a determination of whether
access by the general public to documents with generaly sensitive information,
such as the petition and schedules, should only be alowed on a showing of a
particularized need.

3.0 What access do various parties need to financial information in persona
bankruptcy cases? Which individuals or entities require access to which particular
types of information, for what purposes and under what circumstances?

3.1 What entities currently access public record data?

Currently, debtors, named creditors, case trustees, attorneys, media, academics,
title companies, credit bureaus, various lenders and to a much lesser extent,
bankruptcy judges and the general public access public records data.




3.3 What specific data elements do they need and for what purpose?

The greatest number of requests for access to bankruptcy information come from
the media and credit bureaus seeking access to case number, debtor name, address
and social security numbers to publish and sell. To a much lesser extent, media ask
for gatigtica information on the number and types of filings as well as the source
and amounts of debts when researching stories on the bankruptcy system. Credit
bureaus sometimes request discharge and closing dates to update their files to sell.
Title companies seek the same persona identifiers as well as legal descriptions of
real property to sell and use for title insurance policies.

The second highest source of requests for information received by a clerk’s office
come from creditors who have received a notice of commencement of case and are
trying to associate the debtor with their pecific accounts, establish the status of
the case or are saeking legd information and advice. Their inquiries involve debtor
name, social security number, address and case number, as well as discharge,
converson and closing dates. Their inquiries alow them to better participate in a
case.

The next most number of inquiries come from trustees. Their requests are for
access in asset cases to docket sheets, petitions, schedules, claims registers and
proofs of claim. Next in frequency come creditor representatives in asset cases
seeking access to the same information as trustees,

There are a few number of requests from debtors concerning the status of their
case or lega questions. Their inquiries concern discharge and closing dates.
Findly, there are avery limited number of inquiries from members of the generd
public who have heard a particular person may have filed bankruptcy, did not
receive a notice of commencement of case because they were not listed by the
debtor, and are trying to ascertain if they are a creditor and should participate in a
case. These parties provide persona identifiers to the court, name and generally
an address or socia security number, and ask for verification if that identified.
person has filed a case. They ask the court for a case number, case status and in
most instances for legal advice. The case number and statusinformation alow
them to participate in a case.

34  Arethe purposes_for which the information is sought consstent with the
public interest?

To answer this question, one must define what is meant by the public interest in
access to bankruptcy information. The interests of the general public in access to
bankruptcy data are fourfold Firdt, the generd public has a*public interest” in
access necessary to determine the efficacy of the bankruptcy laws. Second, the
genera public has a “public interest” in access to provide accountability of the
individuals, including judges and trustees, who administer the bankruptcy laws and
processes. Third, members of the generd public have an “individud interest” to
some level of access to determine if they are an un-named party to a specific case.
Finaly, the generd public dso have “commercid interests’ which are private, not
public interests, unrelated to the bankruptcy system.

The individuals who are named in a case have privacy interests in the information




about them contained in the case documents. They also have individual access

interests to protect their rights under the laws as regards both the debtor and other
creditors.

The number one accessors and users of bankruptcy information, media, credit
bureaus and titles companies, are not usng the information for purposes consstent
with the public interest. These entities are usng the information for commercid
purposes. They print it and sdl it or put it in adatabase of information and sl it.
They do not use the information to evauate the bankruptcy laws or administrators,
or to research debtor or creditor fraud. Infrequently, the mediawill actudly
review bankruptcy information to research an aspect of bankruptcy law or to
evaluate the actions of a trustee, judge, debtor or creditor. Access by the other
parties listed in question 3.3 appears consistent with the public interests and
protection of their individua interest under the law.

3.5 What data elements in public record data should remain public for purposes
of accountability in the bankruptcy system? For other purposes?

There are very few elements of public data which can adways be found able to
remain public without limitation, The case number, county and sate of filing,
chapter, quantitative satistical information from the cover sheet, name and other
information concerning debtor’ s atorney, name and other information concerning
the trustee, name of the judge, dates time and place of al meetings and hearings,
discharge,. conversion, dismissal and closing dates, listing of docket entries, case
numbers and filing districts for other bankruptcy cases filed by the same debtor and
possibly legal descriptions of real property and vehicle identification numbers of
any automobiles can remain public. Access to pleadings would need to exclude the
petition, schedules and lists and statement of affairs. All pleadings subsequent to
the case opening documents would not include the debtor’s name in the caption, or
any identifying numbers such as the social security number or account numbers.
Pleadings identifying sengtive information, such as medicd creditors, would have
to be redacted or excluded from access.

The three bases of public interest in bankruptcy data listed in question 3.4 provide
the only purposes for which the general public should be alowed unlimited access
to bankruptcy data. No other purpose can be given as a basis to use data acquired
for a public purpose with public funds.

3.6 Is there certain information that need not be made available to the general
public but could be made available to a limited class of persons?
Yes.

3.7 If so. what are these data elements, to whom should thev be made available
and for what purpose?

All information in a case, except possibly socia security numbers and account
numbers, could be provided to parties named in a case. This unlimited access
could be provided on atime limited basis to comply with the substance of the Fair
Credit Reporting Act, This type of access would be necessary for a party to




4.0

determine its interest in an estate and to participate in a case.

Unlimited access could be provided to the court, Office of the United States
Trustee, case trustee and debtor and his/her attorney. Unlimited access to the
court and U.S. Trustee and case trustee would dlow for identification of
fraudulent debtors and creditors. Unlimited access to a debtor alows the debtor
access to information to correct credit bureau and other databases should they
contain errors and complies with the spirit and substance of various legidation
concerning identity theft and incorrect credit bureau information.

3.8 Isthere aneed to make the following data € ements publicly avalable: (a)
social security numbers. (b) bank account numbers. © other account numbers?
Unless a debtor has been determined to have engaged in credit fraud, none of these
data elements should be available to the general public or to named parties in a
case.

What are the privacy issues raised by the collection and use of personal

financal and other information in personal bankruptcy proceadings?

4.1 Do debtors have privacy interests in information contained in public record
data made available though the bankruptcy_courts? If s0. what are those interests?

Do thev varv bv data element? If so. how?

Y es, debtors do have privacy interestsin almost al of the information contained in
bankruptcy court public records. Debtors, as do al individuals, have an overall,
fundamentd privacy interest in persona information. Privacy promotes liberty,
providing the freedom to oppose tyranny of any kind. Liberty and individudity are
the fundamental political and legdl values of the Condtitution and Bill of Rights.
Theright of privacy in persona information is protected against government
intrusion through the Condtitution. It is protected by the Fourth Amendment as
found through Katz v. U.S, 389 U.S. 347 (1967) and ‘Whalen v, Roe, 429 US.
589 (1977). It is dso protected through the Ninth Amendment and the penumbra
of the Bill of Rights

Theright of privacy in.personal information againgt private intrusion is poorly
protected. Most protection is provided by narrow, circumscribed statutes such as
the Fair Credit Reporting Act.

The privacy rights of debtors do vary somewhat by data element. AU personal
identifiers and information consdered senstive are provided more protection The
information considered sengtiveislisted in question 1.5 and includes mogt of the
information in bankruptcy case opening documents.

4.2  What are the benefits of a public record system for court records in
bankruptcy Cases?

The benefits provided by genera public access to bankruptcy records are difficult
to quantify. There are five general categories of benefits of such access. First,
general public access forces integrity in the bankruptcy system by placing al that
happens under harsh public scrutiny. Second, flowing from forced integrity,




general public access helps to maintain confidence of the public in the bankruptcy
system. Third, general public access alows “accurate, reliable data about the
bankruptcy system” to be collected, aiding evaluation and speeding change to
bankruptcy laws and processes. Fourth, access to al bankruptcy information by
the general public helps lenders to make better informed decisions on extending
new credit, contributing to efficiencies in the credit markets. Findly, accessto dl
information in a specific case is necessary because the creditors are the new
interest holdersin the estate and are entitled to know everything, even otherwise
private, about the debtor and estate in order for the bankruptcy process to work.

43  What are the costs of collecting and retaining data in _bankruptcy_cases?
The costs of collecting and retaining data in bankruptcy cases lie in two areas.

First, the costs to the courts and, second, the costs in lost privacy to debtors,
creditors and others drawn into the bankruptcy process. The cost to the courts is
fairly smple to determine. Approximatdy 5 - 10% of clerk’s office annud Staff
expenses and almost al of clerk’s office annua rent for file space are associated
with public requests for information and retention of that information.
Approximately 1% of clerk’s office automation expenses relate directly to
providing public access. Add to these expenses the costs of keeping records at the
Federa Records Centers, and the dollar amounts of collecting, retaining and
providing access to bankruptcy records by the courts is quite large.

Approximately 80 - 90 % of clerk’s office annual staff expenses are associated
with collecting, indexing and filing information brought to the court. This expense
Is arguably a sunk cost, because these duties must be performed to support the
judges.

The costs associated with lost privacy rights of debtors, creditors and others drawn
into the system is harder to quantify. There are six categories of cost or harm to
privacy rights by generd public access. Firg, unlimited access harms privacy
rights by providing access greater than that necessary to the achieve the public
benefit. Second, unlimited access under new technology chills those seeking
redress under the bankruptcy laws. Third, unlimited access limits the fresh sart by
placing a stigma upon debtors. Fourth, current access levels result in inconsistent
and discriminatory treatment of parties and information across federal causes of
action. Fifth, unlimited access contributes unnecessarily to threats of physica

harm to parties. Findly, unlimited access contribute unnecessarily to identity theft,
credit fraud and lender redlining which would not occur with more limited forms of
access.

The codts of the humiliation one suffers at afirst meeting of creditors when sating
that you are a defaulting debtor in front of aroom full of srangersis difficult to
quantify. The cost of a business being refused an extension of credit solely
because a bank analyzed data on the creditor from bankruptcy cases is easier to
quantify and even more harmful. The cost of fredy releasing privacy rights greater
than that necessary to meet the purpose behind granting public access is an
insidious cost
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44  Towha extent do individuas who file for bankruptcv understand thet dl
of the information contained in the public bankruptcy file is available to the public?
Individuds filing bankruptcy have no idea & al that anyone other than those listed
in their schedules, the trustee and court will ever see their information.  They
certainly have no idea that the information will be available forever.

45  Should debtors in bankruptcv be required to forego some expectation of
privacy that other consumers have under other circumstances?

As regards access to debtor information by the general public, no debtor should be
required to give up one condtitutionaly protected right, to privacy, to avail
themsdves of another condtitutionally protected right, to avail themsalves of
redress through the courts under the laws of the United States. “(t)here iSno
sngle divine condtitutiona right to whose reign dl others are subject. When one
condtitutiona right cannot be protected to the ultimate degree without violating
another, the trid judge must find the course that will recognize and protect eech in
just measure, forfeiting neither and permitting neither to dominate the other.” U.S.
v. Chagra, 701 F.2d 354, 365 (5th Cir. 1983). Any limitation of debtors
constitutional rights of privacy and to seek redress in the courts should be
extremely narrowly tailored, especialy when they are being limited by a claim to a
common law right to inspect public processes and documents.

| can think of two times a debtor may have to forego privacy, to a limited extent as
against his’her own creditors and if the debtor had engaged in fraud and frauds
unknown. Other than these two instances, debtors' privacy should be no different
than what is afforded the same information in other contexts.

4.6  Are there characteristics about debtors in bankruptcy that raise specia -
concerns about wide public disssmination of their persond financid informeation?
The personal financial information of debtors in bankruptcy should be treated the
same as that infomiation is treated for any other person. At the least, access to the
persond fmancial information of debtors should be accorded no worse treatment
than amilar information of criminds filed with the courts in pre-sentence
investigative reports. .

In addition, one of the policies underlying the bankruptcy laws is that a debtor
receive a fresh start. Wide public dissemination of sensitive debtor personal
information raises questions concerning not only redlining, but shunning by
members of the socia community.

What is the effect of technology on access to and privacy of personal

information?

5.1 Do privacy issues related to public records data in bankruptcy cases change
when such data are made available eectronicaly? On the Internet? If so, how?
The issues of rightsto privacy, what information is sengitive and the need to

protect privacy do not change with the technical means of access. If information is
sensitive and protected by privacy rights than access should not be allowed at all,




Barnhill, Leander

From: NorcalDivi@aol.com@inetgw [NorcalDivr@aol.com]
Sent: Wednesday, September 13, 2000 1:17 AM

To: USTPrivacyStudy

Subject: Comments on Study of Privacy issues in Bankruptcy Data.

John Bins

Box 5031

Santa Rosa, Ca. 95406
(707) 576-8161

(707) 569-0472 FAX
jbinns6269@aol.com

Dear UST,

| wanted to give my comments on the issue of privacy in bankruptcy cases. |
am a strong believer in free and open public access to court information and
believe that court documents should be public record except where a
compelling need is otherwise demonstrated.

Court documents should be available to the public for many reasons including
the fact that areview of court filingsis the only means for alayperson to
become educated in the subtle operation of the court system. | have

personally used court filings to educate myself on an issue that | was
personally involved in. The knowledge | gained from reviewing case filings
enabled me to sucessfully manage my case in away not possible had | not been
ableto study critical details of similar cases. | became a much more

educated consumer of professional legal services.

| understand there are certainly abuses of unfettered public access to court
records however | hope that any final decision will still allow individual
citizens such as myself the opportunity to educate ourselves in ways that
only such access can provide. Finaly, there are always going to be abuses of
the openness of afree and open society and access to court recordsis no
exception. To some degree this may be one small price of freedom.

Sincerely,

John Binns

9/27/2000
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Ms. Leander Bamhill

Office of Generd Council

Executive Office for United States Trustees
901 E Street, N.W., Suite 780

Washington, DC 20530

Re: Study of Privacy Issuesin
Bankruptcy Data
Dear Ms. Barnhill:

Navy Federal Credit Union appreciates the opportunity to respond to the request for
comments regarding the Study of Privacy Issues in Bankruptcy Data. Navy Federd isthe
world's largest natura person credit union with over $11 hillion in assets and 1.9 million
members. We serve Department of Navy personnel, dependents, and family members in every
state and many locations overseas.

Accessto financia information in persona bankruptcy cases should be improved.
We rely on information collected by the courts to monitor bankruptcy proceedings and to
facilitate the digposition of bankruptcy cases. To obtain the information, we currently use
direct free Internet access, controlled Internet access via passwords administered by trustees,
and a commercial database on a fee-per-use basis. On occasion, we experience difficulty in
obtaining information from trustees. It is extremey important to maintain and even enhance
the availability of accurate financiad information obtained by the courts. If full information
on personal bankruptcy cases were made freely avalable, we could more effectively
administer our bankruptcy program.

Public access of financid information collected by the courts (including bankruptcy
case trustees) is relevant and necessary to assure the integrity of the bankruptcy system. We
do not believe any information thet is currently available should be limited to certain classes
of persons such as creditors. We believe limiting access to specific groups would prove
codly, difficult to adminigter, and would curtail the availability of needed information.

Bankruptcy adminigration is made more efficient with dectronic exchange of
information. Greater access also ensures more effective checks and balances within the
system, and makes it more difficult to conced inaccurate, incomplete, and fraudulent
information. We aso believe the entry of commercid firms into the business of aggregeting
and disseminating financid information gathered by the courts could reduce the cost of
bankruptcy and enhance the availability of information.
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Socid security numbers and account numbers should continue to be made publicly
available- These numbers are essentid to dl involved in the adminigtration of bankruptcy
cases for verification and identification purposes. We do not believe there are higher
incidences Of fraud because of public availability of these numbers. Typicdly, those
involved in identity theft are not interested in assuming the identity of a personin
bankruptcy. Also, financid inditutions typicdly “close out,” or change account numbers of
bankrupt persons.

A request for society to absolve one’s obligations through personal bankruptcy
properly and necessarily brings persond information into the public domain. The public’'s
right to know what is being legally imposed upon them outwei ghs the debtor’ s expectations
for traditiond views of the right to financid privacy. We believe many debtors do not
understand the public nature of their bankruptcy information.  Bankruptcy attorneys and
bankruptcy courts should be required to clearly and conspicuoudy disclose the public nature
of abankruptcy filing. Many people admit the stigma of bankruptcy has greetly declined in
recent years and more and more debtors are using the bankruptcy system as just another
financid planning tool. Debtors must recognize that those who expect society to absorb the
cogt of their financid shortcomings through bankruptcy must inform society of their actions
and forego normal expectations for financial privacy.

If you have questions, you may contact me at (703) 255-8203 or Bill Briscoe, Associate
Vice Presdent, Regulatory Compliance a (703) 255-749%6.

Sincerely,

AN s

W. A. Eaner, J.
Acting President



New Jersey League
Community & Savings Bankers
411 North Avenue East
Cranford, NJ 07016-2444
Telephone: (908) 272-8500 Facsimile: (908) 2724626 E-mail: Silkensen@njleague.com

September 3, 2000

Mr. Leander Barnhill
Office of General Coudsd

Executive Office for the United Sates Trudess
D 1 E Sret NW, Qiite 780

Weshington, DC 20530
Re: Comments on Sudy of Hnandd Privery Issues in Bankiupicy Dda
Dear Mr. Barnhill:

As a gaad pdicy, the New Jay Leege = Community & Savings Barkas supports dfarts to
pralet the nonpublic, persond information of consumers of finendd savices and supparts pubdic
palides thet properly bdance the legitimate information sharing nesds of a finendd institution
with the obligdion to protect consumer privecy.

With regad to the curent dudy of what portion of the public infformaion in bankruptcy records
shoud reman pudidy avaldde the Charmen of the Lesgues Loan Savidng Committee is
concerned thet a community or savings bark (“bank™) not listed as a creditor in @ bankruptey filing
have access to sufficient information to identify if the person filing for bankruptcy isa potential
debtor.  To meke that determination, banks heed to have aooess to the information currently
available in the public file.

If abank is a paty to a bankruptoy, it needs full access to the non-public  information as well.
This information is critical in determining the size Of the debior's edete, the accuracy of the
information provided, the other creditors with legitimate dams to the debtor's property, and the
likdihood of recovary of the bank's dams from the debtor's edae

We gopreciate the opportunity to comment.
Sincerely,

Jres R Silkensen
Exeauive Vice Peddat

JRS/js

* The New Jersey League — Community & Savings Bankers iS a trade association representing 70 of New
Jersey’s savings banks and savings & loan associations with total assets of over $50 hillion and 3 commercial banks.
The League's wholly-owned subsidiary, the Thrift Ingtitutions Community Investment Corporation (“T..C.I.C.)
assists League members in forming consortia to make loans on low-t&moderate income housing projects. T.I.CIC.
has facilitated loans on over 3,100 affordable housing units throughout New Jersey and has loans in process on over
1,000 more housing units.
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Leander Bambhill

Office of Generd Counsdl

Executive Office for United States Trustees
901 E Sregt, NW

Suite 780

Washington, D.C. 20530

RE: Comments on Study of Privacy Issues in Bankruptcy Data

On behaf of the members of Associated Credit Bureaus, Inc., we submit the following comments
regarding the importance of public record bankruptcy data to our industry.

ACB, as we are commonly known, is the international trade association representing over 500
consumer information companies that provide fraud prevention and risk management products,
credit and mortgage reports, tenant and employment screening services, check fraud and
verification services, and collection services. Many of these products and services are governed
under the federal Fair Credit Reporting Act (15 U.S.C. 1681 et seq.).

Consumer reporting agencies gather essential data from public records including records of
bankruptcies. These data have a substantial bearing on a consumer’s creditworthiness and are
used in the production of consumer reports which in turn are limited to the uses dlowed for under
the FCRA.

Along with the facts of the bankruptcy case, it isimportant that our industry have accessto full
identifying information. The FCRA includes a standard of accuracy, which states that consumer
reporting agenciesmust ", follow reasonable procedures to ensure the maximum possible
accuracy of the information concerning the individual about whom the report relates” Absent
access to identifying information, along With the public record, a consumer reporting agency
simply cannot often meet the FCRA standard of accuracy in order to add bankruptcy case data
necessary for risk management and banking safety and soundness.

To explain further our need for full identifying information when gathering bankruptcy data, in
this country approximately 3 million last names change each year due to marriages and divorces,
Further, 42 million consumers move annudly. In combination these two facts mean that the
challenge of properly identifying the subject of a public record is enormous and thus the necessity
of usng dl dements of identifying information in mesting the duty to comply with the Fair Credit
Reporting Act's standard of accuracy.
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With regard to the other elements of the public record bankruptcy case, as described in the
Federal Register notice, these data, such as account numbers, or account balances are, when
gathered by a consumer reporting agency for purposes under the FCRA, a consumer report, As
stated above, these data are thus limited to certain uses such as approval of an application for
credit or an insurance policy,

The Federa Regigter notice itsdf points out that “Much of the information provided in connection
with a bankruptcy caseis Smilar to financial information that, in other contexts, such as banking
and credit reporting, may be covered by a system of regulation designed to ensure the
confidentiality of such information.” We agree that the FCRA does ensure confidentiality.

In light of the extendve duties of consumer reporting agencies and consumer rights established
under the FCRA to protect the confidentiality of bankruptcy case information, it is essentia that
our members continue to have access to these data for the production of consumer reports.
Consumer reporting systems are the information infrastructure upon which the efficiency aswell
as safety and soundness of the banking system is built.

Sincerely,

Stuart K. Pratt
Vice President
Government  Relations
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Leander Barnhill

Office of Generd Counsel

Executive Office for United States Trustees
01 E Sret, NW

Suite 780

Washington, D.C. 20530

RE: Comments on Study of Privacy Issues in Bankruptcy Data

On behdf of the members of Associated Credit Bureaus, Inc., we submit the following
comments regarding the importance of public record bankruptcy data to our industry.

ACB, as we are commonly known, is the international trade association representing over 500
consumer information companies that provide fraud prevention and risk management products,
credit and mortgage reports, tenant and employment screening services, check fraud and
verification services, and collection services. Many of these products and services are governed
under the federal Fair Credit Reporting Act (15 U.SC. 168 1 et seq.).

Consumer reporting agencies gather essentid data from public records including records of
bankruptcies. These data have a substantial bearing on a consumer’s creditworthiness and are
used in the production of consumer reports which in turn are limited to the uses dlowed for
under the FCRA.

Along with the facts of the bankruptcy case, it isimportant that our industry have access to full
identifying information. The FCRA includes a sandard of accuracy, which states that consumer
reporting agenciesmust . . follow reasonable procedures to ensure the maximum possible
accuracy of the information concerning the individua about whom the report relates.” Absent
access to identifying information, aong with the public record, a consumer reporting agency
simply cannot often meet the FCRA standard of accuracy in order to add bankruptcy case data
necessary for risk management and banking safety and soundness.

To explain further our need for full identifying information when gathering bankruptcy data, in
this country approximately 3 million last hames change each year due to marriages and divorces.
Further, 42 million consumers move annually. In combination these two facts mean that the
challenge of properly identifying the subject of a public record is enormous and thus the
necessity of using al elements of identifying information in meeting the duty to comply with the
Fair Credit Reporting Act's standard of accuracy.
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With regard to the other elements of the public record bankruptcy case, as described in the
Federal Register notice, these data, such as account numbers, or account balances are, when
gathered by a consumer reporting agency for purposes under the FCRA, a consumer report. As
stated above, these data are thus limited to certain uses such as approval of an application for
credit or an insurance policy.

The Federa Regiger notice itsdf points out that “Much of the information provided in
connection with a bankruptcy case is Smilar to financia information that, in other contexts, such
as banking and credit reporting, may be covered by a system of regulation designed to ensure the
confidentidity of such information.” We agree that the FCRA does ensure confidentiality.

In light of the extensve duties of consumer reporting agencies and consumer rights established
under the FCRA to protect the confidentidity of bankruptcy case information, it is essentid that
our members continue to have access to these data for the production of consumer reports.
Consumer reporting systems are the information infrastructure upon which the efficiency as well
as safety and soundness of the banking system is built.

Sncerdy,

Stuart K. Pratt
Vice President
Government Rdaions



MEMORANDUM

To: Joseph A. Guzinski
From: Professor Karen Gross
Re: Privacy Issues

Dae  September 8, 2000

Pursuant to the notice in the Federd Register, | am emailing to you my commentsin
respect of issues deading with PRIVACY AND BANKRUPTCY. These comments are not
intended to be an all-encompassing discussion of the relevant issues. Instead, | hope my
comments will alert your study team to some of the concerns that | have on this important subject.
| would be happy to discuss these and related issues in greater depth and at greater length if that
would be appropriate in the future. Please do not hesitate to contact me. (Thememo startson
the next fill page)



BANKRUPTCY AND PRIVACY: AN UNEASY INTERSECTION
Prepared by: Professor Karen Gross
New Yok Law Schod
Sept. 8, 2000

Overview: Privacy is a hot topic these days. Thetopic has particular revancy in the
context of bankruptcy where debtors are required by law to disclose a plethora of information
about themsalves and their creditors.2 Even a quick look at the Schedules and Statement of
Affairs that debtors are required to complete to partake of the benefits of bankruptcy show the
dimension of the problem. This is an area in which there are no easy answers to the clear tensions
among the need and desire for (1) an effective bankruptcy process for the participants (to further
the goals of the bankruptcy system); (2) transparency and accountability within the system; and
(3) protection of personal and business privacy of debtors, creditors and others. Itisanareain
which technologicd advances have outpaced Statutory constructs (both within and outside the
bankruptcy arena) and where the “doable” has not, as yet, been measured sufficiently against the
propriety of “doing” in the first ingdance. In short, the intersections of bankruptcy and privacy are
paradigmatic examples of the collison of vaues that technology has wrought.

In thinking about thistopic, | want to dert readers to severd key issuesthat are of
concern to me and certain of my thoughts in respect of them. | am not being exhaustive here but |
do hope that these ideas will generate discussion and thought. | have not listed my concernsin
rank order.

. Section 107: Section 107 of the Bankruptcy Code has received remarkably little
atention, and until recently, has not been viewed as a particularly important provision.
That ischanging. Section 107 addresses two key issues: public access to documents fled
in bankruptcy cases (designed to promote transparency) and situations in which privacy
can be limited (designed to promote privacy and confidentiality). The section rests on the
meaning of the words “public records’ but the meaning of “public” has evolved since this
section was originally crafted. Indeed, for me, the term “public” raises key issues since
technology has both changed the scope of “publicness’ and has enabled data mining and
data configuration in ways not previoudy contemplated. Existing and prospective

! Contact information: keross@avls.edu (email); New Y ork Law School, 57 Worth Street, NY,,
N Y 10013-2960 (address): 212 431-2154 (phone): 212 431-1864 (fax).

! Thereisaussful new article on this topic that is worthy of a careful read (even though |
disagree with certain of its conclusions). See Mary Jo Obee and William C. Plouffe, Jr., “Privacy
in the Federal Bankruptcy Courts,” 14 Notre Dame J. of Law, Ethics & Public Policy 1011
(2000).



expectations of privacy and publicness (by debtors, creditors and others) cannot be
ignored. | suspect, however, that most pat-ties in interest have not atered their
expectations in line with advancing technology (for a host of complex reasons including
informational asymmetries).

Section 107 places the burden on the moving party to seek privacy/confidentiality
protection (subsection b) and then proceeds to identify only two categories of protection,
namely trade secrets and scandal ous materia (subsections (b)(l) and (b)(2)). This
approach presents two problems. First, it presumes that concerned parties know enough
to seek protection (and can afford to do so) and second, it assumes that the interest they
want to protect is within the prescribed protective categories. Neither presumption is
accurate. Parties in bankruptcy, particularly consumers (including those who appear pro
se) or smaller creditors, may not be aware of their ahility to move (assuming they could
afford to do so) under Section 107. Moreover, even if they know they can so move, the
applicable categories of protection are so narrow as to make protection difficult, costly
and perhaps even unavailable.

It is my view that Section 107 needs to be revisited. Among other things,
consideration should be given to: (1) what is and should be meant by “public;” (2)
whether the exceptions to publicness are sufficient; and (3) whether the burden of
proof needs to be shifted. | believe that the exceptions from “publicness” need
broadening and that the burden of proof should not be on the entity seeking to
invoke privacy. | also believe we need to develop ways to increase the awareness of
those in the system about the privacy issues; this is largely a call for some educative
remedy.

Data Collected: There are lots of valid reasons for collecting information from debtors
seeking bankruptcy relief. Among other things, data are needed to enable creditors to
determine the Size of the debtors assets (including location) and the extent and nature of
liabilities. It is also important to understand the nature and size of the creditor pool (type,
number) for distributional and priority purposes. Moreover, creditors and other partiesin
interest need to have access to information about the debtor so they can protect their
interests and maximize their respective recoveries. Dataalso disclose past fraud (or other
bad acts) and discourage ongoing or prospective fraud (or other bad acts). Thereisa
larger public purpose in data access, we need to know that the bankruptcy system is
functioning fairly for dl partiesin the system, that eases are moving through the system,
that parties are achieving the results to which they are satutorily entitled and that the
judicid and administrative processes are protecting legitimate interests (e.g., due process,
right to a hearing, right to ajury trid, an impartid judiciary, adeguate representation,
compliance with specific statutory timetables). For oversight bodies and academics, data
are key to performing their work.



That said, we need to look more closely a the precise data collected (and not collected) to
make sure that we are gathering information the collective “we” need. In some respects,
current data collection in bankruptcy is at once over and under-inclusive. (There are issues
of accuracy as well but | leave that for another day.) This is because there has no been a
sufficient and sustained cooperative effort to assess the data needs of various
congtituencies. For example, those overseeing the court system need certain types of
information to promote effective judicial administration (such as the speed of cases

moving through the system; judicia workloads) while academics and creditors need
another (to study the system’s benefits or substantive malfunctions or to collect assets
rightly available for distribution). Moreover, until recent technologica advances, data
about bankruptcy cases has not been readily available and, even with electronic filing, only
disaggregated data are available. In other words, most individua case datais not being
combined (using pre-selected variables) to determine local or nationa trends. So, for
example, disaggregated data would show, on a case by case basis, the average credit card
debt of each consumer debtor. Aggregated data could compile these results for al debtors
in a region, a state or the nation, We need to assess whether and what persona identifiers
must accompany both disaggregated and aggregated data that are disclosed. We may be
able to limit certain types of information release (a debtor's name and socia security
number and an exact address), although some researchers may be uncomfortable with such
a cleansing process (both in terms of accuracy and import).

It is my view that we need to reassess what data we should be collecting in the first
ingance and then the format in which that data can and should be made available
to the different audiences that may want same. creditors, oversght bodies and
academics, the public at large. Some cleansing processes need to be comsidered as
viable options.

Privacy Imside and Outsde Bankruptcy: Apart from Section 107, there is little privacy
protection directly within the bankruptcy laws themselves. However, externd to-
bankruptcy, there is a growing body of law protecting privacy in a wide range of contexts.
For example, under the Fair Credit Reporting Act, certain negative information about
individuals is deleted after a specified number of years. Medica information about a
person is required to be kept confidential by a doctor or medical facility. Some
information is protected by court order; for example, an abused spouse can hide her
address and employment location from the other spouse. However, in the bankruptcy
arena, information that is protected elsewhere can, and in some instances must, be
disclosed. Congder information about an individua debtor that is now available on line
because of dectronic tiling. Thisinformation is not deleted after ten years. A drug
rehabilitation clinic that goes into bankruptcy may ligt its patients in their court filed
documents as accounts receivable. A company in bankruptcy may list an abused spouse as
arightful creditor (with the creditor being unaware of the disclosure initidly) and
unwittingly disclose that person’s address or place of business. Account numbers and
social security numbers, regularly disclosed as part of a bankruptcy file, may not be readily



avalable in other instances. Information given in privacy or pursuant to promises of
privacy are jeopardized by a bankruptcy filing as the interests of creditors are balanced
againg the interests of those disclosing information.

It is worth considering whether al information protected outside of bankruptcy should be
stripped of those protections within bankruptcy. Moreover, as noted above, there is a
dearth of information for debtors and creditors about the consequences of electronic filing.
While a debtor or creditor may appreciate a public record in the traditional sense (going
down to the courthouse to see same), they may not be aware of the access to data that
may now exist. Education through disclosure has higtoricaly been the main form of
consumer protection; however, disclosure is only a success if people understand what is
being disclosed and have a way of responding to same.

It is my view that there needs to be a detailed assessment of the privacy protections
accorded by non-bankruptcy law and how those protections are if at al, impaired
by wide access to bankruptcy files. Condderation should be given to identifying
particular information that requires greater privacy protection.

Cogts Historically, the onus was on the party seeking information to pay for acquiring
same and the cost of doing so sometimes curtailed legitimate data collection efforts. For
example, a creditor wanting to see information from the debtor's schedules might have
hed to hire someone to go to the file room in the applicable court. Existing or prospective
creditors are known to have hired “stringers’ who gather information (at the creditors
expense) about individual debtors (who they owe, how much they owe, where they live).
Potential purchasers of creditors or equity holders claims or the debtor itself have borne
the cost of due diligence in most ingtances, mining the bankruptcy file for information.

The possibility of dectronic aocess to deta changes the cost dynamic.  Ingtead of private
parties exercigng the time, effort and money to collect information, it is provided by the
9g/dem = asacod of the overdl sysemitHf.  In other words, the costs of data collection
ae redigributed among all parties rather then falling upon sdected interested parties with
the desire or financial wherewithal to collect same. This is helpful to academics and others
with fewer financial resources.

Thereis another dimension to thisissue - the sdliig of data. Although the data garnered
are presumably “public,” the data could be sold by the government, panel or Chapter 13
trustees (who also collect data) or third party collectors. The data could be re-packaged
at a cost (aggregated based on variables suggested by the desirous recipient). Or, wholly
unexpurgated files could be downloaded to another person’s computer and reconfigured,
recast or rerun. These data could be used by the acquirersthemselves (say to develop a
list of potential customers or to identify where not to lend) or it could be cleverly re-
packaged and re-sold to still others who might want same (other vendors, academics).
This is problematic when public data are yielding economic benefits to those charged with



the responsihility of collecting it (as opposed to private parties who, themselves, pay to
get and assemble data).

It is my view that dear policy postions on data ownership must be developed, and
policies concerning both data access and data dissemination determined. The
ability to sudy the bankruptcy sysem cannot and should not be held hostage to the
cods of data access, the system is far too large and important to deny the
importance of its dudy. However, | remain concerned about the marketing of
bankruptcy data, initially collected for one or more legitimate purposes by those
charged with collecting it.

Concluson: As an academic, | want and need data to determine and then write about the
successes and failures of the bankruptcy system. Theory, of course, has a place but | have long
believed that theory needs to be informed by actual practice -- as revealed by, among other things,
hard data. Moreover, since there is widespread recognition that bankruptcy is practiced very
differently in different parts of the country, nationa data (subdivided by region) isimportant and
may yidd significant ingghtsinto the functioning of the sysem. On the other hand, | care deeply
about the privacy of those in the system, about their actual expectations of privacy and about their
prospective safety. There is a human price for al debtors seeking bankruptcy relief Thet istrue
for many creditors aswell. That price cannot rightly include the complete loss of privecy that we
work so hard to protect in other arenas. One should only lose as much privacy as is needed to
make the system operate well. | do not have answers unfortunately. However, | hope my
concerns will assist the study team as they try to address this topic.
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Re Comments on Sudy of Privacy Isues in Bankruptcy Data
Dear Ms. Barnhill:

The American Bankers Association (ABA) is pleased to submit these comments
in response to the joint request of the Department of Justice, Department of Treasury, and
the Office of Management and Budget (the Study Agencies) published in the Federd
Regidter of July 31, 2000. That request invited interested parties to comment on how the
filing of bankruptcy affects the privacy of individuad consumer information thet becomes
part of a bankruptcy case. The ABA brings together al categories of banking ingtitutions
to best represent. the interests of this rapidly changing industry. Its membership — which
includes community, regiona and money center banks and holding companies, aswell as
savings associations, trust companies and savings banks -~ makes ABA the largest
banking trade association in the country.

Executive Summary

» Theahility of new infarmation technology to make bankruptcy court data that
dready is public more readily and easly available should be viewed as a
substantial improvement in the bankruptcy process.

. Theuse of the bankruptcy processto gain extreordinary legd relief includes
an inherent loss of privacy as private financia matters become the province of
the public sector judicia process.

« Anindividud who hasfiled for bankruptcy faces substantidly less adverse
potentia consequences of public dissemination of persond financid
information than a solvent individud.

. Itisworthwhile to consder providing individuas with clear notice asto the
inherent loss of financid privacy that accompanies a bankruptcy filing.

. Public palicy should aim to maximize bankruptcy case data flowsto al parties
In interes.



Creditors require detailed and timely bankruptcy information in order to both
assart their own rights as well as to avoid taking actions adverse to the filer
due to inadequate or dated information. Such information is aso required to
avoid new lossesin those limited instances where individuas who have just
filed for bankruptcy protection seek additiond credit and fail to disclose that
filing.

Asinformation technology improves data flows from trustees to the courts,
thereisalessening of any meaningful distinction between public and non-
public data.

Bankruptcy courts Sit as courts of equity and therefore must act in amanner
that is congstent with other gpplicable laws and policies.

Dueto the lack of any demongrated harm, as wdll as the adminigrative
flexibility that the courts and trustees have to address any problems that do
arise, it is premature to consider any statutory change in the Bankruptcy Code
regarding data in cases filled by individuas or commercia bankruptciesin
which commercial enterprises possess customer and consumer information.

Response to Questions

The threshold questions of this sudy must be: What are the legitimate privacy
expectations of individuas filing for bankruptcy? And are the consequences of any loss

of financid data privacy they may experience the same as for individuals who are not
filing for bankruptcy?

We would submit thet the financia privacy expectations of individuas filing for
bankruptcy must, as a redigtic matter, be far less than for individuals who do not use the
system. Thisis due to the inherent nature of the process, which utilizes the intervention of
a branch of the public sector, the judiciary, to block pending legal actions as well as to
extinguish or substantially modify contracts entered into in exchange for credit. In
addition to being part of the very nature of an open judicid process, it is desrable that the
fact that an individua hasfiled for bankruptcy protection be disseminated as widely as
possible, so that business and individua creditors of the bankrpt can avail themsdves of

available rights and remedies, and so that others who may be approached by the bankrupt
for new credit may protect themselves.

When an individud files for bankruptcy he requests the extraordinary intervention
of the judicid process. Thisintervention is highly unusud in two particular ways. Frs,
an injunction, the automatic stay, is granted upon the mere filing of the petition and hdts
al pending legd actions againgt the debtor and his estate. This injunction is granted
without necessity of proving the two dements that are usudly required for such relief — a
showing that immediate harm will be suffered absent the granting of the injunction, as
well as a high probability thet the petitioner will succeed on the legd merits.
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In exchange for this extraordinary relief, the bankrupt must expect that the facts of
this public judiciad process will become just as public as those of any other civil action.
The Bankruptcy Code in fact requires that al documents filed in a case become public
records open to public inspection, and the fact that modern technology makes it easier for
the public to examine such records should be viewed as a substantia improvement in the
judicid process rather than a cause for concern. Given the highly mobile nature of our
society, aswdl as the fact that the credit market is now nationa in scope, it isindeed

appropriate that local bankruptcy court data be available at little or no cost on a
nationwide basis.

Individuas who have filed for bankruptcy aso, as a generd matter, have
subgtantialy less exposure to misuse of their financid data. Unlike those of a solvent
individud, the credit lines and accounts of a bankrupt will be restricted or closed and
thus are not subject to misuse or appropriation by third parties who gain these account
numbers.

Also, as a general matter, the Study Agencies request for comment makes what
we bdieve is an atificid and increasingly less meaningful distinction between public and
non-public data. Information collected by trustees about the administration of particular
cases is passed along to the courts at regular intervals and becomes part of the open,
public record of the case; as information technology increases the speed and accuracy of
these data flows, such data will more rapidly become part of the public record.

We now respond to the specific questions posed by the Study Agencies:

1) Types and amounts of information collected from debtors

All deposit and credit accounts and identifying numbers, balances in savings and
investment accounts, amounts owed on credit accounts, al sources and amounts of
income, types and vaues of non-monetary assets, a budget showing the debtor’s
regular expenses, and the tiler’s Socia Security number, aswell as any other rlevant
financid or living expense information becomes part of the public record in agiven
bankruptcy. Partiesin interest require dl of thisinformation in order that they may
avall themsaves of ther rightsin a given case

The fundamenta baance a the heart of bankruptcy law is to provide necessary relief
from financid obligations to the debtor while maximizing recovery to various types
of creditors subject to the priorities and limits of the law. The only way to fairly
achieve this balance in a given case isto make dl avalable information fredy
availableto dl interested parties so that they may determine whether they have a
stake in a particular case and, if they do, take appropriate action. We do not perceive
any greater sengitivity of any particular class of data that would judtify excisng it
from the public record or limit its availability. Aggregations of this type of data has
some vaue in the marketplace, primarily through its dissemination to those who
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regularly engage in the business of extending credit so that they may be quickly
gpprised of the facts and circumstances of filings by those they have lent to.

2) Current and future practices for collection, analysis, and dissemination of
bankruptcy case data.

We are not aware of the full scope of current practices among the various court
didricts at this time, but would hope and expect that the Adminigrative Office of

the U.S. Courts and the Executive Office for United States Trustees can provide that
information. We are aware that various commercid enterprises now regularly collect
basic public data about new bankruptcy filings, check it againg the filer’ s credit
histories, and provide notice to listed creditors subscribing to such a service that a
borrower has filed for bankruptcy. The rgpid availability of such data not only assists
lendersin timely assertion of their rightsin the bankruptcy process, but asssts them
in avoiding adverse actions against the debtor ~ such as repossessions, setoffs,
garnishments, and collection calls - that might otherwise be undertaken, in
unintended violation of the automatic stay, where the lender is not aware of the
bankruptcy filing. In addition, it enhances the safety and soundness of the financid
system by protecting lenders from extending credit to individuas who have just filed
for bankruptcy but fail to disclose that fact on their loan gpplication. It is our view
that maximizing the collection and dissemination of bankruptcy case data benefits al
parties to the process, including the debtor, and that the aim of the court system
should be to use available and forthcoming information technology to improve such
data flows.

3) Need for access to bankruptcy case financial information.

Creditors need detailed bankruptcy information and e ectronic information exchange
services for several purposes.

+ To make a threshold determination of whether a lender has a stake in a particular
consumer bankruptcy. Again, such determination aso better protects the debtor
by preventing the taking of legd actionsin violation of the autométic Say.

«  Toquickly ascertain the accuracy of a borrower’s clam that they have filed for
bankruptcy, where the communication fails to provide details of thefiling. Asin
other instances, use of the borrower's Socia Security number is the only means
by which a quick confnmation of the claim can be effected.

«  To communicate efficiently with trustees and obtain information about case
status and payments made. Many trustees now make such basic information as
debtor payments, change in status, modification of the plan, dismissa or
discharge actions, and disposition of collaterd available to parties in interest via
Internet webgites. Again, the availability of this data not only assists creditors, but
hel ps protects debtors against adverse legal actions - such asamotion for relief
from the stay -where the debtor has made timely payments but they have not
been passed on by the trustee.
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4)

Lenders need access to al available debtor financid information about al account
types, debts, income sources, expenses, etc. In particular, the debtor’'s full name,
diases, last known address and phone numbers, and Social Security numbers are
essentia in providing creditors with key information required to alow meaningful
assartion of their legd rights, and such basic data must be readily availablein a
public manner. Such information also assgs individuas to obtain credit by
dearly differentiating them from bankrupt individuds having the same name.

Findly, we believe that the interests of dl parties in bankruptcy would be well
served if enterprises could collect, compile, and eectronically redistribute
information about bankruptcy cases. We strongly supported the provision of the
pending bankruptcy reform legidation, 5.625, that would have permitted Chapter
13 trustees to provide case status data on a good faith basis to non-profit entities
for redigtribution to partiesin interest, and were disgppointed that the
Adminigration objected to itsincluson in afinal bill. It isour view that trustees
should in fact be required to make data available to partiesin interest via
electronic means, and to share it with such a non-profit aggregation service; as
previoudy stated, debtors would also regp substantid benefit if such information,
particularly payment histories, was reedily available to other partiesto a case.

Privacy interests in bankruptcy.

As dated earlier, we believe that when an individua eectsto use a public judicia
process to extinguish or modify their financid obligations they must expect thet the
fact of thar filing as well as detailed persond financid information will become part
of the public record. A subgtantia loss of financid privacy isinherent in the
bankruptcy process. Also, as earlier stated, the potential adverse effects of third party
access to detailed fimancial data are inherently less in the bankruptcy context because
the filing individud’s credit lines will have been cancded or frozen, while their liquid
asts are likely to be insubgtantial or nonexistent. Any concerns about aggressive
marketing of new credit to the debtor during or post-bankruptcy should be addressed
through applicable consumer credit and protection laws, not by restricting access to
bankruptcy data to the overwheming mgority of legitimate users. It must be
recognized that post-bankruptcy rehabilitation and the “fresh sart” must include the
opportunity to build anew credit history; legitimate lenders who wish to offer credit
to affected individuas should not face unnecessary obstacles to identifying them.

Effect of technology on access to and privacy of bankruptcy information

All of the information in a bankruptcy case is public information under current law.
Information technology has the potentia to make that public information more
readily avallable to the genera public. This should not be viewed as aflaw but asa
ubgtantia improvement in the operation of the public judicia process. Any attempt
to redtrict public access to such information would, in our view, be a misguided
attempt to perpetuate preexisting inefficiencies and deterrents to public access.
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We do, however, recognize one countervalling consideration. The ABA has
repeatedly made clear that it supports limiting public displays of Socid Security
numbers because of the sgnificant potentia to perpetrate identity theft with that
information. While it is absolutdy critical that lenders continue to receive timey
notice of the Socia Security numbers of those who have filed for bankruptcy, we
would not be adverse to limiting access to the generd public. It must be recognized,
however, that exciang Socid Security numbers from dl public records of individud
bankruptcy filings could congtitute a mgor adminigtrative challenge to the court
system.

Current busness or governmental modds for protecting privacy and ensuring
appropriate access to bankruptcy records

We do not know of any models for protecting individua privacy in bankruptcy.
Again, bankruptcy is an inherently public process in which the filer must anticipate
that detailed financid information will become part of arecord avallable to the
generd public. We do not believe that the potentia for technology to improve such
public access judtifies removing various categories of data from the public record.

Principles for handling bankruptcy data; recommendations for palicy,
regulatory or datutory change.

We bdlieve that the paramount public policy principle that should govern this areais
that the utilization of technologies that better facilitate the dissemination of public
information to the public should be viewed as a positive development and not as
cause for concern. Easer access to thisinformation thet aready isin the public
domain is ahighly positive development. We would oppose any attempts to transform
currently avallable public information to information that is only available on a
conditional or restricted basis, if at al. We would also oppose any proposa to restrict
electronic access to information that is readily avalable in physical form, as such
policy would only create unnecessary inefficiencies that would most severely impact
gmdl business and individud creditors. Findly, any attempt to restrict currently
available data or dectronic access thereto would likely impose substantia and
unnecessary burdens on the court and trustee system.

We would have no objection to providing individuas contemplating a bankruptcy
notice with clear and detailed notice about the public nature of bankruptcy filings,
including the uses and disclosure of persond financid information by the court and
trustees. Both Congress and the Administration have indicated strong support for
policies, such as mandatory pre-bankruptcy credit counseling, to ensure that
individuds fully understand dl the legd, credit access, and persond implications of
a bankruptcy filing, as well as available opportunities for financid rehabilitation
outside of the legal process. Debtors should certainly have the same access to case
information held by the trustee as other partiesin interest.
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We have no objection to, and indeed support, allowing public bankruptcy data to be
aggregated and distributed by third parties for a reasonable fee. The market can best
determine whether the vaue added to public information judtifies the fee thet is
requested.

Finaly, we think it is premature to congder any policy, regulatory or statutory
changesinthisarea Again, it is our overarching belief that the use of new technology
to make adready public information available more easly and efficiently represents a
substantial improvement in the bankruptcy process. There has yet to be any
demondtrated problem, much less actua harm, flowing from the availability of such
information. The avallability of this information both protects lenders and enhances
the ability of solvent individuals to obtain credit. Many locad newspapers have long
published ligts of new individud bankruptcy filings that include detailed public
information, such as principa creditors and amounts owed, including child support.
The Internet and other information technology improvements merely move those
practices into the digitd age. If any unforeseen and significant problems do arise,
both the courts and the Office for U.S. Trustees have considerable administrative
latitude to address them, and should attempt to do so before statutory change is
considered.

Consumer  Information in Commercial Bankruptcies

Although not a part of the forma Study, the Study Agencies invited comments
about the effect of a business bankruptcy on consumer/customer information that the
business has collected. This issue has recently received extengve atention in the media
due to the attempt of the failed Toysmart.com retailer to auction off such information that
it held. In July, Toysmart.com reached a settlement agreement with the Federal Trade
Commission (FTC) under which it would be permitted to sell its customer database as
part of its bankruptcy plan, subject to numerous conditions. Under the settlement, the
information could be conveyed to a purchaser only if it was in the family-related
commerce market, purchased the entire web site, and agreed not to sell the database
without obtaining permission from the individuds included in it. Bankruptcy Judge Carol
Kenner subsequently voided that agreement. She ruled, without prejudice, that any such
agreement was premature in the absence of a buyer for the customer information. Judge
Kenner noted that “the function of any court is to resolve actua conflicts’ and that
concerns about potential abuse of the database were hypothetical until a purchaser was
identified. The Judge was responding, in part, to filings by creditors who asserted that the
FTC terms were unduly constraining efforts to locate a purchaser, and who also noted
that any disposition of the database asset would require notice to the FTC and approval
by the bankruptcy court

The ABA believes that Judge Kenner reached the appropriate conclusion in this
case. More generally, we note that bankruptcy courts are courts of equity with a long
history of baancing bankruptcy law with other Federal laws and public policies.
Bankruptcy courts cannot approve a sale that would violate other Federal laws, including
consumer protection laws. Further, a court order is subject to strong enforcement
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mechanisms and will generaly provide grester protection to customers and consumers
than any pledge made to them by the business prior to filing for bankruptcy protection.

The Study Agencies request asked that comments not address pending legislative
proposals or regulatory activities. While we will honor that request, we do note that, as a
generd mater, the highest degree of protection for the interests of afailed business
customers can be assured by leaving the bankruptcy court in control over those business
assets that relate to their interests. Assets that are deemed to not be “property of the
estate” cannot be used or sold by the debtor as part of its reorganization plan or for the
benefit of creditors. Such non-estate assets may not be used as part of the debtor’s regular
business operations either prior to or after reorganization even where such useis
congstent with its publicly stated privacy policy and applicable law, cannot be protected
from misuse by third parties, and cannot be conveyed to a purchaser even where that
transfer is part of a sale of the entire ongoing business and the buyer agrees to respect the
falled company’s privacy policy. Non-estate assets also fal outside the protection of the
automatic stay and the jurisdiction of the court and could be subject to seizure and
digposd by parties with claims againgt the debtor. Although an individua secured
creditor might benefit from such action, creditors overal would be adversdly affected
because a vauable asset crucia to a successful reorganization or sale of the business
would be lost to the debtor.

Bankruptcy policy favors maximizing the vaue of the etate for the benefit of
creditors, including such parties as employees who are due back wages. It is important
that this objective be carefully balanced againgt other public policy concerns. The
bankruptcy court, acting as a court of equity, will generaly be in the best postion to
balance such concerns based upon the specific facts and circumstances of a case. It is
aso important that consumer and customer information not be subject to more stringent
conditions when a business seeks bankruptcy protection, as any resulting ingbility to
utilize or redize the vaue of akey assat will be a srong deterrent to using the bankruptcy
laws to reorganize. Such deterrence would tend to increase lost jobs, decrease creditor
recovery, and harm the overal economy.

We Dbelieve it is premature. to consider any new law governing the use of customer
and consumer data in the commercial bankruptcy context. We aso believe that, as a
generd matter, applicable privacy law and policy should be the same regardiess of
whether a business is a viable going concern or is atroubled enterprise utilizing the
bankruptcy process. Any legidative proposa for deding with customer and consumer
information held by atroubled company must be carefully considered to assure that it
does not deter use of the bankruptcy process, conflict with the overall goals of
bankruptcy, reduce the ability of the business to successfully reorganize, or undermine
the ability of the court to safeguard the interests of individuas who have provided data to
the company.
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Finally, we note that certain self-declared privacy advocates have made public
satements indicating that their advocacy of severe regtrictions on the use of customer and
consumer information in the commercid bankruptcy context is part of a broader agenda
to prevent the exchange of customer information in al business mergers and acquisitions.
Such broad legal restrictions on the ability to convey or use customer data would
inevitably distort economic decisons, create unnecessary inefficiencies, and have
sgnificant negative repercussons for the overal information-based economy.

Conclusion

We appreciate the opportunity to comment and this matter. Please let us know if
we can be of further assistance.

Sincerely,
fj : B | -
Qg L (e
Beth L. Climo
Managing Director
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Re: Public Comment on Financial Privacy and Bankruptcy
65 Fed. Reg. 46735 (July 31, 2000)

Dear Mr. Barnhill:

America's Community Bankers (ACB) welcomes the opportunity to respond to the
request for public comment published in connection with a study on financia privacy and
bankruptcy being conducted by the Department of Justice, Department of the Treasury,
and Office of Management and Budget (OMB)‘. ACB represents the nation’s
community banks of al charter types and sizes. ACB members pursue progressive,
entrepreneurial and service-oriented strategies in providing financial services to benefit
their customers and communities.

The Study

The Clinton Administration is conducting a study, through Justice, Treasury, and OMB,
of how best to handle privacy issues for sensitive financial information in bankruptcy
records, including the privacy impact of electronic availability of detailed bank
bankruptcy records containing financial information of debtors. The study will be
prepared in consultation with the Administrative Office of the U.S. Courts.

The study examines the public record data and the non-public record data. The public
record contains financial information as a part of schedules filed in bankruptcy court
attached to bankruptcy petitions and related motions. This information includes. a list of
bank accounts and identifying numbers, credit card account numbers, social security
numbers, balances in the bank accounts, balances owed to creditors, income, a detailed
listing of assets and budgets showing the individual’'s regular expenses.

This information is required for individuals filing chapter 7 or 13 under the Bankruptcy
Code”. The Bankruptcy Code also specifies that all documents filed with the court are
public records and open to examination by any entity without chargeB.

' 65 Fed. Reg. 46735 (duly 31, 2000).
211'USC. 101 etseq.
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On the other hand, the information held by the trustee in administering the estate - the
non-public information = is not generdly available to the public. This information may
include additiond schedules, tax returns, supporting information concerning the vaue of
property or information reléive to investigative reports.

Depending of the size or the vaue of the bankruptcy estate, the number of documents
rdating to a specific public or nonpublic filing can be enormous®.

ACB Position

As a genera proposition, ACB supports efforts to protect the non-public, persona
information of consumers of financid services. While statutes, regulation and generd
industry practice provide a variety of privacy protections for financia services customers,
ACB supports public policies that properly baance the legitimate information sharing
needs of afinancia inditution with the obligetions to protect consumer privacy.

Accordingly, ACB bdieves, in the bankruptcy context, that maintaining non-public data
inits current form is necessary. Certainly, there is no overriding need to make publicly
available the tax returns or additiona non-public information obtained by the trustee to
facilitate the settlement of a bankruptcy claim.

Recovery of Assets in Bankruptcy

In making a judgment as to what portion of the currently public information should
reman available, ACB believesit is hecessary to focus on whether, and to what extent,
the information is criticd in asssting community banks in recovering assts. If a
community bank is specified as a creditor in a bankruptcy proceeding, dl rdevant
information with regard to the caseis available to the bank. It is conceivable, however,
that a community bank may be a creditor of a consumer in bankruptcy and not be listed
as a creditor.

When community banks are not listed, some public mechanism should be l€eft in place to
permit these indtitutions to identify potentid debtors. The information in the public file
should remain available to the public. Persons seeking bankruptcy protection mug file
detailed records. This disclosure may be a substantia inconvenience, but should remain
a datutory requirement. After al, as compensation for these disclosures, the debtors
receive a discharge from their obligations (chapter 7) or a substantialy reduced debt
burden and a discharge in three to five years (chapter 13).

111 U.SC. 107(a).
! Deborah Fletcher and Thomas Yoder, Bankruptcy - A Survival Guide for Lenders (America Bankruptcy
Ingtitute,  1997)  29-42.
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Generd |ssues

The study being conducted is extremely broad and a significant portion is beyond the
operationd purview on community banks. However, ACB would like to respond to
several issues.

Should there be any restrictions on the degree of accessibility of such information,
such as rules that vary if information is made available electronically or via the
Internet? If so, what should they be? Should policies on the handling of
information in bankruptcy cases be technology neutral, so that the rules for dealing
with information are the same regardless of what medium is used to disclose such
information?

Many jurisdictions are in the process of developing dectronic filing and maintenance of
the system of records. The bankruptcy proceedings in those jurisdictions would, of
course, be subject to the same standards as other comparable court records. ACB
believes that it would be extremdy difficult to justify, from a practicd or lega
perspective, atering the contents of afile based upon its form. Therefore, it appears that
the most gppropriate method for handling the bility of thisinformation would be
on atechnology neutrd basis.

1.01 What types and amounts of information are collected from and about
debtors, analyzed, and disseminated in personal bankruptcy cases.

The vast mgority of persond bankruptcy filings include the following informetion:

A lig of creditors;

A schedule of assets and lidbilities,

A schedule of the debtor’s current income and expenditures’;
A daement of financia datus,

« Alig of exempt properties,

If the debtor has consumer debts that are secured by real or persona property of the

edtate, the debtor so must file a tatement of intention which indicates whether: (1) the
property is claimed as exempt; (2) the debtor plans to redeem the property; (3) the debtor
intends to reaffirm the debt secured by the property; or (4) the debtor intends to surrender

the property.

1.1 What types of information are collected, maintained, and disseminated in
bankruptcy?

The bankruptcy court generaly collects and maintains financid and persona data related
to the debtor assets structure. Thisinformation is obtained to provide the bankruptcy
court with adequate data to assess the financia status of the debtor, determine whether
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the creditor's claims are equitable and to make a reasonable disposition of the assets
consistent with the Bankruptcy Code and related rules.

1.2 Which of these data elements are public record data?
All of theiterrisin] .01 are public record items.
1.3 Which are non-public record data held by the trustee?

Asindicated above, dl theitemsin 1.01 are public record items. The non-public datais
basicdly data developed by the trustee such as information emanating from an
investigation, tax returns, supporting schedules, depositions taken to ascertain the
propriety of certain filings, etc. Non-public information usudly is developed on a case-
specific basis.

1.4 How much data is at issue?

The amount of the data clearly varies with the Sze and the complexity of the bankruptcy.
Generaly, bankruptcy estates that contain alarge number of red estate assets, securities
holdings, or large commercid transactions generate sgnificant data.

1.5 Are certain types of data more sensitive than others; that is, are there types of
data in which debtors would have a stronger privacy interest? If so, which ones?

ACB is not aware of any empirical surveys or consumer preference questionnaires that
examine this issue.

2.0 What are the current practices, and practices envisioned for the future, for the
collection, analysis, and dissemination of information in personal bankruptcy.

The current treetment of information in bankruptcy is fairly regimented, athough it may

vary somewha from jurisdiction to jurisdiction. The various schedules are filed with the
clerk of the bankruptcy court. Thk clerk trangports copies of the filings to the bankruptcy
judge and highher clerk. The clerk generally maintains an operationd copy for his office

and one for the court system.

Some juridictions are experimenting with eectronic filing for al aspects of the court
system including bankruptcy. Some jurisdictions permit paper and dectronic filing.
These filings extend to petitions, briefs, motions, and al pleadings. Conceivably, in the
future, the courts could mandate eectronic filing. The principal opposition to eectronic
filing has been the cost of converting the paper system to an eectronic system. However,
the privacy issue may become more prominent as the court systems consider conversion.

3.0 What access do various parties need to financial information in personal
bankruptcy cases? Which individuals or entities require access to which particular
type of information, for what purposes and under what circumstances?
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Community bankers need access to dl of the information in the public file. If a
community bank is a party to the bankruptcy, it needs full access to the non-public
information as wdl. This information is important because it asssts the community
bankersin determining the actud Sze of the debtor’ s estate, accuracy of the information
provided, the number of other creditors with legitimate clams to the debtor property, and
the likelihood of recovery of their claims from the debtors estate.

39 What issues, if any, are raised by exiging limitations on trustees handling of
personal  information?

One potentid issue in this area relaes to incomplete filing by petitioners in bankruptcy.
For example, the debtor may make an incomplete filing or provide information in such a
way that it is difficult to understand. In thisinstance, the bankruptcy judge hasto start an
investigation to determine the true nature of the debtor’s estate.

As previoudy indicated, the evidence obtained from the trustee’ s investigation is non-
public. However, during the course of the investigation, information may be obtained
that would ordinarily be categorized as public information. Unfortunatdly, because the
trustee was required to seek thisinformetion, it is placed in the non-public file.

ACB appreciates the opportunity to comment on the study. If you have any questions
concerning this communication, please contact Al Elder at (202) 857-3 108 or
aelder@acbankers.org.

Sincerely,

Uanloty M Bl

Charlotte M. Bahin
Director of Regulatory Affairs
Senior Regulatory Counsd
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Leander Bamhill

Office of the Generd Counsd

Executive Office for United States Trustees
901 E. Strest, N.W.

Suite 780

Washington, D.C. 20530

RE: Comments on Study of Privacy Issuesin Bankruptcy Data

We are pleased to provide the Departments of Treasury and Justice
and the Office of Management and Budget with comments regarding privacy
issues in bankruptcy data, under the terms of the notice gppearing in the
Federal Register of July 31,2000, on pages 4673546738. (Fed. Reg. Vol. 65,
Number  147).

We request that the following genera comments, dong with the
specific answers to individual questions, be made part of the public record.

Backeground of the Submitter

Based in Minneapolis, Minnesota, Dolan Media Company is the
nation’s leading collector of bankruptcy filing information. We monitor
bankruptcy activity on adaly bass and provide information to our clients
who are primarily the largest consumer creditorsin the country. Our  services
provide a critical bridge between the bankruptcy courts and the creditors who
are involved in a bankruptcy case. Our services also provide an indirect
benefit to bankruptcy debtors as further described below.

In additionto bankruptcy records, we aso collect avariety of public
record information on consumers and businesses nationwide. The other types
of information include tax liens, judgments, and UCC filings amongs others.

GENERAL COMMENTS

Need for the Study and Clarity in Discussing the | ssues of Privacy

Dolan Media Company commends the Adminigtration for undertaking
this study of privacy issuesin the context of bankruptcy data. The Company
believes that this targeted effort represents an important step in bringing
needed clarity to the complexities of the privacy debate.
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The overdl privacy debate has too often been characterized by scare headlines in
the media; a one-gze-fits-dll gpproach to the protection of any and dl information and
data, regardless of its source and use; and little discusson or understanding of the
delicate balance between preserving individual privacy and protecting the public's right
to know.

Dolan Media Company hopes that the results of this Study will lead to a greater
generd public avareness of the need to baance privacy concerns with the necessity of
public disclosure. In the particular case of bankruptcy data and information, the
Company hopes that the Study will resffirm the long-standing policy that such
information must be made available to the public so that our economy continues to
operate efficiently and al consumers are tregted fairly.

Public Records Data and Privacy

In the United States, there will (hopefully) aways be an uneasy baance between
the right of privacy and the free flow of information. Both elements are necessary to the
preservation of democracy, but the proper calibration between privacy, on one hand, and
disclosure, on the other hand, very much depends on the specifics of each case, and a
careful weighing of the cogts and benefits in each instance.

Much of the current concern over privacy centers on private data collection
activities involving Internet e-commerce Stes, consumer mailing ligts, etc. Applying
privecy redtrictions to such private data collection raises an entirdly different set of issues
than those that apply to public record data collected or generated by government.

And within the category of public records, there is a distinct difference between
records for which consumers have an expectation of privaecy — driverslicense
information, health care records,, and the like = and other public records which have
traditionally remained open to public ingpection and notice such as court proceedings,
bankruptcy filings, tax and other liens, and Smilar matters.

There are deep-seated historic and wholly practical reasons for alowing open
public access to this latter type of record. Higtoricaly, America was founded on the
belief that government power should be limited, and that disclosure and open debate
would protect us dl. Consequently, we generdly limit pretrial detentions, secret trids,
and sealed records.

As a practical matter, the only reason to collect many public records related to
economic condition or creditworthiness is to make this information available to the larger
public. Without disclosure, there is no way to differentiate between an individua with
bad credit and a checkered history, and someone with agtelar history of paying their
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bills. Without this information being made reedily available, the cost of obtaining credit
and bank loans will go up for dl Americans, and availability will become dower and
more redtrictive.

Uniaue Characteristics of Bankruptey and Other Adjudicative Proceedings

In addition to the historic and practica reasons for generdly alowing access to
public records data, bankruptcy and other adjudicative proceedings have other
characteristics that argue for disclosure, based on the factthat these events trigger the
gpplication of government power to an otherwise privete Stuation.

In bankruptcy proceedings, as well as in other areas such as foreclosures, liens
and court judgments, government power and decision-making is interposed between
private commercid relationships. The gpplication of that government power gives the
public acompelling interest in the disclosure of those proceedings, in order to insure
fairness and the proper use of government power.

Moreover, consumers who enter bankruptcy avail themsdves of certain specific
government protections not available to the citizenry at large. For instance, in most cases,
their overal debt load is reduced and/or forgiven, a benefit unavailable to other
consumers who carry large debts but who avoid bankruptcy. Individuas in bankruptcy
are provided additiona privacy protection unavailable to other citizens. Once an
individua has entered bankruptcy, his or her creditors are prevented from contacting that
individual to seek payment of debt. Again, thisisaleved of protection that the average
consumer does not enjoy. It should be noted that this benefit is only available because of
the public availability of deta regarding the identity of individuals who file for
bankruptcy.

Businesses and creditors to whom the bankrupt owes money may get some benefit
in the form of reduced repayments that otherwise would never occur, but generdly,
bankruptcy is a benefit to the consumer and a cost to business.

In order to insure that the bankruptcy system works and is not abused, disclosure
of information regarding the bankrupt is absolutdly imperative in order to notify possible
creditors of this status and, in some cases, to alow those creditors to challenge thefiling.
Beyond the immediacy of bankruptcy filing, it would seem only fair that consumers who
have not filed for bankruptcy have this factored into their credit histories; and that those
who have filed likewise have this taken into account. This can only occur if data
regarding the bankruptcy is fredy available to public.
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How We Coallect and Use Bankruptcy Information

The information we gather includes debtor name, address, socia security / tax 1D
number, court location, case number, chapter, and other basic case information. All of the
information we gather is public record information available within the initid petition
and schedules that are filed with the court. Our primary source of thisinformation is the
bankruptcy court’s computer system (often referred to as PACER). We aso retrieve
specific bankruptcy documents on behalf of creditors who need to learn more information
about a particular bankruptcy proceeding.

In generd, our clients are the largest creditors in the country who use the
information for a variety of credit-related reasons. Creditors find that our electronic
delivery of the information is more efficient and cost effective than paper based methods,
and reduces the chances of error. We also provide bankruptcy information to the major
credit bureaus to update the consumer’s credit file.

The information we collect is used to dert the creditor of a consumer’s
bankruptcy. This use of the information alows the creditor to stop collection attempts to
the debtor. Open access to bankruptcy information alows creditors to quickly remove
bankrupt consumers from collection cal queues, and collection letter mailings. This
keeps the creditors from violating the automatic stay in regards to collection attempts that
is effective a the time of the petition filing. To this extent, most debtors needing
bankruptcy protection would have an interest in making sure their information is reported
quickly and accurately.

The bankruptcy information is also used by the credit bureaus to update and
maintain accurate credit files on consumers. These credit ratings help assure that those
individuals who demondrate the best history in terms of credit, are able to receive the
most favorable credit terms. The credit bureaus are also able to use the information in
ongoing fraud prevention efforts.

The very purpose of a bankruptcy filing is to notify others of the financid
condition of the debtor. Our collection and distribution activities support this purpose
more efficiently than any other solution today. Our clients can do a better job of
controlling bad debt and avoid collection activity that violates the stay of bankruptcy.
Additionally, the debtors benefit by quickly recelving the protection they seek from
harassment by debt collectors. Unrestricted access to this information will dlow usto
continue to serve hoth the creditors and debtors in an efficient and cost effective manner.
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By Hand Ddlivery and Electronic Delivery

Leander Barnhill

Office of General Counsel

Executive Office for United States Trustees
901 E Strest, NW

Suite 780

Washington, DC 20530

Re: Comments on Study of Privacy Issues in Bankruptcy Data

Dear Mr. Barnhill:

This comment letter is submitted on behdf of VisaU.SA. Inc. (“Vid') in
response to the request for comment issued by the Department of Justice, Department of
Treasury and the Office of Management and Budget (collectively, the * Agencies ?
regarding financid privacy and bankruptcy records. The Agencies request comment
regarding the privacy issues related to records established in the course of bankruptcy
proceedings, including privacy issues raised by eectronic access to such records. We
gppreciate the opportunity to comment on this important matter.

The Visa Payment System, of which VisaU.SA. isapart, isthe largest
consumer payment system in the United States and in the world, with more volume than
dl other mgor payment cards combined. Visa is part of a worldwide association of over
21,000 financid inditution members that individudly offer Visabrand payment
sarvices. In fact, Visanow has over one hillion cards circulating worldwide. These
Visa-branded cards are held by consumers around the globe, and generate over
$1.6 trillion in annua volume worldwide and over $700 billion per year inthe U.S. At
peak volume, Visa's system processes nearly 4,000 card-related transactions per second.
In 1999, the Visa network processed 11 hillion credit card transactions worldwide.

As noted by the Agencies, when a debtor files for bankruptcy, the debtor is
required to provide financia information as part of the schedules filed with the
bankruptcy court -- such asalist of bank accounts and identifying numbers, socia
security numbers, alist of assets and liabilities and a budget showing the debtor’s
regular expenses. The information that is collected as part of the schedules becomes
part of the public record of the case and is open to examination by anyone at reasonable
times without charge (so-called “ public record data’). In addition, trustees in the course
of adminigtering the cases often will find it necessary to add information in the
bankruptcy schedules -- such as additiond information regarding the vaue of the

Visa US.AL INC. Phone 650 432 3111
Post Office Bax 8999 Fax 650 432 2145
San Francisco, CA 94128-8999

USA.
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debtor’ s assets, amounts of liabilities and routine living expenses (so-called “nonpublic
data’). This nonpublic data dso includes information collected by a trustee relating to a
debtor’s Chapter 13 payment plan, such as a debtor’s payments to creditors under the
plan. Asnoted by the Agencies, generaly only the partiesin interest in a bankruptcy
case -- including creditors that are involved in the case -- receive this additional
information. The Agencies indicate, however, that there are no well-defined limits on
the trustee’ s authority to provide nonpublic data to others, nor on the authority of such
third partiesto use, sdl or trandfer thisinformation. The Agencies indicate that some
trustees and creditors are considering compiling information contained in bankruptcy
records eectronicaly for eeser administration and some possible commercid use.

Gengrd  Comments

The public nature of bankruptcy proceedingsis an inherent and important aspect
of those proceedings. When an individud files for bankruptcy, the individua has
chosen to involve the public sector -- including the bankruptcy court -- in hisor her
persond financid afairs. As with other court proceedings, the debtor should expect that
the facts of this public judicia process will become part of the public record.

Creditors need access to public record data. Those creditors directly impacted in
a bankruptcy case need access to nonpublic data so they can use the rights and remedies
afforded to them through the bankruptcy proceeding. Other creditors need the public
record data in case a bankrupt approaches them looking for new credit in order to
underwrite the loan request appropriately.

The Agencies should not interfere with the ability of bankruptcy courts, trustees
and others to compile and disseminate the debtor’s public record data and appropriate
nonpublic data eectronicaly or by other means. In fact, the Agencies should encourage
the use of such modem technology like the Internet to facilitate efficient distribution of
this information to current and prospective creditors. Thisiswhat the Bankruptcy Code
intended.

With respect to potentia privacy issues arisng from access by third partiesto a
debtor’ s data, any potentia adverse effect isinherently less in the bankruptcy context
than when the individud is solvent. When a debtor has filed for bankruptcy, the
debtor's credit lines are likely to be canceled or frozen, and liquid assets are likely to be
insubgtantiad or nonexigtent.

To the extent that the Agencies are concerned that potential creditors will use
bankruptcy data to market new credit to the debtor during or post-bankruptcy, these
concerns are more properly addressed through applicable consumer credit and protection
laws. Moreover, part of the “fresh start” provided by bankruptcy relief may include
prudent use of credit by legitimate users. Recent bankrupts should not be denied credit
because of restricted access to important bankruptcy data.
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Creditors Involved in the Bankruptcy Case

It is essential that creditors involved in a bankruptcy case continue to have access
to both public record data and nonpublic data relating to that case. Such creditors need
al the data currently collected as part of the bankruptcy case in order to protect their
rights. For example, a debtor's name, last known address and phone number and social
security number enable a creditor to evaluate quickly whether the creditor has a
sgnificant stake in a particular case. In fact, in many cases, a debtor’s socid security
number is the only way for a creditor to quickly ascertain the accuracy of a debtor's
clam tha he or she has filed for bankruptcy.

In addition, a creditor involved in a case must have accessto other available
financia information relating to a debtor -- such as the types of accounts, debts, income
sources, and expenses -- so it may adequately evauate its rights and determine what
appropriate action to take with respect to the debtor. Moreover, with respect to Chapter
13 cases, a creditor involved must continue to have information from the trustee -- such
as debtor payments, change in status, and modifications of the plan -- so the creditor can
adequatdly protect its interest, as well as communicate with the trustee.

The Agencies should encourage bankruptcy courts and trustees to make public
record data and nonpublic data available eectronically (such as through the Internet) to
creditors involved in bankruptcy cases. The dectronic collection and dissemination
benefits both creditors and debtors. For example, if acreditor is able quickly and easily
to access bankruptcy information, a creditor may be able to avoid unintended violations
of the automatic stay which adversely affect the debtor -- such as repossessions, setoffs,
garnishments and collection cdls -- that might otherwise be undertaken because the
creditor is unaware of the bankruptcy filing.

Access to Public Record Data by Parties Not Involved in the Bankruptcy Case

All creditors -- even those that are not directly involved in a particular case --
should continue to have access to public record data regarding bankruptcy cases.
Creditors that are not directly involved need this information to protect themselves when
they are approached for new credit. Without this information, a creditor may
unknowingly extend credit to an individua who has just filed bankruptcy -- which
exposes the creditor to substantial unintended risk and may create safety and soundness
issues for financia indtitutions. In addition, access by al creditors to public record data
regarding bankruptcy cases actudly can facilitate a debtor’s “fresh start” after
bankruptcy, by alowing legitimate lenders who wish to offer credit to debtors during or
post-bankruptcy to identify those debtors more easily.
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August 24, 2000

Leander Bamhill, Office of Generd Counsd
Executive Office for United States Trustees
901 E. Street, NW Suite 780

Washington, DC 20530

Re: Comments on Study of Privacy Issues in Bankruptcy Data
Dear Counsdl Barnhill:

| oppose any redtrictions on the public's access to information held in bankruptcy

filings  The current approach of openness is best. Our society benefits from
public access to court records as trangparency maintain the integrity of the system.

Those who petition the bankruptcy courts for protection from creditors cannot
possibly enjoy the same expectation of privacy in their financid affairs as those
who honor their legd and financid respongbilities.  Since the Department of
Justice estimates that one-fourth of al bankruptcy cases include fraud committed

by the debtors, perhaps the next study should focus on ways to discover and
prevent this wave of white collar crime.

Regards,
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August 24, 2000

Leander Barnhill, Office of General Counsd
Executive Office for United States Trustees
901 E. Street, NW Suite 780

Washington, DC 20530

Re; Comments on Study of Privacy Issues in Bankruptcy Data

Dear Counsd Barnhill:

| oppose any redtrictions on the public's access to information held in bankruptcy

filings  The current approach of opennessis best. Our society benefits from
public access to court records as trangparency maintain the integrity of the system.

Those who petition the bankruptcy courts for protection from creditors cannot

possibly enjoy the same expectation of privacy in their financial affairs as those

who honor their legd and financid responsbilities.  Since the Department of
Justice estimates that one-four& h of al bankruptcy casesinclude fraud committed
by the debtors, perhaps the next study should focus on ways to discover and

prevent this wave of white collar crime.

Regards,
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Re: Comments on Study of Privacy Issuesin Bankruptcy Data
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Barnhill, Leander

From: Jay Lagree [K9Express@Ilycosmail.com]
Sent: Monday, September 04, 2000 11:49 AM
To: USTPrivacyStudy
Subject: "Comments on Study of Privacy Issues in Bankruptcy Data."
"Comments on Study of Privacy Issues in Bankruptcy Data.”
Submitted by Jay D. Lagree
4 Guthrie Rd
Rehoboth Beach, DE 19971

302-226-1589
K9Express@lycosmail.com

Only "parties with interest”, as determined by the bankruptcy court with specific jurisdiction over the case that includes
collected personal information about me, should be able to access that information about me.

The "parties with interest" should never be allowed to use that information for any purpose other than those specifically
associated with the bankruptcy being evaluated.

No information about me, whether public or private, should be transferred or conveyed from the company going into
bankruptcy without my specific permission given AFTER the bankruptcy has been initiated. Without my permission, all
personal information collected about me should be destroyed when the bankruptcy is finalized.

9/27/2000



Barnhill, Leander

From: Steve and Beth Ziegler [topcat3@netcarrier.com]

Sent: Saturday, September 02, 2000 11:08 AM

To: USTPrivacyStudy

Subject: Comments on study of Privacy Issues in Bankruptcy Data

Sept. 2 2000

3.8) Isthere aneed to make the following data elements publicly available: (a) social security numbers, (b) bank account
numbers, (c) other account numbers?

Bankruptcy is an overused financial tool that | think is abused in our country. Like welfare and disability, it has
become an easy out for many making it hard on the ones that are truly in abind & just need alittle help for alittle
while. People rack up debt that they cannot pay, and after months or afew years of thisthey are overwhelmed, or just
don't care anymore, & file bankruptcy. | have afriend that has done just that , yet their spending habits till are out of
control. They continue on the same course as before the bankruptcy. They are spending the money that they actually still
oweto the first creditors, though not legally. If the first creditors knew that this kind of money was coming in & out of
these friends of mine hands, I'm sure that they'd be a bit angry possibly wondering, "they didn't have enough money to
pay me, but they have enough money to go on lavish vacations and buy snowmobiles, pure bred dogs,expensive toys for
their child,& hobby equipment?™

In regards to the above question, | find it appalling that information such as the numbers above would even be
guestioned to become pubic information. Thisis the kind of information that makes up a person's identity. This
information in the wrong hands, could Really mess up a person's life. Y et, if the creditors had the information it might
make a difference. Public access, NO........... limited access to those who need to know yes WITH definite security
measures.

A definite overhaul of the system isin definite need, as sited tin the first paragraph. if thisis not your department,
please pass it on to those dept. it is, and /or please keep it in mind for when it is your dept. Thank you for your time. |
hope that this was helpful.

Sincerely,
Steve & Liz Ziegler
220 Indian Creek Rd.
Apt. A
Telford, PA 18969
(215) 721-2329

topcat3@netcarrier.com

9/27/2000
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Leander Barnhill Tele,
Office of General Counsel (508) g20e
Executive Office for United States Trustees 5500
901 E Street NW Suite 780
Washington DC 20530
RE: Comments on Study of Privacy Issues in Bankruptcy Data

Dear Mr. Barnhill:

Thank you for allowing us the opportunity to comment on such a controversial
and complex issue.

We are highly sensitive to the consumer’'s desire for privacy on information
publicly available during a bankruptcy case, but the need for access to this
information and accountability in the bankruptcy system still exists.

Information is collected on the individual debtors in personal bankruptcy cases
and is used by various creditors and credit reporting agencies to create credit-
scoring models and bankruptcy predictors. These models aid the creditors with a
guideline to avoid potential losses and assist in making safe and sound
operational decisions, however no model is 100% foolproof. But the need for
access to the information assists in fine tuning the models and indicators to
operate effectively and efficiently.

Debtor's social security numbers should also be available to prevent information
from being recorded under individuals with the same name - - ie. John Doe,
John Doe Jr. and Jon Doe. Without access to this information it will have a direct
impact on operations and the integrity of the information. Other account
numbers, such as bank accounts, etc. may be deemed protected information.

All of the information collected by the trustee is critical for the trustee to make a
fair decision on the debtor's disposition. In most circumstances, debtors should
> not have a privacy issue in this non-public information section, Disclosures

" “sheyld be made to ali debtors that information collected during a bankruptcy
proceeging is publicly available. Such access to information should not change
with electronic media.




UNIVERSITY OF HAWAII
FEDERAL CREDIT UNION

F.Q. BOX 22070
Honolulu, HI 96823-2070

TELEPHONE
(808) 983-5500

Should you have any questions, please do not hesitate to call me at (808) 983-
5500.

Sincerely,

ﬁ}a(j& . gjumfiﬁ a7%)

Paula M Sumimoto
Training and Compliance Coordinator



Barnhill, Leander

From: sharmanmccarvel@juno.com@inetgw?2 [sharmanmccarvel@juno.com]
Sent: Monday, August 21, 2000 3:41 PM

To: USTPrivacyStudy

Subject: Bankruptcy/Private Financial Information

NUMBER ONE RE:INCOME INFORMATION VIOLATIONS:

| receive SSI. However, since | had worked part-time and was married to

a spouse who worked, we had a high income (for us). Asaresult we were

BOMBARDED by UNWANTED, UNSOLICITED credit card offers based upon THEIR HAVING ACCESS TO OUR
PRIVATE INCOME INFORMATION-- THAT WE DID NOT GIVE TO THEM! Who has

alowed them to JUST-- HAVE-- THISINFORMATION WITHOUT OUR PERMISSION?

Who has SOLD our PRIVACY and INDEPENDENCE " up theriver"? THISIS OUR

DECISION! WHO HAS"RAPED US OF THIS..."UNDER FORCE AND COLOR OF LAW"???

They should only be able to get thisinformation , FROM US, or asa
result of recelving our WRITTEN PERMISSION TO BE GIVEN IT! HOW ARE THEY GETTING IT! This
"hole in the dyke" of our PRIVACY and AUTONOMY needs to be "PLUGGED".

Thisis OUR INFORMATION, IT BELONGS TO US. Who is"TAKING IT WITHOUT
PERMISSION"? That is STEALING! Whoever isdoing thisis VIOLATING OUR
RIGHT TO PRIVATE POSSESSION OF OUR INFORMATION.

Thisisnot aLEGITITMATE GOVERNMENT NEED--TO USURP OUR PRIVATE
INFORMATION RE INCOME, TO GIVE TO PRIVATE USERERS, TO PREY UPON PERSONS
UNDER FINANCIAL STRAIN. NORISIT GOOD PUBLIC POLICY TO ENCOURAGE
PERSONAL DEBT. WHO ISDOING THIS? THEY NEED TO BE STOPPED! Thisis
governmental systemic "rape” of PRIVACY! Please stop it!

NUMBER TWO RE: BANKRUPTCY/SOCIAL SECURITY NUMBER:

| was quite shocked to phone in to the "voice information system" and
hear it read my social security number off to me. THISISA VERY SERIOUS
"RAPE" (TAKING BY FORCE AND COLOR OF LAW) OF MY PRIVACY.

MY SOCIAL SECURITY NUMBER IS NOW PUBLIC INFORMATION!

ISTHAT ABSOLUTELY NECESSARY?7?? | DON'T THINK SO! SURELY WE ARE
INTELLIGENT ENOUGH TO FIND A WAY AROUND MAKING PEOPLE'S SOCIAL SECURITY
NUMBERS PUBLIC INFORMATION!

THE MONETARY SYSTEM ISTO SERVE THE PEOPLE--NOT THE OTHER WAY
AROUND--WITH PEOPLE VIOLATED--THEIR PRIVACY --THEIR AUTONOMY -- TO SERVE
THE CONVENIENCE OF THE MONETARY SYSTEM.

| FEEL NAKED--LAID BARE--STRIPPED OF SAFETY--AND VERY VULNERABLE TO
FURTHER SERIOUS VIOLATION....... PLEASE CLOTHE ME WITH SOMEKIND OF
PROTECTION FOR MY FINANCIAL PRIVACY CONCERNING MY INCOME AND SOCIAL
SECURITY NUMBER . THAT INFORMATION ISFOR ME TO GIVE OUT, ASABSOLUTELY
NECESSARY--TO KNOWN, AND TRUSTWORTHY PERSONS. IT SHOULD NOT BE MADE
PUBLIC! THAT ISWHAT MY BANK USESTO MAKE MY BANK ACCOUNT PRIVATE.

MASSIVE COLLECTION OF SOCIAL SECURITY NUMBERS, | THINK , ISA NATIONAL

9/27/2000
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SECURITY ISSUE BECAUSE THEY COULD BE USED ON AN INDIVIDUAL BASIS-BUT
THEY COULD ALSO POSSIBLY BE USED BY A COMPUTER ON A MUCH LARGER SCALE
TO CAUSE A SERIOUS DISASTER--LIKE THE SUDDEN WITHDRAWLS THAT CAUSED THE
STOCK MARKET TO CRASH.

| FEEL SERIOUSLY UNSAFE.

I'M NOT SURE EXACTLY WHY. BUT IF MAKING EVERYONE'S SOCIAL SECURITY
NUMBER PUBLIC IS SO SAFE--WHY NOT JUST PUBLISH THEM IN THE NEWSPAPER?

WHY WERE THEY MADE PRIVATE IN THE FIRST PLACE?

CRIMINAL MISUSE???...IT'SOK FOR ME TO BE CRIMINALLY MISUSED BECAUSE i'M
IN BANKRUPTCY NOW? AND FOREVER AFTER???EVEN IF | GET BACK ON MY FEET MY
INFORMATION ISVULNERABLE TO MISUSE--AND THAT'S OK?

NOT TO MENTION THAT THE TINIER MY "ASSETS' THE MORE VULNERABLE | AM TO
HARM FROM VIOLATION--NOT LESS VULNERABLE TO HARM.--AS IN --KEPT FROM
BEING SUCCESSFULLY INDEPENDENT AND PROSPEROUS BY SMALL HARRASSMENTS
--LIKE THE 3 UNLAWFUL DETAINERS THAT, THOUGH | AM INNOCENT OF WRONGDOING
AND PAY MY RENT, HAVE "RAPED" ME OF MY ABILITY TO GET HOUSING ...THE

FIRST AN ASSAULT OF EXTREME NOISE ALLOWED BY SACRAMENTO CITY CODE--THE
SECOND-- "I DON'T WANT YOU TO PAY RENT-- SO | CAN MAKE YOU MOVE--WITHOUT
ANY JUST CAUSE" THE THIRD--BECAUSE THE NOTICE FOR THE FIRST WAS INVALID
(SLANDEROUS) .EQUALS NO HOUSING!

| PAY MY RENT. | JUST CANNOT AFFORD TO MOVE, AND MOVE, AND MOVE, DUETO
LANDLORD WRONGDOING AND GREED. | HAVE THE RIGHT TO BE TREATED WITH
RESPECT AND HAVE MY SITUATION RESPECTFULLY CONSIDERED AND REASONABLY
RESPONDED TO, BUT THAT ISNOT HAPPENING.......

NO HOUSING--NO FINANCIAL PRIVACY--NO SOCIAL SECURITY NUMBER PRIVACY. ....

I AM NOT AN ANIMAL! --I HAVE NO FUR COAT!--TO BE EXPOSED TO THE ELEMENTS!

| BELONG TO MY SELF--NOT EVERYONE ELSE! AND SO DOESMY FINANCIAL
INFORMATION. ONLY MY CREDITORS NEED TO KNOW SOME NAMES AND
ADDRESSES--THEY DON'T NEED TO KNOW EVERYTHING! ESPECIALLY NOT MY SOCIAL
SECURITY NUMBER. THAT ISWHAT THE TRUSTEE ISTRUSTED WITH!

THE VULNERABLE INFORMATION! IT'SNOT THAT HARD TO PUT ANY SENSATIVE
INFORMATION IN A PLASTIC PUCH MARKED CONFIDENTIAL IN THE FILE! ISIT?

WE ALL GET DRESSED IN THE MORNING DON'T WE?

LET'SCLOTHE THE "NAKED" HERE.

AND ONLY EXPOSE THAT WHICH ISESSENTIALLY NECESSARY--NOT EVERY THING.
OK?

STARTING TODAY.

THANK YOU, SHARMAN A. MC CARVEL

9/27/2000



OFFICE OF JUDGMENT ENFORCEMENT
1436 W Gray St # 272
Houston TX 770 19-4946
Vox 713.529.4279; Fax 713.529.9864
wfason@houston.rr.com

15 August 2000

Leander Barnhill, Office of General Counsd,
Executive Office for United States Trustees
901 E Street, NW, Suite 780

Washington DC 20530

Re: Comments on Study of Privacy Issues in Bankruptcy Data

Dear Mr. Barnhill:

| oppose any redtrictions on the public's access to information held in bankruptcy tilings.
The current approach of openness is best. Our society benefits from public access to court
records as trangparency helps maintain the integrity of the syssem. Those who petition the
bankruptcy courts from protection from creditors cannot have the same expectation of
privacy in their financid affairs as those who honor their legd and financid
repongbilities. Since the Depatment of Judtice estimates that one-fourth of dl
bankruptcy cases include fraud committed by the debtors, perhaps the next study should

focus on ways to discover and prevent this wave of white collar crime.

Regards,

Wit ¥

William E. Fason
Owner/Manager
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Re: Comments on Study of Privacy Issues in Bankruptcy Data

Dear Counsdl Barnhill;

| oppose any restrictions on the public’s access to information held in bankruptey filings. The current approach ofopennessis best. Our
society benefits from public access t0 court records as transparency maintain the integrity of the system. Those who petition the
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Grant E. Price

UNITED STATES BANKRUPTCY COURT
Western District of Oklahoma
215 Dean A. McGee Avenue
Oklahoma City, Oklahoma 73102

Telephone

Clerk 405-231-5642

Jly 28, 2000

Leander Barnhill

Office of Genera Counsdl

Executive Office for United States Trustees
901 E Strest, NW  Suite 780
Washington, D.C. 20530

RF: Request for Comments on Privacy Protection in Bankruptcy Cases

Please accept the enclosed proof copy of a law review article | have written as my
answers to the questions in the study on privacy and bankruptcy by the Department of Justice.

The article is to be published in the summer 2000 issue of the Notre Dame Journa of Law, Ethics
and Public Policy.

While the entire article is pertinent to the study on privacy in bankruptcy, different parts of
the article address the questions raised in the study. Questions 1 « 3 are addressed in Parts I, Il, &
[l of the article. Question 4 is addressed in Part Il & IV of the article. Questions 5 & 6 are
addressed in Part |1 of the article. Findly, Question 7 isaddressed in Part IV of the article. Part
IV, pages 1064 - 1083, contains the majority of comments and suggestions on access to
bankruptcy information, The article addresses concerns with access to social security numbers,
other personaly identifiable information and al private information submitted in bankruptcy cases.
If the article is not an acceptable form of answer to the questions, please let me know.

If it would be helpful to have more copies, | would be happy to send more. The issue of
the law review is in final editing and reprints should be available in the next two to four weeks.
Shoyld thesstudy commission have any questions or request clarification of any points, please
&j)nth@t me.at the address above, or at the following numbers:
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PRIVACY IN THE FEDERAL BANKRUPTCY COURTS*

Mary Jo OBEE**
& WiLLiAM c. PLOUFFE, Jr.*¥**

InTRODUCTION

Since January, 1995, the Bankruptcy Court for the Western
District of Oklahoma has been offering remote access to full elec-
tronic case files, dockets, claims registers and all documents.
Technical discussions on design and implementation of the sys-
tem were rigorous and involved many groups with interest in the
bankruptcy system. Part of the discussion with each group con-
cerned the extent and manner of access to the documents. Top
ics included the extent of information to be included in
searchable debtor and creditor indexes and whether the infor-
mation should be available on the Internet or through a more
limited access dial-in system. The major issue of discussion con-
cerned whether access to case files and pleadings should mirror
today’s. accessibility to paper records as closely as possible or
whether access levels should be changed to maximize use of the
capabilities of today’s technology. Because of the level of con-
cern raised, we chose to provide only limited, dialdin access.
The level of controversy over this topic has mcreased greatly
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since that time as other courts have begun providing access to
electronic case records over the Internet. The specific issues
being discussed in the bankruptcy community regarding access
are not unique and have been ongoing for several decades in the
private and public sectors and in other countries. Access to med-
ical, tax, marketing, credit, banking, Social Security and driver's
license records have all been the subject of discussion. Contro-
versy over the breadth of information now collected by entities,
including the courts, is only a portion of the debate. The major-
ity of the concern with collection of personal information of the
types listed above arises not from provision of the information in
any one place, such as records collection in bankruptcy court, or
for any one purpose, but from the proliferation of databases,
called data warehouses, ease of access to those databases and the
ability to combine information from several places using data
mining to make a detailed profile of an individual.”

Currently, access to bankruptcy records is limited absent
electronic records. Reviewing information on a debtor requires
a visit to the courthouse or obtaining copies of pleadings
through a lengthy process of exchanging correspondence with
the clerk’s office. One can access information through a name
search on a specific debtor or by having knowledge of a specific
case number. Requesting information about random, unknown
parties or reauestmg wholesale review of all ¢ases is ime and cost
proh.lbmve “Therefore, people’ ‘do nof seek ‘information ran-
domly or on-a wholesale basis, but only. come into.contact with
thé “records ‘of  those known, specifi¢ individuals" they are inter-
-ted, in,. Easily searchable information, 6n’creditors or attorneys
does not exist at all. These circumstances have provided a “prac-
tical obscurity” to the sensitive, personally identifiable informa-
tion present in all bankruptcy cases.2

The competing access interests of those involved in bank-
ruptcy cases have lain dormant until the prospect of altering the
level of access to the information from this current practice
became possible. The first concern regarding access brought to
our attention involved the privacy interests of all parties ident-

1. See Orrice oF TECHNOLOGY ASSESSMENT, U.S. GONGRESS, MAKING Gov-
ernMENT WORK: ELECTROMIC DELIVERY OF FEDERAL SERVICES 144 ( 1993): FED-
exac TRADE ComMmission, REPORT to CONGRESs on INDIVIDUAL REFERENCE
SERVICES (1997); Presidential Directive on Privacy of Personal Information, Pr-
vacy and Personal Information in Federal Records, May 14, 1998, available in
1998 WL 241263; Glenn R. Simpson, E-Commerce Firms Sart to Rethink Opposition
t0 Privacy Regulation as Abuses, Anger Rises, WALL ST. J., Jan. 6, 2000, at A4,

2. U.S. Dep’t of Justice v. Repotters Comm. for Freedom of the Press,
489 U.S. 749, 780 (1989).
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fied in cases, including debtors, creditors and their respective
attorneys. All of these groups wished that we provide as little
public access to information specifically about them as necessary
for the proper administration of a case and no more. While
espousing an interest in protecting information pertaining to
themselves, creditors and attorneys also expressed an interest in
being provided unlimited access to information involving other
creditors, attorneys and debtors. Finally, a third interest group,
consisting of third parties not involved directly in any particular
case, desired unlimited, wholesale access to information to evalu-
ate the operation of the judiciary and effectiveness of the bank-
ruptcy law, for collecting financial information for subsequent
sale or to use for purposes other than the administration of a
bankruptcy case. This group included news media, academia
and commercial entities such as brokers, credit reporting compa-
nies, real estate title and abstract companies and lenders.
Answering the many questions concerning whether access to
bankruptcy records should be altered from current practice, and
if so how, requires looking at these issues within the context of
the increase in information collected and disseminated across
By our global society, We are cognizant that any analysis must be
HE aware of the larger issues of access in coming to terms with pub
O lic access to court dita. In most other context+, the public, com-
mentators and legislators have been asking that the reasons for -
collecting information and for, provndmg access 10 it be reviewed
first because- % [ t] he. mere fact that .a record, has been public his-

torically does not justify continued treatment W|thout ﬁrst exam-, -}"'-_' '

inihg the réasons behind the original policy.”®: T

To begin the analysis, it is useful to identify the mformatlon
being discussed and then look at the reasons why people are
arguing over access to it. The discussion should then continue by,
identifying the interests of individual privacy and public access
which are being espoused in general. These interests can then
be explored by reviewing the history of access and privacy in
court proceedings and records, and applying the concepts in the
general debates on access to records in the federal courts.
Finally, we will try to find a solution or solutions to the question
of whether, and if so how, to alter access to bankruptcy
information.

3. Bruce D. Goldstein, Confidentiality and Dissemination of Personal Informa-
tion: An Examination of State Laws Governing Data Protection, 41 EMORY L.J. 1185,
1213 (1992).
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THE NATURE orF PERSONAL INFormATION, GOLLECTION
AND DISSEMINATION

It is difficult to read any legal publication, or magazine and
newspaper of general interest, and not find an article concerning
the use of new technology to collect and disseminate personal
information.* The discourse is almost a frenzy. Most of the gen-
eral interest literature details some horror story of lives hurt or
ruined due to use of information about a person which was freely
available to others without the person’s knowledge.®

Commentators define personal information as any informa-
tion which is linked or related to an individual through a com-
monly used, yet unique identifier.® Records kept on individuals
and entities which are linked by such an identifier are numerous
and contain an amazing array of information concerning finan-
cial activity, criminal records, health records, employment infor-
mation, geographic information, physical characteristics as well
as one’s beliefs and behavior.” These records have been col-
lected for many decades and often outlive their subjects.

4. See, e.g., Mark E. Budnitz, Privacy Protection for Consumer Transactions in
Electromic Cmn-: Why Self Regulation is In %uate 49 S.C. L. Rev. 847 (1998);
Jerry Kang, Information Privacy in rans

actions, 50 STaN. L. Rev, 1193
(1998); T. “Christopher McLaughlin'et al., .Fmanual Institutions Fraud, 35 Am..
Criv. L. Rev. 789 (1998); Martha Brannigan, Quintiles Seths Mother Lode in Health

“Data Mining”, WALL ST. J.. Mar. 2, 1, 999 at B4; Andrea Petersen & Matthc'w‘.

Rose, Data+ q‘ a Maged AOL Brings Chaers and Chills, WALL S7J1Jan. 1
at B6; Glenn K Slmpson Intuit Acts to Curb Leaks on Web Sue, WAu:Sr
2000, at A8." % Bl ; :

5. SeeSusan E. Gmdm,_l_',ost andend in. Cybmpaot. tvacy i
the Age of the Internet, 34 San DiEGo L. Rev, 1153, 1159 (1997) (fraudulemuse of
Social Security Number caused five years of credit problems, ‘theft of wallet
resulting in identity theft and false arrest for murder and robbery, typographic
emor in data entry for credit bureau caused almost entire town to experience
credit problems); Jon G, Auerbach et al., Prying Eyes : With These O[Jem.tm Your
Bank Account #s Now an Open Book, Warr ST J, NOV 5, 1998; Peter Lewis, Licnse
Database Compromised: Online Paper Posted Wrong Access Codes on Web Site, SEATTLE
TIMES, Sept 4, 1998, at B]; Peter Maas, How Confidential am Your Persenal Affairs,
PARADE MAGAZINE, Apr. 19, 1998; Joshua Quittner, Invasior of Privacy, Time,
Aug. 25, 1997; Thomas E. Ricks, This Stealth Offense Tums Military Brass into sit-
ting Ducks, WatL St. J, Dec. 8, 1999, at Al (detailing fraud obtaining credit
cards in names of military officers whose names and social security numbers
were placed on the Internet after being obtained through the Congressional
Record); Credit Card Numbers are Stolen ly Hacker, Then Posted ¢n Web, WALL ST. ].,
Jan. 11, 2000, at B10.

6. See George Trubow, The Development and Status of “Information Privacy”
Law and Policy in the United States, in INviTED ParERs onN Prrvacy: Law, ETHICS
AND TeEcHNoLogY  (1981).

7. Regarding public sector record keeping, see Heyward C. Hosch, The
Interest in Limiting the Disclosure of Personal Information: A Constitutional Analysis,
36 VAnD. L. REV. 139, 140 n.5 (1983). For (rivate sector record Keeping, see
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While such a broadly defined list of records sounds innocu-
. ous and collection of this information has been relatively unchal-
lenged in the past, the quantity and detail of information which
can now be compiled on an individual from just a handful of
record keepers is astounding. Information collected can easily
give a profile of an individual including the following: name, per-
sonal photograph, age, sex, address, social security number, tele-
phone number, names and information on family members, size
and types of rooms in your home, satellite images of your neigh-
borhood and street maps to your home, employment informa-
-tion, income, names of creditors, outstanding debts, arrests and
convictions, tax liens, lawsuits referencing your name, books and
publications read, hotels and casinos visited, medical products
purchased, foods purchased at grocery stores, whether you hunt
or fish and whether you are an officer of a business.?

The entities collecting this information are almost too
numerous to list. It is safe to assume that anyone you come into
contact with, except other individuals, is keeping records. Every
type of government entity, whether local, municipal, state or fed-
eral, keeps computerized records. These entities maintain hun-
dreds, probably thousands, of computerized databases on
individuals. Recorders of deeds and liens, taxing authorities,
schools and colleges, ‘keepers of drivers license and voting
records, various ‘welfare -and benefit providing agencies, law
enforcement agencies, the ‘postal service, libraries and the courts
all keep records on individuals. Private entities keeping comput-;
erized records include: credit bureaus, banks, mortgage compa-
nies, stock brokers, news media, insurance, companies, the
Medical Information Bureau, hospitals, doctors and pharmacies,
employers, churches, dubs, manufacturers, grocery stores,
departments stores and list and information brokers.

We provide some information voluntarily when we fill out a
form for a government entity, a warranty survey card, an applica-

Elizabeth deGrazia Blumenfeld, Privacy Please: Will the Internet Industry Act to Pro-
tect Comsumer Privacy Before the Government Steps IN?, 54 Bus. Law. 349 (1999). See
also David |. Klein, Keeping Businass Out Of the Bedroom: Protecting Persimal Privacy
Interests from the Retail World, 15 J. Marsmavrr J. CoMpuTER & InFo. L. 391 (1997).

8. See Davip F. LINOWES, Privacy IN AMERICA, IS YOUR PRIVATE LEE IN THE
PusLic Eve? (1989); Sandra Byrd Petersen. Your Life as an Open Book: Has Tech-
nology Rendered Personal Privacy Virtually Obsolete?, 48 FED. Comm. L.J. 163 (1995);
David Bank, Know Your Customer, WALL ST. J., June 21, 1999, at R18 (detailing
techniques and uses of profiling); Blumenfeld, supra note 7, at 353; Gindin,
supra note 5. Robert Gellman, Who is Using 1T the Most to rnuade Oyr Privacy?,
Gov't Coeurer NEws, Sept. 13, 1999; .é.’m’t Service Financed License Photo
Database, Darry OKLAHOMAN, Feb. 19, 1999; Charles J. Sykes, Your Best Defense
Against Big Brother: You, WarL ST. J_, Jan. 24, 2000, at A27.
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tion for credit or when we answer a survey. In most instances,
however, information is obtained without our knowledge or con-
sent. A great deal of information is collected whenever a
purchase is made using a grocery store shopping card, credit
card, debit card or a check. Even borrowing a book from the
library results in a record.® Insurance companies receive infor-
mation through interviews with neighbors and co-workers and in
some instances through surveillance, Collection of information
upon access to the Internet, through identification tag on com-
puting chips and through “cookies,” is a new source of acquiring
information.  Finally, information is acquired by third parties
from the original collectors. Many government agencies receive
information from private entities complying with statutory
reporting requirements.’® In the private sector, most informa-
tion is acquired by third parties through sales from the original
collectors, including stores, financial institutions, credit card
companies and government agencies.!’

Government uses of personally identifiable information fall
in four main areas: law enforcement, tax collection, benefit pro-
gram payment and tracking and various regulatory applications
and enforcement Various federal, state and local law enforce-
ment entities are performing increasing data warehousing and
data mining of multiple data bases to perform criminal activity
monitoring and. criminal profiling and tracking.'?

- The’ hst of uses of such mformatlon in the private -sector.+

—-Soh(:ltatlon of contnbutlons for chanmble or polmcal
organizations; R

-Location of persons ‘and assets for debt collectlons

-Product and service market r&arch and sales;

-Medical research;

--Sociological and economic research,

-Determination of employment eligibility;

-Determination of housing eligibility;

-Dispensing medical, legal and other professional advise.

The largest uses in the private sector involve credit and sales.

Entities use the information they collect or purchase to deter-
mine buying preferences for direct mail marketing and to evalu-

9. See A Michael Froomkin, Rood Conirol on the Information Ocean: Lwing
with Anonymity, Digital Cash, and Distributed Databases, 15 J.L. & Cowm. 395, 486
(1996).

10. See id,
11. See id.
12. See id. at 489.

g 2l

aapie &/l 'OM 198US P- | ODU

"

FaTal Ratl et



nde_14-2 Sheet No. 176 Side A

$T3DKA100:[DATA.N.NDE. 11 0] NDE202 TXT:1 [USTLSD Seqt 14+[UL00, 1606

PRIVACY [N THE FEDERAL BANKRUPTCY COURTS 1015

ate an extension of credit. The second largest use of information
again relates to commerce, generally debt collection, by list and
information brokers to private investigators, lawyers and insur-
ance companies.

While most of these uses are arguably to the benefit of soci-
ety and individuals, harmful and illegal uses of this information
are becoming more common. ldentity theft and stalking are two
areas where the ease of access to detailed personal information
has hurt a growing number of people. Identity theft allows the
perpetrator to steal from creditors often harming the lives of
their innocent victims in addition to the theft from the c¢redi-
tor.1® Some identity thieves commit more violent crimes includ-
ing burglary and murder virtually anonymously under the
identity of another.!* Further, stalkers have murdered victims
using detailed information on their residences and habits found
by compiling information from easily accessed information
sources such as drivers license databases.

Prior to changes in technology and society contemporane-
ous with the Civil War, individuals were anonymous except to
those they knew personally. Few records were kept and one func-
tioned in a society where decisions and activities were based on
personal observations.*® In the late 1800s and early 1900s, popu-
lation grew and people moved to cities. Transactions and activi-
ties were based less on personal observations and. relationships.
and more on recorded information ' which was available- only to
the récorder.’® In spite of the:amount of information.collected,
this ‘practical obscurity® gave the appearance of privacy pro-
tected.)” Over ‘the last’ thirty years, technology, iand the ever
more intense collection of personal information, -has. caused
one’s life to become an open book. Until the last fifteen years,
gathering all of the information cited earlier in one compilation
was prohibitive in cost and time unless the person concerned was
a public figure. Some of the information discussed, such as
purchases at a grocery store, was not available in any record.

13.  See suﬁm note 5. See glso Sandra T. M. Chong, Data Privacy: The Use of
Prisoners  for Processing Personal Information, 32 U.C. Davis L. Rev. 201 (1998);
Kristen S. Provenza, Identity Theft: Prevention and Lighility, 8 N.C. BANKING INsT.
319 (1999); Maria Ramirez-Palafox, Identity Theft on the Rise: Will the Real John Doe
Please Step Forward?, 29 McGEORGE L. REv. 483 (1998); Margaret Mannix, Getting
serious About Identity Theft, U.S. News & WorLp Rep., Nov. §, 1999, at 88.

14. See supra note 13.

15. See PERSONAL Privacy Stupy COMMISSION, PERSONAL PRIVACY IN AN

InFORMATION AGE 1-2 (1977).

16. See id at 2.

17. U.S. Dep't ofjuscice v, Repotter's Comm. for Freedom of the Press,
489 U.S. 749, 780 (1989).
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While one may object to the acquisition and use of informa-
tion, it is clear that some information must be collected and used
for the activities of our society to function.!® The problem, in
essence, involves the interplay between the functioning of a per-
son within society and everyone’s need to withdraw from society
at times and in different ways.!® The objections by commenta-
tors, legislators and the public on electronic access to informa-
tion are twofold. First, they are concerned about the
proliferation of unknown and unauthorized use of the informa-
tion in ways unrelated to the purpose for which it was first col-
lected.”” They are asking also that the original collectors of the
information provide support for what is collected, in particular,
they object to the collection of too much information, that which
is inappropriate and irrelevant for the activity or transaction it is
collected for.2!

The proliferation of these invasions on electronic informa-
tion are keyed to a relationship which identifies all information
as belonging to a specific individual. In the United States, the
unique, universal identifier is the social security number.
Indeed, in the report of the Senate committee marking up the
Privacy Act of 1974, the use of social security numbers was cited
as “one of the most serious manifestations of privacy concerns in
the nation.” In the tw'enty-ﬁvezr ears following that report the
problems of linking personal information. together using social
securlty numbers has only worsened. .. .o

"It is this link, along with technology, thch has brought the -
issué to-the fore.* -‘While in the past, the information on what . R
gréceries one bought;:the progression of -residences one lived in
and one’s financial history did not seem sensitive it does appear

18, S22 PAUL M. SCHWARTZ & JoEL R REIDENBERG, DATA Privacy Law: A
STUDY & Unmep STATES DatA ProTeEcTION 37 (19%), W. Ware, A Taxonomy for
Privagy, in NVITED Paprrs. ON Privacy: LAW, ETHics AND TECHNOLOGY 27
(1981)).

19.  See ScHwARTzZ & REIDENBERG, supra note 18, at 37-39.

20. See FEDERAL TraneE COMM'N., STAFF REPORT ON THE PUBLIC W ORKSHOP
ov ConsumeER PRIVACY IN THE GLOBAL INFORMATION INFRASTRUCTURE (1996);
BoARrD OF GOVERNORS, FED. RESERVE SysTEM, REFORT TO GONGRESS CONGERNING
THE AVAILABILITY OF CONSUMER [DENTIFYING INFORMATION AND FINANCIAL FRAUD
(1997); MARY I CULNAN, Privacy AND THE TOP 100 Wee SiTEs: A REFORT 1o THE
FEDERAL TRADE ComMIssiON (1999); Lyrissa Barnett Lidsky, Prying, Spying, and
Lying: Intrusive Newsgathering and What the Law Should Do About It, 73" TuL. L. Rev.
173 (1998).

21.  See supra note 20.

22.  See Thomas B. Kearns, Technol ogy and the Right to Privacy: The Conver-
gence Of  Surveillance and Information Privacy Cencerns, 7 Ww. & MARY Bi Rts J.
975 (1999); Leslie A Kurtz, The Invisible Becomes Manifest: Information Privacy in a
Digital Age, 38 Wssun LJ. 151 (1998).
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from the great amount of commentary that the public always
considered this information sensitive. The news articles and vari-
ous surveys and studies have the theme that individuals thought
this sensitive information was protected, they want it to continue
to be protected and something should be done to protect it
again.

The public is being heard through the media on the issue of
what comprises sensitive information. Reviewing these articles
indicates that any financial or medical information is considered
sensitive. Federal and state areas of legislation also provide
insight as to what information has been considered sensitive.2?
Two long standing pieces of legislation, the Freedom of Informa-
tion Act and the Internal Revenue Code, provide protections for
sensitive information collected by public agencies linked to spe-
cific individuals.?*

The public has only recently begun to voice a concerted dis-
approval of use and access to information linked to social secur-
ity numbers.2® Social security numbers are collected and
referenced almost daily for every person in this country and
related to some activity or commercial transaction.2® This rela-
tion of a product or service purchased, bank transaction, medical
visit or government record to a social security number later
allows the detailed profiles referenced earlier to be compiled.
Even the charitable act .of donating blood generates a record

(D ER SR TRREY ! O 4 \ n

23, ‘Ser BureAU OF Justice Stamistics, U.S. Dep'r, of Jusmz, CoMpEn-
DIUM OF STATE PRIVACY AND SECURITY LEGISLATION: 1997 Overview ( 1997); Crim- -
mAL HisTory ReEcorp InForMamion: COMPENDIUM OF sTATE PRIVAGY AND
SEGURITY LEGISLATION (1992): George Trubow, The Development and Status of
“Information. Privacy” Law and Policy in the United States, in Invrrep PAPERS ON
Privacy: Law, ETHocs AND TecHNnoOLOGY (1981). Se also Identity Theft and
Assumption Deterrence Act of 1998, Pub. L. 105-318, 112 Stat 3007 (codified in
scattered sections of 18 and 28 U.S.C.); Financial Information Privacy Act of
1999, 8. 187, 106th Cong. (1999).

24, See Flavio L Komuves, We've (ot Your Number: An Qrerview of Legislation
and Decisions to Control the Use of Social Security Numbers as Personal Identifiers, 16 J.
MarsHALL J. CoMPuTER & INFO. L. 529,15153 n.146 (1998). In response to the
recent publication of concerns about confidentiality, the Driver’s Privacy Pro-
tection Act was enacted. See 18 U.S.C. §§ 2721-2725 (1994 & Supp. N 1998).
The Act is very controversial, but seeks to protect personal information with
links to any specific individual. Sez Condon v. Reno, 155 F.3d 453 (4th Cir.
1998). Specifically, photographs, social security numbers, license plate num-
bers, name, address, phone number. and medical and disability information is
protected from disclosure. Any information on driving records or information
related to the operation of the state agency is not protected.

25. See Komuves, supra note 24.
26. See id. at 536-49.
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relating a person’s name and any diseases to a social security

number.2? .
i This is the context in which the debate over collection and

disclosure of information in bankruptcy records is set. The infor- g
mation collected at- the bankruptcy court includes almost every
g type of information being discussed in the media, in legislation
discussed earlier and information which has been deemed sensi-
tive in other contexts for many years by federal and state
legislation.

Bankruptcy records add to the detail of the information col-
lected from the other sources mentioned previously, and provide
an increased ability to corroborate information held in these
other databases for profiling purposes. The bankruptcy petition
requires a debtor to list in detail all assets and the whereabouts of
each asset. This list includes the name, address and account
numbers for all types of bank, credit union and brokerage house
assets. It also requires a detailed list of al]l debts owed, to whom
owed, the amount and the consideration for the debt Further
information is required on current and past lifestyle circum-
stances, including residences and employment for the three
years previous to filing bankruptcy. A cash flow statement is
required detailing all current sources of income as well as a com-
prehensive listing of expenses, thus providing a very revealing
picture of a person’s lifestyle both piior to and upon filing. All
of this information is related to'an individual or entity through
their--social security or. tax_jdentification number, which is
required to be provided on the peuuon. -in some Junsd:cuons,
the social security or tax identification number of:the debtor is
re_qulred Eg local rule to be present on any document filed with
the court. # Clearly, the bankruptcy process is a very intrusive
gatherer and disseminator of personal information and is part of
the debates on public access to such information.

NATURE oF PRIVATE AND PUBLIC INTERESTS IN INFORMATION
ABOUT INDIVIDUALS

The individual interest in privacy is called upon to protect
various types of activities a person engages in as well as for vari-
ous types of property owned by an individual. Generally, there
are three aspects to privacy: 1) privacy from physical intrusion by
others, 2) privacy with regard to one’s own actions, and 3) infor-

27.  See id. at 538.
28.  See NND.NY.L.R. 9004-Z; D. Colo. L.B.R 105; S.D. lowa Bankr. R 5;
D. Ran. L.B.R 1005.2; D.S. D. L.B.R 90042.
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mational privacyg" The first aspect, privacy from physical intru-
sion by others, is, at least theoretically, protected by the Fourth
Amendment for intrusions by the govemment3 and by statutory
provisions, to include prohibitions against trespass, and by tort
law for intrusions by private parties.

The second aspect is protected by, inter alia, a number of
U.S. Supreme Court decisions which had their genesis with the
decision of Griswold v. Connecticut.®® These include: the right to
choose a marriage partner,® the right to use contraceptives,>*
the right to watch obscene movies,” the right to have an abor-
tion,* the right to choose who lives in a house,*® and the right to
engage in sexual relations (but not homosexual relations).?

This right has also been held to include the right to educate
one’s children.*® However, this right was established well before
Grisnold

The third aspect, informational privacy, is more problematic
and the focus of this article. It is generally defined as a limitation
upon the ability of another to gain, disseminate, or use informa-
tion about oneself.3?- In the context we are examining, it can be
stated broadly as a notion or idea of privacy in personal informa-
tion and identity.

The extent and history of the contemporary concept of pri-
vacy or confidentiality in various types of information about indi-

viduals extends back over 100 years.: Definitions of the interests B

expounded -are: amorphous. - The ﬁrst .€xpress reference” to a i} :
right to personal or domestic privacy, came from Judge Cooley NS
and was quoted by Justice Brandeis inhis semu}al article on th‘e B

' i -

29. Seg JuprtH Wacner DeCEw, In PursurT oF Pnrm:r Law, ETHics AND
e RiSE oF TecHnoLoGy 60 (1997); Jed Rubenfeld, The Right of Privacy, 102
Harv. L Rev. 737, 740 (1989).

30. SseKatzv. United States, 389°U.S. 347 (1967) (holding that a Vi ol ati on
of the Fourth Amendment does not involve a questlon of a physical trespass,
but involves a reasonable expediation of privacy).

81. 381 US. 479 (1965).

32, See Loving v, Virginia, 388 U.S. 1 (1967).

33. See Eisenstadt v. Baird, 405 U.S. 438 (1972); $#¢ alse Carey v. Popula-
tion Servs. Int'l, 431 U.S. 78 (1977).

34. See Paris Adult Theatre | v. Slaton, 413 U.S. 49 (1973).

35. See Roe v. Wade, 410 U.S. 113 (1973).

36. See Moore v, City of East Clweland, 431 U.S. 494 (1977).

37. &ee Bowers v. Hardwick, 478 U.S. 186 (1986); Griswold v. Connecdcut,
381 U.S. 479 (1965).

38. See Pierce v. Society of Sisters, 268 U.S. 510 (1925); Meyer v. Nebraska,
262 U.S. 390 (1923).

39. See ABA, REFORT ON THE NATIONAL SYMPOSIUM ON PERSONAL PrIVAGY
AND | NFORMATION, SectioN oF INDIVIDUAL RIGHTS anp REsPONsBILITIES 5
(1981); Rubenfeld, supra note 29, at 740.
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subject.*® Since that time, the debate over this subject has
Own, rising in the last thirty years to its current level concomi-
tantly with changes in technology.*!

Although 100 years old, Justice Brandeis’s writings as regards
the concept of privacy are still cogent:

Recent inventions and business methods call attention to

the next step which must be taken for the protection of the

person, and for securing to the individual what Judge Coo-

ley calls the right *to be let alone.” . . . The principle which

protects personal writings and any other productions of

the intellect or of the emotions, is the right to privacy, and

the law has no new principle to formulate when it extends

this protection to the personal appearance, sayings, acts,

and to personal relations, domestic or otherwise.*

Since Justice Brandeis's time, however, technology has only
increased its assault on privacy.

Numerous arguments have been advanced as justifications
for the right of privacy. Three of the basic philosophical argu-
ments for a right of privacy are: 1) it is necessary for intimacy and
social relationships, 2) it is necessary for personhood, and 3) it is
necessary for liberty.

The intimacy and social relationship position, generally,
takes a psychologlcal as opposed to political,. approach to the
right:of privacy, This posmon holds that without -privacy, there
can be ng intimate ‘o 'social relationships.*> Although philo-
soph.lcally and - "sycholognqa]ly appealing, this"argument provides
little in thé ‘way of support for'a‘legal ‘argumentiof the existence
of a right of informational peraCy .

The argument that pnvacy is necessary for the existence of
human beings as “persons” appears to provide little more in sup
port. This argument states that privacy is an essential element

40. See THowas M. CoOLEY, TREATISE ON THE LAwW OF TorTs 29 (1878);
Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. REv. 193
(1890).

41. See Privacy PROTECTION S-mm COMM'N, PeErsonaL PRIVACY IN AN
INFORMATION SOCIETY (1977); SECRETARY' & Apvisory CoMM. ON AUTOMATED PER-
SONAL DATA Svs., U.S. DeP' T o HreALTH, Epuc & WEeLFARrE, RECORDS, CoM-
PUTERS, aND THE RIGHTS oF Crrizens (1973); Federal Data Banks, Computers and
the Bjl] of Rights: Hearings Before the Subcomm. ¢ Constitutional Rights of the Senate
Comm. on the Judiciary, 92d Cong. (1971); The Computer and Invesion of Privacy:
Hearings Before the Special Subcomm. on Invasion of Privacy of the House Comm. on
Gov't Operations, 89th Cong. (1966).

42." Warren & Brandeis, supre note 40, at 195, 213.

43. Se¢ Robert S. Gerstein, Intimacy and Pﬁvm:y, in PHILOSOPHICAL DIMEN-
S1IONS or Prrvacy 265 (Ferdinand David Schoeman ed., 1984); James Rachels,
Why Privacy is Important, in PHILOSOPHICAL DIMENsIONS OF PRIVAGY, supra, at 290.
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for a human being to develop a sense of self and become and
remain a person, in the developmental sense of the word.” Of
course, the definition of “person” is difficult to grasp but is most
rationally interpreted in accordance with the philosophy of
Immanuel Kant, that a person is an end unto himself.&

Closely related to this argument is the claim that privacy is
an essential element of human dignity. It is privacy which per-
mits human beings to be an individual.* As such, human dignity
provides the link between becoming and remaining an individual
person (i.e., personhood) and the political and legal concept of
liberty, which is the final argument presented in support of the
existence of a right of informational privacy.

This last position, that privacy is necessary for liberty, pro-
vides the greatest degree of support for a legal argument of the
existence of a right of informational privacy. The essence of this
position is that privacy promotes liberty. Indeed, individual pri-
vacy is required for freedom, else tyranny would result.4” Privacy
encourages learning and free inquiry which is the essence of
Immanuel Kant’s personal autonomy so essential to the value of
a human being as a person, in the highest sense of the word.
The lack of privacy invites critical examination which lessens
respect for others. Privacy, in essence, promotes liberty.*® And it .
: is liberty and individuality which are the fundamental political
= and legal values of the Constitution and the Bill of Rights., _
L * Thus, any analysis Of a right of informational privacy must be
considered’ to -have significant philosophical value as a liberty-
inter&t, whichis the fundaimental premise -of the Constitution
and the Bill of Rights. However,at least one author is of the
opinion that fundamental rights carry a much greater value than
just a liberty claim in any legal analysis, as demonstrated by the
application of the ‘strict scrutiny” test.*®

44.  SegJeffrey H. Reiman, Privagy, I ntimacy, and Personhood, iN PHILOSOPHI-
cAL DIMENSIONS oF PRIVACY, supra note 43, at 300,

4 5 . See | -Kant, FUNDAMENTAL PRINGIPLES OF THE METAPHYSIC OF
MoRaLs (Thomas K Abbott trans.,, 1954) (1785).

46.  See Edward J. Bloustein, Privacy asan Aspect OF Human Dignity, in PHLo-
SOPHICAL Dmvensias o PRIVAGY, supra note 43, at 156. See alse ALaN F. WESTIN,
Privacy AND FrREEDOM 32-39 (1967).

47.  Ser LINOWES, supra note 8, at 179 (noting that in any totalitarian state,
the first right to disappear is the right of privacy).

48.  See Stanley Benn, Privacy, Freedom and Respet for Persons, in PHILOSOPHI.
CAL Dimensions oF PRIvacy, supra note 43, at 223; Ruth Gavison. Privacy and the
Limits of Law, in PHRLOSOPHICAL DiveEnsions o PRIVACY, supra note 43, at 346.
See also WesTIN, supra note 46. at 23-26, 32-39.

49. See DeCEew, supra note 29, at 80.
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Commentators; defining the universal concerns of the indi-
vidual in privacy, have identified four privacy interests specific to
individuals supplying information on their personal affairs, all
related to the benefit to the individual derived from releasing the
information. These are, relevancy of information collected, accu-
racy of information as entered originally and subsequently main-
tained by the record-keeper, necessity of the original, restricted
uses for the information, and limitations on subsequent disclo-
sure to third parties.*

The interests of the public relative to the activities, property
and information about individuals is reflected in the interests of
a democratic government. These interests are composed of two
competing elements, First, society as a whole has an interest in
privacy of the individual.®! When our society is no longer gov-
erned by individuals, but by a homogenous mass, democracy
ceases to exist.5* A more philosophical expression of this idea is
eloquently stated by Mahatma Gandhi, “If the individual ceases
to count, what is left of society?*"

Second, the nature of democratic government by the people
requires that there be few limits on access to public records.>*
The reasoning behind this requirement is stated well by the foun-
ders of this country. The governed must police the state to stop
fraud, waste and oppression.®®

Although this' philosophy underlies the formation of this
country, there, are few express requirements for government rec-
ord keeping and publication of information in the Constitution..
As regards the -courts, the requirements ‘for open records;_and
proceedings in criminal, prosecutions is found under the Consti-
mton, in bankruptcy matters under statute and in civil cases
under the common law. This interest has been discussed for all
types of proceedings as a need for the public to assure proceed-
ings are conducted Early, and that perjury, misconduct and deci-
sions based on secret bias are discouraged.®®

Further, society needs information to function; therefore,
any action which chills the willingness of persons to provide
information hurts society. In addition to chilling effects on col-

50. 8¢ Horsch, supra note 7, at 141 n,11; Trubow, supra note 6.

51. See LiNOWES, supra note 8, at 12-14.

52. See Rubenfeld, supra note 29, at 805.

53.  Lmvowes, supra NOte 8, at 14.

54. See Cynthia L. Estlund, Speech en Matters OF Public Concern: The Perils of
an Emerging First Amendment Category, 59 GEO. WASH. L. Rev. 1, 30-32 (1990).

55. See id.

56. See Press Enter. Co. v. Superior Court of California, 464 U.S. 501
(1984); Richmond Newspapers, Inc. v, Virginia, 448 U.S. 555, 571 (1980).
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lection, the point can be made that when personal information
becomes easy to misuse and inaccurate, then eventually there will
come a point when no one can rely on the information given and
functions of society will be hampered. For example, if a lender
cannot rely on the information provided to it from an applicant
and outside sources, due to identity theft or inaccuracies in data
maintenance, it will incur too great a risk in lending and will
curtail lending.

A.  Protection of Individual Interests

This portion of the paper discusses privacy and protections
of the individual, the next portion discusses the interests and
protection of those on the other side of the debate. The collec-
tion of statutes, common law and claimed constitutional protec-
tions for various types of activities, property and rights in one’s
body, person and information are thin. The extension of spe-
cific legal sources of protection to personal information col-
lected by public sector and private sector records keepers is
tenuous or riddled with loopholes and exemptions. This hodge-
podge of laws reflects the unsettled nature of the debate as to the
bounds of privacy in personal information.

For this section, prwate mterests will be defined to mean

those interests which ‘belong to: or’can be claimed by a' pnvate
individual. Although artificial entities;, such’ as cotporatiofis, can

be, construed tobe pnvate » tHeir unique 'status’as creatures Of i
statuté with, inter alia, limited protections; indicatés thegnhoufld »

not be considered here. LR S

. Further, ‘in addition’ “to ‘the federal provisions, there are
numerous protections at the state level; As this article concerns -
the federal bankruptcy courts -and the state protections are
varied and numerous, these state protections will not be
addressed.

1. Constitutional

The Fourth Amendment, which prohibits unreasonable
searches and seizures, is considered to be the foundation for pri-
vacy protections. Although it was, initially, considered to only
apply to physical intrusions,®” in Kaiz, the Supreme Court
expanded its scope to include interests where there is a “reason-
able expectation of privacy.”®® This decision laid the ground-
work for the recognition of the right of informational privacy.

57.  See Olmstead v. United States, 277 U.S. 436 (1928).
58. Katz v. United States, 389 U.S. 347, 360-61 (1967).
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Since Katz, the Supreme Court, in Whalen y, Roe,3® explicitly rec-
ognized the threat to privacy by the accumulation of large
amounts of data and, thereby, implicitly recognized the right to
informational privacy. However, the right must be balanced by
competing interests.® In Whalen, the Supreme Court recognized
a legitimate interest of the state in collecting certain data.

It must be mentioned that the Fourth Amendment is not the
only constitutional source of the right to privacy. In Grisweld, the
Supreme Court acknowledged the Ninth Amendment and the
penumbra of the Bill of Rights as constitutional authority to
acknowledge the right of privacy.”” However, constitutional pro-
tections of privacy only apply against the government and not
against individuals.

Defining the scope of constitutional privacy rights is a diffi-
cult task. There is no doubt that fundamental privacy includes
such issues as contraception, child rearing and education, family
relationships, and who to marry. However, the Supreme Court
has recognized that the outer limits of the constitutional right to
privacy have not been defined.®?

2. Common Law

The common law tort of invasion of privacy provides protec-

tion against vmlauons of privacy where. the Gonsutuuon does
not. Four separate torts are recognized: 1) plamga person in a

false. public light, 2) intrusion into .a.person’s sohtude,s ubhc_' o
te. facts, -and 4, appropriation of & person sj

disclosure. of -private.
name or likeness.® ;

- Tknrador torts do not adequately, address the concems of
mformauonal privacy. The tort of false light requires that the
information be false and be made publlc The tort of in&ion 1§
usually applied to actual intrusions and must be offensive to the

59. 429 U.S. 589 (1977) (holding, however, that the Fourteenth Amend-
ment does not protect the right of privacy).

60. For example, in Cox Broadeasting Corp. v. Cohn, 420 U.S. 469 (1975),
the Supreme Court held that the constitutional right of free press outweighed
the statutory and common law right to privacy where the name of a rape victim
had already been announced in a public court proceeding. In an even more
interesting case, the Court of Appeals for the Sixth Circuit held that even if
documents are prohibited from disclosure by the Freedom of Informaiton Act,
if they are entered into court records, the court is not required to place them
under seal. Se¢ Brown & Williamsen Tobacco Corp. v. FTC, 710 F.2d 1165 (6th CIir.
1983).

61. See Griswold vy, Connecticut, 381 U.S. 479 (1965).

62. See Carey v, Population $ervs. Int’l, 431 U.S. 678, 68485 (1976).

63. See Restatement (Second) of Torts §652A (1977); William [. Prosser,
Privacy, 48 CaL. L. Rev. 383 (1960).
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reasonable person. The tort of public disclosure required disclo-
sure to the public at large and not just a few people. The tort of
appropriation is usually applied in the context of advertising.®*
Each of these torts do not address the problem of informational
privacy which includes the additional concerns of obtaining,
maintaining, and privately communicating personal information.
However, one author recognizes that these four torts do, at least,
provide the basis for causes of action for yiolation of information

privacy.%
3 . Statutory

Statutes provide, perhaps, the most powerful tool for the
protection of private interests, depending, of course, on the
scope of wording.

a Far Credit Reporting Act%®

This Act restricts private entities in the credit reporting
industry to releasing information only to those entities it reason-
ably believes have a legitimate business need for the information
(i.e., such as evaluation of credit worthiness, employment, insur-
ance, etc.); However, the term ‘legitimate business need” has
been characterized by at least one author as a “broad loop

hole.”® Thus, although the law purports to protect private mter-

ests, it is, in practlce almost- meanmgless S My

b PnuacyAme%“_ o L

St £ P N e e e e

 This ~Act "Testricts . the_ federal govemmehts -actions w1th
"regard to the information it collects. The government cannot '
release a written record without written consent unless certain
circumstances exist. These circumstances include “routine use,”
law enforcement purposes, and protection of the health and
safety of an individual: However, the provisions of this Act do
not restrict private individuals.

This Act was amended by the Computer Matching and Pri-
vacy Protection Act of 1988.9%% This amendment allows govern-
ment agencies, within certain written guidelines, to compare
computerized records to establish or verify eligibility for benefits
or to recoup payments on benefits. It also allows comparison for

See Petersen, supra note 8.
See Gindin, supre note 5.
15 U.S.C. §§ 1681-1681t (1998).
Petersen, supm note 8, at 181.
5 US.C. § 552(a) (1994).
5 U.S.C. § 552(a) (1994).
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personnel and payroll purposes. However, law enforcement, tax
collection, and foreign counter-intelligence purposes are not
covered by the amendment

The Family Educational Rights and Privacy Act OF 197470

This Act limits access to the educational records of students.

The Right to Financial Privacy Act of 9787

This Act restricts the government’s access to financial infor-
mation held by an institution concerning a private individual
without the person’s consent or a valid warrant, subpoena, or
summons. Further, any such release of information must be for
law enforcement purposes and the person must be notified of
the release.

¢. The Computer Fraud and Abuse Act of 1 98672

This Act provides for the protection of financial records at
financial institutions. Entities who have suffered economic dam-
age may initiate a cause of action under this statute. The mere
release of a virus into ‘the Internet will constitute a violation
under this law7‘°’ Lo

o

f Electromc Commumcatwns anacy Act af 19867"'

This Act amended Title Il of the Omnibus Cnme Control
and Safe Streets Act of 1968. It protects agalnst the unatthorize
access, mterceptlon. or disclosure of private-electronic: commum-
cations by the government or private persons. The government
is required to obtain a warrant before doing so. However, there
are exceptions. One is that the communications service may dis-
close information to a law enforcement agency if the communi-
cation appears to ' involve a crime. Another is for
communications which are readily accessible to the public (i.e.,
the Internet). And another is for interception and disclosure in
the ordinary course of business, which courts have ruled include
the monitoring of employees.”

70. 20 U.S.C. §§ 1221, 1232(g) (1998).

71. 12 U.S.C. §§ 3401-3422 (1994).

72. 18 U.S.C. § 1030 (1994).

73.  See United States v. Morris, 928 F.2d 504 (2d Cir. 1991).

74. Pub. L. No. 99-508, 100 Stat. 1848 (1994) (codified as amended in
scattered sections of 18 U.S.C.).

75. See, e.g., Epps v. St. Mary’s Hosp. of Athens, Inc., 802 F.2d 412 (11th
Cir. 1986).
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g Video Privacy Protection Act of 1988

This Act restricts the release of information concerning the
videos that an individual rents. A similar provision applies to the
release of information concerning the viewing habits of subscrib-
ers to cable television.”

h.  Driver’s Privacy Protection Act of ] 99478

This Act limits the release of information held by state
departments of motor vehicles. This statute, however, has two
loopholes: one for private investigators and another when drivers
are given clear and conspicuous notice of possible disclosures on
application and renewal forms.

i . Internal Revenue Code™

The LR.S. is limited in releasing information gathered and
maintained for tax purposes. Generally, tax returns and associ-
ated information are confidential. There are a number of exce
tions which include release of information to: 1) state tax
authorities, 2) Congress, 3) the President, 4) law enforcement
agencies, and. 5) courts.

- The Freedom of Information Act

i

Under the Freedom of Information Act, there are a number
of recognized exceptions to the access of government informa-
tion. Two of these exceptions encompass the release of informa-
tion Which would onstitute ai unwarranted invasion of pefsonal
privacy. ‘These' two' €xceptions focus ¥n’personnel, medical, and
law enforcement records;” In these situations, the courts -will
balance the interests of revelation with the interests of privacy.*

k. Social Security Numbers

Much discussion has been generated over the need to keep
social security numbers private. The Ninth Circuit has indicated
that there is a right to informational privacy, although this deci-
sion has not resulted in widespread judicial recognition.®?
Although this decision could be used as a basis for not revealing

76. 18 U.S.C. §§ 2710-2711 (1994).

77. See Cable Communications Policy Act, 47 U.S.C. § 551 (1994).

78. 18 US.C. §§ 27212725 (1994).

79. 26 US.C. §6103 (1998).

80. See 5 U.S.C. § 552(b)(6) & (7) (1994).

81. See Hoch v, C.I.A., 593 F. Supp. 675 (D. D.C. 1983).

82. Ser Davis v. Bucher, 853 F.2d 718, 719 (9th Cir. 1988); but see In ¢
Crawford, 194 F.3d 954 (9th Cir. 1999), cert. denied, 120 8.Crt. 1244 (2000).
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the social security number in bankruptcy proceedings, a number
of bankruptcy courts do not follow this reasoning.®

Although Section 7 of the Privacy Act restricts the use of the
social security number by the government, there are so many
exceptions to the mandate, that the restriction is essentially use-
less.*” Although the law allows a person to refuse to divulge the
social security number, where such divulgence is not mandatory,
with no loss of benefits; this provision does not apply in the bank-
ruptcy courts as divulgence is considered mandatory.®®

In light of these proscriptions, one must ask whether it is
appropriate (or legal) for the executive branch to be held to
standards of privacy which are not applicable to the judicial
branch? Although it may very well be statutorily legal for the
bankruptcy courts to disclose certain sensitive personal informa-
tion (i.e., social security numbers®®), does such disclosure meet
the demands of public policy? Does revealing the social security
number in a “plain vanilla” bankruptcy case further any signifi-
cant or compelling public interests or does doing so actually vio-
late other, more vital, interests-such as informational privacy?
For reasons of consistency, it would seem that the social security
numbers should not be revealed, unless other overriding factors
are present (i.e., the social security number is an element of the
crime to be proven).

£ The issue-of ;mdmdual pnvacy 15 clca:ly paramount m =
today’s society. » This- is especxally true of informational pnvacy ‘
Numerous bills have been presented in Congress in recent years

to protect informational privacy?

83. Se In ¢ Anderson, 159 B.R. 830, 838-39 (Bankr. N.D. IIl. 1993).

84. Sez Komuves, supfa note 24, at 569.

85. See 11 U.S.C. § 342(c) (1994). See also FED. R Bankr. P. 1005; In re
Anderson, at 838-39.

86. A number of courts have held that bankruptcy petition preparers do
not have a fundamental right to refuse to disclose their social security numbers
in the face of 11 U.S.C. § 110(c) (1994), which requires that they do so. Sz In
7e Adams, 214 B.R. 212 (B.A.P. 9th Cir. 1997): [n re Rausch. 213 B.R 364 (D.
Nev. 1997). Sue also In re Adair, 212 B.R. 171 (Bankr. N.D. Ga. 1997) (holding
that the anaqr Act is not grounds for a debtor to refuse to disclose his social
security nunber in violation of FED. R. BANKR. P. 1005). Indeed, the Rausch
court noted that several other courts have held that there is no fundamental
privacy right to refuse to disclose a social security number. S¢¢ Rausch, 213 B.R.
at 367 (citing McElrath v, Califano, 615 F.2d 424, 441 (7th Cir. 1980); Doyle v,
Wilson, 529 F. Supp. 1343, 1348 (D. Del. 1982).

87. See Gindin, supra note 5, at 1217-18.
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B. Protections of Public Interests

As stated previously, two groups claim interest in informa-
tion about individuals. We have just visited the claims of the indi-
vidual to privacy in his or her personal information. We now visit

the claimed “need to know” of the public in that same

information.

Itis difficult to define “public interest.” As a general matter,
public interest has been defined as something in which the com-
munity at large has an interest or something which affects the
rights or liabilities of the public. It does not include those things
which are the object of mere curiosity or things which only
involve particular localities. Matters of public interest include
the affairs of local, state, and national governments.*®

The question remains, then, who defines the public interest
in personal information? In practice, the legislature,®® the exec-
utive, and the courts? all have the authority, to differing
degrees depending upon circumstances, to define what is in the
public interest. However, when the courts decide what is in the
public interest, they usually employ a balancing test Moreover,
any test of what is in the public interest is a flexible standard.??
The primary statutory expression of the public interest of.

access to government information is the Freedom of Information,
Act®® Its purpose is, generally, that the records .of government

tieS of govemment.g‘% ,‘j-; _'_--vy-j'jn" fe Tl eyl g ey o4

Vo

information in government records. These include: 1) national
security and foreign affairs, 2) internal agency personnel proce-
dures, 3) information specifically excluded by statute, 4) trade

agencies are open to public. inspection. The philosophical basis .
of this statute is that for. a democracy to flourish and for the peo-.
ple to trust government, there must be open access to the activi-

 However, there are several statutory exceptions to access to

88. See Russell v. Wheeler, 439 P.2d 43, 46 (Colo. 1968); Burgum v. North
Dakota Hosp. Serv. Ass'n, 106 N.-W.2d 545 547 (N.D. 1960); Glenn County
Attorney V. Crockett County Assessor, 220 P. 816, 817 (Okia. 1922).

89. See, e.g.,, Pan Am. Airways v. United States, 371 U.S. 296, 308 (1963).

90. See, e.g., Standard Oil Co. v. United States, 337 U.S. 293, 311 n.14
(1949).

91. See, &g, International Union, United Auto., Aerospace & Agric.
Implement Workers of Am. AFL-CIO, Local 283 v. $cofield, 382 U.S. 205, 221
(1965).

92. See FCC vy, WNCN Listeners Guild, 450 U.S. 582, 593 (1981).

93. 5 U.S.C. $552 (1994).

94. See Matthew D. Bunker et al., Access to Government-Held Information in
the Computer Age: Applying Legal Doctrine to Emerging Technology, 20 Fra st U. L.
REV. 543, 545 (1993) (quoting Thomas Jefferson and James Madison).
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secrets and commercial or financial information, 5) inter or
inn-a-agency memos which would only be available to other agen-
cies involved in litigation against that agency, 6) personnel and
medical files where revealing them would constitute a clearly
unwarrante’d invasion of personal privacy, 7) law enforcement
records where revelation would interfere with enforcement pro-
ceedings, deprive a person of the right to a fair trial, constitute a
clearly unwarranted invasion of personal privacy, reasonably to
. be expected to reveal a confidential source, reveal law enforce-
ment techniques or procedures, or place a person in physical
danger, 8) information -related to the regulation or supervision
of financial institutions, and 9) geological and geophysical infor-
mation.®® These exceptions provide statutory protection for the
enumerated public interests.

The Freedom of Information Act, however, does not apply
to the courts because the courts are not considered an ‘agency”
for the purposes of the Act.?® But this does not mean that the
Freedom of Information Act is useless concerning the issue
examined in this article. Even though it does not apply to the
courts as a matter of law, it can be a guide for establishing policy.
As a matter of public policy, the United States Supreme Court
would likely recognize and indeed has already recognized some
of these exceptions as applying to court records to prevent the
release ‘of sensitive mformattonﬁ."’

Th” Fr_Eedom of Information Act expressly recogmzes the,.:

significan yublic pohcy iriterést "in-open ‘government. records, -

which; in-a’ free society, is essential.* “ However, :the :Act ‘also
expressly recognized, in its exemptions, that” personal privacy-is
an individual private interest which:can trump the public -inter-
est.- ‘In such a situ&ion; it would seem likely that the enumer-
ated public interests would take precedence over individual
privacy interests, although there are notable exceptions such as
rape shield statutes.!%

Another protection as a balancing interest in the considera-
tion of public interests is government efficiency. In the context

95. See 5 U.S.C. § 552(b) (1994).

96. Seeh U.S.C. § 551(1)(B) (1994). Seealso In reAdair, 212 B.R. 171, 173
(Bankr. N.D. Ga. 1997).

97. Consider, for example, the judiciary’s well known refusals to release
the identities of confidential informants and the courts’ refusal to divulge
national security information.

98. See Department of the Air Force v. Rose, 425 U.S. 352, 360-61 (1975);
EPA v. Mink, 410 U.S. 73, 79-80 (1973).

99. See 5 U.S.C. § 522(b) (6) & (7) (1994).

100. See, e.g., MICH. Comp. Laws ANN. § 750.520j (West 1999).
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of the First Amendment, government efficiency has been recog-
nized as a factor to be considered.*” Considering that the Fist
Amendment concerns the dissemination of information, these
authorities could be analogized to the public nature of judicial
records. Additional support for this argument of government
efficiency is found in the bankruptcy Statutes which mandate the
disclosure of the social security number.192 Thus, it could be
argued that there is a general public interest in everyone having
a national identifying number, thus, providing some support for
the use of social security numbers in public documents such as
bankruptcy petitions as a means to notify potential creditors and
to properly and accurately identify the debtor.” Thus, the effi-
ciency argument is closely related to the purposes espoused in
the bankruptcy statutes-proper notification of creditors of the
accurate identity of the debtor.

Another interesting protection of the public interest is the
Computer Fraud and Abuse Act.1* This statute appears to have
some indirect conflict with the purpose of the Freedom of Infor-
mation Act and the judicial policy of open records. Where the
Freedom of Information Act is based on the policy of open
records, the Computer Fraud and Abuse Act criminalizes the
mere unauthorized access of a government computer.’® Thus,
information that belongs in the public domain .and which, is
accessed in a-govermment computer without authorization is a,
criminal acti" lii this' sense, it “appears that greater emphasis_is;
being ‘placed 'upon government  authority and procedure: than, -

K AL W i i
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101. Ses, e.g., Waters v. Churchill, 511 U.S. 661, 675 (1994); Board of
Educ. of Kiryas Joel Wilage Sch. Dist. v. Grumet, 512 U.S. 687, 718 (1994)
(O’Gonner, _]., concurring in part and concurring N judgment); Bunker, supra
note 94, at 554 (discussing the balancing of the right to access government
information with the public interest of government efficiency).

102. At least one bankruptcy court has acknowledged that the Freedom
of Information Act is not proper grounds for requesting that the social $ecurity
number not be released. See In ye Adair, 212 B.R 171 (Bankr. N.D. Ga, 1997).

Further, despite all the recent public concern expressed over the privacy
issues associated with disclosure of social security numbers, at least one court
has held that there is no fundamental right to privacy in a social security
number. See In r¢ Bausch, 213 B.R. 364, 367 (D. Nev. 1997); Komuves, supra
note 24 (discussing the use of the SSN as a national identifier as gaining more
and more acceptance both by government agencies and private entities).

103.  See 11 US.C. § 342(c) (1994). See glse Fep, B Bankk. P. 1005; In re
Anderson, 159 B-R 830, 838-39 (Bankr. N.D. Il]. 1993).

104. 18 U.S.C. § 1030 (1994).
105. See United States v. Sablan, 92 F.3d 865, S68 (9th Cir. 1996).
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upon the policy of open records.!® Thus, as almost all govern-
ments records are now computerized, it would seem that there
are public interest protections for all records, depending upon
the mode of access and whether access is authorized.

In sum, there are numerous protections for public interests.
The difficult aspect for any tribunal will be deciding whether the
claimed public interest is, in fact, a public interest such that it
should override a private interest.

AVAILABILITY OF INFORMATION FROM THE FeDERAL  COURTS:
CurRreNT Law aND REASONING

So far, our discussion has identified a growing problem in
society as a whole with the extent of information collection and
the intrusive use and misuse of that information. Concomittantly
with the increase in information dissemination, there has been
an increase in the debate between the interests of individuals and
the interests of the public in that information. In this context,
lies the growing debate regarding access to the information
presented to and filed with the courts. Most precedent in this
area is found at the state level and by the federal courts of
appeals. 197 Generally, rights to access judicial processes are dif-
ferentiated based on whether access is sought to a proceeding,
trial-or hearing before a judge, or. to judicial records, the various
papers and other forms of information generated and collected, -
through:.court ;procedures. ; Controversies concerning informa-.
tion are divided between the rights to:access the. mformauon an
the rights to use or disseminate the information.”

Most of the access controversies to come before the courts
have involved criminal matters. In criminal cases, depending
upon the type Of proceeding, access and use are afforded and
protected through the First Amendment and the common
law.!1%8 In bankruptcy cases, access and use are afforded and pro-

L

106. aeauthor notes that this could result in the prosecution ofinno-
cent users. See Haeji Hong, Hading Thrauh the Coue Fraud and Abuse Adt, 51
U.C. Davis L. Rev. 283 (1997).

107.  See Louis F. Hubener, Rights of Privacy in Open Courts—Do They Exist?,
2 EmercING Issues ST. GONsT. L. 189, 191-93 (1989); Arthur R Miller, Confiden-
tiality, Protective Orders, and Public Access to the Courts, 105 Harv. L. REv. 427, 427
n.7, 48240 (1991). Also, the Freedom of Information Act does not apply to the
judicial branch. See Brown & Williamson Tobacco Corp. v. FTC, 710 F.2d 1165,
1177 (6th Cir. 1983).

108. For recitation of the history of common law rights regarding access
to judicial proceedings and records, see Richmond Newspapers, Inc. V. Virginia,
448 U.S. 555, 565-74 (1980); Ganneit Co., Inc. v. DePasquale, 443 U.S. 368, 387-91
(1979); Nixon v, Warner Commmunications, Inc., 435 U.S. 589, 597 n. 8
(1978).
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tected through statute, rules of procedure and the common law.
As regards civil cases, access rights have been mainly found to
depend upon the common law.

If the level of controversy on a subject reflects the level of
public interest, few people were interested in accessing the great
majority of court records and proceedings until the 1970s. At
that time, jurisprudence concerning access to court information
increased by orders of magnitude over the previous 100 years.
Until the middle 1970s, there were very few published opinions
as regards access to court records and proceedings and just as
few references to such access in statutes and rules.’®® Govern-
ment misuses of secret information, concomitant with the techni-
cal explosion in the ability to record and reference information,
apparently caused an explosion in the desire, and time available,
to seek out information such as that residing in the courts.!® At
the same time, the courts changed their civil rules of procedure
allowing more discovery and exchange of information between
the parties in a case, thus creating more information which par-
ties would seek access to.11 Procedures, rules and processes
which the courts had evolved over the years for filing and acces-
sing information came under attack in the quest for ever more
information.“* During this time, the Supreme Court heard an
‘astounding nine cases involving access to court records or pro-

'
-

; 109. Ser Gannett Co. v. DePasquale, 443 U.S. 368 (1979); Sheppard Yo
Maxwell, 384 U.S..333 _(1966) JIn ve Oliver, 883 U.S..960, (1848); Cxainy

ney, 331 U.S. 367,(1947); In v¢ Mosher, 248 F.2d 956 (C.C.P. “1957), ln "
Sackeétt, 136 F.2d 248. (C.CP.A. 1043); In w mebaught. 9 App *D.C. 404
{(1894); Brewer v Watson,“71 Ala’ 299 (1892); Colestott v. King, 57 N.E. 585
{Ind. 1900): Sanford v. Boston Herald-Traveler Corp.;:61 N.E2d 5 (Mass.
1945); Cowley v. Pulsifer, 137 Mass. 392 (1894); Nowack V. Fuller, 219 N.W. 749
(Mich. 192%): Schmedding v. May, 4§ N.W. 201 (Mich. 1891); Park v. Detroit
Free Press, 40 N.W. 731 (Mich. 1888); State v. §chmit, 139 N.W.2d 800 (Minn.
1966); Flexmir, Inc. v. Herman, 40 A.2d 799 (N.J. Ch. 1945); Munser v. Blab
dell, 48 N.Y.8.2d 355 {1944); Allen v. Lackey, 188 P.2d 215 (OKla. 1947); In re
Caswell, 29 A 259 (RI. 1893); Youmans vy, Owens, 137 N.W.2d 470 (Wis. 1965);
King v. King, 168 P. 740 (Wyo. 1917).

110. See Eugene Cerruti, *Dancing in the Courthouse™ The Firg Amendment
fight of Access Opens a New Round, 29 U. RicH. L. Rev. 237 (1995).

111, See Miller, supra note 108, at 447-63.

112. See id The attack on state statutes is especially noteworthy. For long-
standing development of procedures and test of release or sealing of informa-
tion, see id (detailing the evolution of the discovery process to provide more
equal access to justice and an increase in efficiency in case management with
procedures to protect privacy). Included in these rules‘ are recent changes
mandating disclosure of certain information in civil cases for the reasons of
expense and delay reductions, similarly to the requirements currently in bank-
ruptcy cases. See Lloyd Doggett & Michael Mucchetci, Public Access 49 Public

Courts: Discouraging Secrecy in the Public Interest, 69 Tex. L. Rev. 643 (1991).
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ceedings.''® While the number of cases heard on this single area
is large, the specific issues spoken to were fairly narrow, concern-
ing almost exclusively criminal matters.

We will present the current law on availability of court
records derived from these cases as applied to criminal matters
and the dervation from the law regarding criminal cases by the
lower courts of availability of information in civil matters. Then,
we will discuss the current availability in bankruptcy matters. The
history of access to the first two areas is of much longer standing
and provides an interesting context for understanding current
access levels to bankruptcy information.

A. Criminal Prosecutions

Outside of discovery, grand jury proceedings, plea negotia-
tions, jury deliberations and presentence investigative matters a
public right of access to all aspects of criminal prosecutions has
been found. The right to access criminal case proceedings and to
disseminate information from those proceedings is afforded
expansive and strong protection from the First Amendment.
The right of access to judicial records in criminal cases, including
exhibits admitted at trial, and to disseminate information. from
the records, is generally aﬂ‘orded less protection at t,he common

mcludmg physmal samples, furniture, documents,

well . as formalized .- documents such as “warran its,” indic
information, motions, responses, orders and judgments. The evi-
dentiary discovery materials are not in the physical possessmn of
the court until admitted at trial. The nature of most of the evi-
dence and content of documents is extremely private, revealing
family relationships, sexual information, medical information
and financial information.

The proceedings held in criminal cases are numerous. Start-

ing with the meetings of the grand jury, these include hearings
on issuance of warrants, probable cause to try, evidentiary sup
pression hearings, juror voir dire, motions in limine and sentenc-

113.  Se Press-Enterprise Co. v. Superior Court, 478 U.S. 1 (1986); Waller
v. Georgia, 467 U.S. 39 (1984); Seattle Times v. Rhinehart, 467 U.S. 20 (1984);
Press-Enterprise Co. v. Superior Court, 464 U.S. 501 (1984); Globe Newspapers
Co. v. Superior Court, 457 U.S. 596 (1982): Richmond Newspapers, 448 U.S. at
555; Gannett Co., 443 U.S. 368; Warmer Communications, 435 U.S. at 589; Cox
Broad. Corp. v, Cohn, 420 U.S. 469 (1975).

“apu
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ing related hearings. A record of any proceedings held before a
judge or magistrate is required.“*

The law of access to criminal case information developed
most rapidly with the trial. The seminal case regarding access to
criminal trials, Richmond Newspapers, found both a common law
and First Amendment right that criminal trials be open and
accessible to the public.1!®* Further refinement of the expression
of this right by the Supreme Court in the Globe Newspaper case
specified that only a most stringent, strict scrutiny test would
overcome the First Amendment right.'?6 These discussions were
extended in the Press Enterprise cases to include open access to
the voir dire of jurors in criminal cases and open access to prob-
able cause preliminary hearings in criminal cases.!}”

The reasoning given for access to criminal proceedings rests
upon two bases. These bases are set forth in the opinion and
various concurrences in Richmond Newspapers. The reasoning of
the divided court in Richmond Newspapers has been restated in
subsequent opinions by the Court and has been much analyzed
by commentators. In the plurality opinion and several concur-
rences, the justices found that criminal trials had historically
been an open institution in American government.*® As a sec-
ond basis for finding a First Amendment right to open criminal
trials, the justices found, particularly Justice Brennan in his con-

currence in judgment, an unstated but structurally necessary

component of the Constitution. to informed suffrage and partici-
: pation in government. *:Theju_stices_ found "a First Amendment
tight to access' government inforfaationrand> processes to the
extent necessary to both evaluate government ‘operations, &' type
of informed suffrage, and to contribute to the process or opera-
tion itself, where Public access brings independent contributions
to the operation.'*® The Court: found the elements of historical
practice, informed suffrage and an independent contribution to
the criminal trial from the presence of the public in the court-
room to be present in its determination that the right of access

114, 5228 U.S.C. § 753(b) (1994).

115.  See Richmond Newspapers, 443 U.S. at 555.

116.  Se¢ Globe Newspaper Co., 457 US. at 607-08.

117.  See Press-Enterprise I, 464 U.S. at 501; Press-Enterpmise II, 478 U.S. at 1.

118. See Richmond Newspapers, 448 U.S. at 567-73.

119. See id at 575-80 (speaking to effects of publicity on witnesses and
prosecutors as well as analogies to system of checks and balances); Gannett Co.,
Inc., v. DePasquale, 443 U.S. 421 (Blackmun, J., concurring and dissenting) (“It
is not surprising, therefore, that both Hale and Blackstone, in identifying the
function of publicity at common law, discussed the open-trial requirement not
in terms of individual liberties but in terms of the effectivenes of the trial pro-
cess.”); Cerrutd, supre note 110.
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extended to criminal trials as civic exercises or government
operations.}?

These aspects of the First Amendment right were further
clarified in Globe Newspaper.1?! After refining the right, the Court
found, in the context of a mandatory closure statute, that the
denial of access to a criminal trial must be necessitated by a com-
pelling governmental interest and narrowly tailored to serve that
interest.!22 The findings in this opinion, as well as those follow-
ing, seem to point to the validity of a case by case determination
of the necessity of closure for privacy, fair trial or other constitu-
tional grounds.'*® Lower courts, using mostly the second portion
of the analyses of Richmond and the strict scrutiny of Globe have
extended the First Amendment right to access criminal trials to
other aspects of criminal cases.!*

The right to disseminate information heard or seen at a
criminal trial appears clear. The Supreme Court has consistently
found a First Amendment right to disseminate even sensitive
information if it was disclosed at a criminal trial or other criminal
proceeding. *** The right to have physical access to exhibits or
copies of exhibits admitted at criminal trials or proceedings is
less clear.!?® The Court in Nixen, found that any right to access
exhibits and other judicial records is found, if present at all,
_under the -common law and no Flrst Amendment right to access
this -type of -mformatlon exms, a ar C

- K I

“nobow v EER e e N IR

* 190, 5:'See "Richmond - Ngw;pm 448.-U.S. at 594-96 (Brenpan, J,, congur-
nng) (fmdlng action of judge at:trial to OC a form of lawmak_n_: 7). .

- 121, See Globe empaperCo 457 US at604-06 E

122 Ses id. at 60708.

125. See id. at 608 (“Such an approach ensures that'the constiutional
right of the press and public to gain access to criminal trials will not be
restricted except where necessary to protect the state’s interest).

124. See id.

125.  See Florida Star v. BJF., 491 U.S. 524 (1989); Oklahoma Publ'g Co.
v. U.S. Dist. Court, 430 U.S. 308 (1977); Nebraska Press Ass’n v. Stewart, 427
U.S. 539 (1976); Cox Broad. Corp. V. Cohn, 420 U.S. 469, 492, 496 (1975);
Sheppard v. Maxwell, 384 U.S. 333 (1965); Estes v. Texas, 381 U.S. 523 (1965);
Craig v, Harney, 331 U.S. 367, 374 (1947).

126. See Niion v, Warner Communications, Inc., 435 U.S. 589 (1978);
United States v. Eaczynski, 154 F.3d 930 (9th Cir. 1998); United States v.
McDougal, 103 F.8d 651 (8th Cir. 199); In 7¢ CBS, Inc., 828 F.2d 958 (2d cir.
1987); United States v. Guzzino, 766 F.2d 302 (7th Cir. 1985); Bele Broad.
Corp. v. Clark, 654 F.2d 423 (5th Cir. 1981); In re National Broad. Co., 653 F.2d
609 (D.C. Cir. 1981); United States v. Criden, 648 F.2d 814 (3d Cir. 1981); In r¢
National Broad. Co., 635 F.2d 945 (2d Cir. 1980);

127.  See Nixon, 435 U.S. at 60809, Se¢e also Los Angeles Police Dep’t v.
United Reporting Publ’g Corp., 120 §,Ct. 483 (1999). For a civil case holding
no First Amendment right to access government records, see Calder v, Internal
Revenue Serv., 890 F.2d 781, 78384 (5th Cir. 1989) (citing Houchins v. KQED,

S
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Rights to access court records in criminal matters are about
as clear as that to access exhibits at trial. The Supreme Court has
not visited this specific area. The various courts of appeal are very
divided over the source of rights to access judicial records in
criminal cases. Some circuits find a First Amendment right to
access criminal records and others find only a common law
right *#

Of all judicial proceedings, criminal cases are truly unique.
While the defendant is a private citizen, the public is always the
prosecutor. Violation of the criminal law affects the continuance
of society and thus places the public as a victim/party in the suit
with their champion, the prosecutor. Indeed, criminal matters
are so important to the function of our society and government
that they may only be brought by a government entity, through
its agent. The case also may only be heard by a judge, a govern-
ment functionary. Where in a civil matter, the parties may nego-
tiate among themselves or use outside private parties to mediate
or arbitrate their dispute, no private party may bring or hear a
criminal case. Indeed, vigilante justice against supposed
criminals is itself a crime.

B Civil Suits
TOGLY L S

REPEEES

" The“extent ‘and protection of rights -in information ‘from ;. -

. civil matters is more ill-defined than that for criminal ‘matters;
- Most’of the precedeint 'in’ thirarea comes from :the:courts of
appedl “as. only “oné“issue régarding access and dissemination

rights ‘in “civil matters-hasreached the Supreme Court. - The!:
rationale of the courts varies widely. Notwithstanding these dif-
ferences, rights to access civil case proceedings and records, and

Inc., 438 US. 1. 14 (1978)) (“There is no constitutional right to have access to
particular government information, or to require openness from the bureau-
cracy. . .The public’s interest in knowing about its government is protected by
the guarantee of a Free Press, but the protection is indirect. The Constitution
itself is neither a Freedom of Information Act nor an Official Secrets Act.). See
also Capital Cides Media, Inc. v. Chester, 797 F.2d 1164 (3d Gr. 1986).

128. See United States v. Corbitt, 879 F.2d 224 (7th Cir. 1989); Globe
Newspaper Co. v. Pokaski, 868 F.2d 497 (1st Cir. 1989): In e Search Warrant for
Secretarial Area, 855 F.2d 569 (8th Cir. 1988); In 2 New York Times Co., 828
F2d 110 (2d Cir. 1987); In 72 Washington Post Co.. 807 F.2d 383 (4th Cir.
1986); United Stares v. Smith, 776 F.2d 1104 (3d Cir. 1985); United States v.
Peters, 754 F.2d 753 (7th Cir. 1985); United States v. Santarelli, 729 F.2d 1388
(11th Cir. 1984); Associated Press, Inc. V, United States District Court, 705 F.2d
1143 (9th Cir. 1983); United States v, Burka, 289 A.2d 376 (D.C. Ct. App. 1972).
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to disseminate information accessed, appear to be based upon
the common law, except in the Third Circuit.12?

The physical information and proceedings to which the pub-
lic seeks access, and the parties’ privacy, include information
gathered by the parties, some of which is brought to the court
and some not, and information generated by the court The
information brought before the court is determined by rules of
procedure promulgated by the judiciary and local judges. These
rules are organized along three broad areas: pretrial documents
and proceedings, trial procedures and documents and post-trial
documents and proceedings.

Pretrial rules allow the parties to gather a great deal of infor-
mation. The general types of materials and records generated
through these rules and statutes primarily consist of what are
known as discovery materials. Discovery materials include copies
of original documents of the litigants, written answers to ques-
tions and stipulations of fact, as well as transcripts of depositions,
face to face question sessions. The more formalized documents
which may be filed at this stage also include motions, applica-
tions, responses, answers, the complaint and answer, objections,
notices and orders. Federal civil rules detail the format, and to
some extent the content, of the complaint and any answer or
responsive motion.13 The rules require the names of the liti-
gants be, revealed. by placing them on_the complamt and subse-
quent pleadings.'®t, . = . .

- The majority of hearmgs held at thxs stage coucern dlsputes
over exchange of discovery information. Many hearlngs&e also
held concerning various motions to proceed without a trial, such
as motions to dismiss and for summary judgment.

At the trial, information gathering has stopped and the pres-
entation of relevant and admissible portions of that information
takes place. The results of all that has transpired through pre-
trial proceedings are presented to the judge and jury. Tran-
scripts and recordings along with any physical evidence are
gathered as the records of the trial.

Post-trial information gathered includes motions, responses,

objections, notices and orders along with appellate briefs. The
types, format and some content of subsequent documents

129. Ser Republic of Philippines v, Westinghouse Elec, Corp., 949 F.2d
653, 659 (3d Cir. 1991); Publicker Indus. v. Cohen, 733 F.2d 1059 (3d Cir.
1984).

130. See Fep. R CIv. P. 3 & 5.

131. SeeFEp. R Cv. P. 10(2) & 7(b)(2).
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through post-trial actions are also set forth.!%2 The format of
these documents is dictated by rules of procedure.

In addition to mandating the type and format of informa-
tion presented to the court, requirements for court generated
records are also set forth in rules of procedure. A docket and the
chronologic index of all documents and hearings, must be
kept. 13 A separate chronologic index of judgments must be
kept by the court.'** Orders, notices and judgments generated
by the court must also be filed and conform with format require-
ments in the rules of procedure. Physical evidence presented at
trial must be kept with the court, usually for a limited time.%®

Almost all of the information gathered during these three
stages is filed with the court or presented at the trial. Settlement
negotiations and related materials, juror names and deliberation
transcripts or materials, and judges’ notes are the few areas
where filings of transcripts and materials are not required.l%
Finally, transcripts or electronic recordings must be kept of every
hearing or trial.'%’

The law of access to this information is not as clear as most
would like it to be. While a rule of procedure affords the public
access to trials on the merits before a judge, no bright line tests
of access rights to other proceedings and information have
evolved and decisions rest on rec&mred case by case appllcatlon of
judicial case management rules.

The ana]ysm used by the majority of courts in civil cases to
determine access rights to either judicial-records of proceedings
hinges on the limited findings and language of the Sup&me
Court in two cases, Nixon v. Warner 'Communications and Seattle
Times v, Rhinehart, both of which specifically involve judicial
records.’® A small minority of courts use the reasoning found in
Richmond Newspapers, Inc. v. Virginia in analyzing CIVI| case access,
relying on dicta found. in a footnote in that case,1#

132.  See FED. R Crv. P. 5 & 10. Se¢ Fed. R App. P. 27-32.

133. See FEp. R Crv, P. 79.

134. See FED. R. Crv. P. 58 & 79.

135. See Fep. R. Crv, P. 83.

136. Se¢ United States v. Gurney, 558 F.2d 1202, 1210-1211 (sth Gir.
1977). However, settlement agreements and orders in class actions must be
filed pursuant to Feo. R. Crv. P. 26(e). See Miller, supra note 107, at 427.

137. 28 U.S.C. § 753(b).

138. See FED. R. Ctv. P. 77(b).

139. See Seattle Times v. Rhinehart, 467 U.S. 20 (1984); Nixon v. Warner
Communications, Inc., 435 U.S. 589 (1978).

140. See Richmond Newspapers, Inc. v, Virginia, 448 U.S. 555, 580 n.17
(1980) (‘Whether the public has a right to attend trials of civil cases is a ques-
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what makes a document a judicial record and subjects it to the
common law right of access is the role it plays in the adjudicatory
process.”16®

Moreover, “[d}ocuments that are preliminary, advisory, or,
for one reason or another, do not eventuate in any official action
or decision being taken ™% are not relevant for evaluation of the
judicial system and thus not subject to public access. These
courts follow the reasoning of Justice Holmes:

The chief advantage to the country which we can discern
[from application of the public records privilege to judicial
records] . . . is the security which publicity gives to the
proper administration ofjustice. . . . It is desirable that the
trial of causes should take place under the public eye, not
because the controversies of one citizen with another are
of public concern, but because it is of the highest moment
that those who administer justice should always act under
the sense of public responsibility, and that every citizen
should be able to satisfy himself with his own eyes as to the
mode in which a public duty is performed. . . . [I] t is clear
that [these grounds] have no application whatever to the
contents of a preliminary written statement of a claim or
charge. These do not constitute a proceeding in open
court. Knowledge of them throws no light upon the
administration ofjustice. Both form and contents depend
wholly on the will of a private individual, who may not be
even an officer of the court.””

Even after information is classified as a judicial record, and
thus subject to some level of a public right of access, access may
be limited through protective orders, sealing or redacting infor-
mation, made upon a showing of good cause or an overriding
interest Limiting access through a finding of good cause gener-
ally involves trade secrets, confidential business information or
improper use.!8 Compelling, overriding interests have been
found to include privacy,! a fair trial,!”® “safeguarding the phys-

1502, 130810 (7th Cir. 1984), Oklahoma Hosp. A